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ABSTRACT
An essential requirement for providing secure services in wireless sensor
networks is the ability to establish pairwise keys among sensors. Due to
resource constraints on the sensors, the key establishment scheme should not
create significant overhead. To date, several key establishment schemes have
been proposed. Some of these have appropriate connectivity and resistance
against key exposure, but the resources needed in the sensors are substantial.
Others are appropriate from the resource consumption perspective, but have
weak performance. This paper proposes a key establishment protocol based
on symmetric polynomials. To improve performance, the protocol uses a new
model to distribute polynomial shares to the sensors. A key feature of the
proposed protocol is the tradeoff between performance, security and resource
consumption. Analysis shows that our solution has good performance compared
to other approaches.
c 2010 ISC. All rights reserved.
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Introduction

Wireless networks can be categorized according to
their application, one of which is sensor networks.
Sensor networks often comprise a number of sensors
with limited resources that are used to collect environmental information [1–3]. These networks have
been considered for various purposes including security monitoring, target tracking and research activities in hazardous environments [4–10]. The sensors
usually communicate with each other via a wireless
channel. Since the sensors may be located in a hostile environment, such as in military applications, security is a critical issue. For instance, an adversary
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Email addresses: fanian@ec.iut.ac.ir (A. Fanian),
brnjkb@cc.iut.ac.ir (M. Berenjkoub),
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could simply access the wireless channel to obtain
information, or by capturing sensors distribute false
information to the network. Therefore, security considerations, such as authentication and confidentiality, must be employed to ensure node integrity and
network functionality. Since authentication and confidentiality protocols require an agreed key between the
entities, key management is a very important security
issue in wireless sensors networks (WSNs) [11]. In the
literature, key management protocols are based on
either symmetric or asymmetric cryptographic functions. Due to resource limitations in the sensors, key
management protocols based on public keys are not
suitable. For example, the processing time for public
key cryptographic functions can be as much as 10 seconds [11, 12]. Hence, symmetric algorithm based key
management protocols are considered here for use in
WSNs.
Another strategy that could be used in WSNs is
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an online key management center via an access point.
Unfortunately, this approach causes rather high overhead to establish shared keys between sensors [13]. A
more promising method is to pre-distribute key material among the sensors, which can result in low cost
key establishment in WSNs. In this regard, various
schemes have been proposed [7–10, 13–33], but they
can result in security or efficiency problems. Some of
these protocols attempt to increase the efficiency of
the key management by using deployment knowledge
in the pre-deployment phase to classify the sensors
into groups for the distribution of secret information.
To increase connectivity and reduce the overhead between sensors, nodes in neighboring cells can have
correlated secret information in order to easily establish a common key.
To develop a high performance key management
protocol, factors such as processing overhead, resource consumption, connectivity and resilience
against compromised sensors should be considered.
However, some of these goals are contradictory
[13, 33]. For example increasing network connectivity
increases sensor memory requirements. Hence, some
approaches having proper connectivity use a great
deal of memory and processing power. Others use
less memory but have low connectivity.
In this paper, an efficient Symmetric polynomial
based Key Establishment Protocol (SKEP) is proposed which uses deployment knowledge in the predistribution phase, and employs a new model for distributing secret information. The goal is to achieve
proper connectivity and security while conserving resources. This protocol includes the following:
• Partitioning the network area into hexagonal
cells and allocating a subset of sensors to each
cell.
• Use of a new model to distribute secret information among the sensors in each group. A group
includes all sensors belonging to a cell and some
sensors from neighboring cells.
• Producing a common key directly between members of each group using symmetric polynomials.
• Producing a common key indirectly among sensors belonging to different groups using a suitable intermediate sensor.
• Efficient identification of suitable intermediate
sensors to produce an indirect key based on predistributed information.
• Perfect security with acceptable memory usage
and connectivity.
The rest of the paper is organized as follows. Section
2 reviews current key management protocols used in
WSNs. Details of our key establishment protocol are
given in Section 3. Performance evaluation and secu-
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rity analysis of the proposed protocol are presented
in Section 4. Finally, some conclusions are given in
Section 5.

2

Related Work

Due to resource constraints in sensors, key management is not an easy task. Significant research has been
done in this regard in an attempt to efficiently establish common keys between sensors. Besagni [34] proposed a simple scheme for key management in WSNs.
In this approach, one pre-loaded key is shared among
all nodes. Afterwards, all sensors can encrypt or decrypt data between them. Due to its simplicity, this
method is very efficient in terms of memory usage and
processing overhead, but it presents a serious security problem. If even one of the sensors is captured by
an adversary, the security of the entire network will
be compromised. At the other extreme, independent
pair-wise keys can be established between each pair
of sensors. Hence for a network with N sensors, each
sensor Si , 1 ≤ i ≤ N , must store N − 1 keys from a
total of N (N −1)/2 keys. Although, this method provides complete security for an uncompromised sensor against any compromised sensors, it requires a
large amount of memory in each sensor, particularly
in large scale WSNs.
In the literature, key management protocols based
on deployment methods are divided into two groups.
In the first group, uniform deployment is used to distribute sensors. In the second group, the deployment
is non-uniform. We next review related work which
considers these key management protocols for WSNs.
2.1

Uniform Deployment Model

Eschenauer et al. [15] proposed a random key predistribution scheme for WSNs. In this approach, some
keys from a large key-pool are selected randomly before deployment and with their identifiers are stored
in the sensors. After deployment, with some probability they can establish a key between each other.
If there is no common key between two sensors, a
common key can be generated through an intermediate node which has common keys with both. In this
method, the size of the key-pool S is an important parameter for network connectivity and security. As S
grows, connectivity decreases, but security increases.
Due to the distribution of random keys, it is possible
that a common key cannot be established between
every pair of sensors. Chan [14] proposed a key management protocol which requires that a pair of sensors have at least Q common keys for key establishment. Due to the need for these keys, the probability of establishing a common key between sensors is
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reduced with this protocol. Thus, from the aspect of
security, this scheme is better than the previous one,
but the probability of producing a common key between two sensors is decreased. Zhou [35] proposed a
key management protocol based on symmetric polynomials. In this scheme, a t-degree (K + 1)-variate
symmetric polynomial is employed and K credentials
are selected for each sensor. Then, the sensor polynomial share is computed using these credentials and the
polynomial, and the share and credentials are stored
in the sensor. If the credentials of two sensors differ in
only one dimension, they can produce a common key.
Liu [16, 24] proposed another key management protocol based on symmetric polynomials. In this method,
a grid based model is used to distribute and calculate the sensor polynomial share. The N sensors in
the network form an m × m matrix (N = m2 ). For
each row and column of this matrix a t-degree bivariate symmetric polynomial is selected. A sensor
in position (i, j) of the matrix computes polynomial
shares fjc (x, j) and fir (i, y) from symmetric polynomials fjc (x, y) and fic (x, y). Therefore, if two sensors
are in the same row or column, they can compute a
common key directly. Otherwise, they must use other
sensors to compute a common key. Note that with this
method, sensor deployment does not follow the polynomial share distribution model [24], and it assumes
that sensors are uniformly distributed in the network.
Other schemes which use symmetric polynomials for
key management are given in [16, 18, 24, 36].
2.2

Non-uniform Deployment Model

Deployment knowledge can be used to improve key
management performance in WSNs. In [22, 33], it is
shown that if this knowledge is used before deployment, the efficiency of the protocol can be increased.
Du et al. [22] proposed a key management protocol
based on [15], which uses deployment knowledge during key distribution. Deployment was modeled using
a Gaussian probability distribution function (pdf).
On the other hand, methods which do not use deployment knowledge typically use a uniform pdf for
the node distribution. In [22] the network area is divided into square cells and each cell is associated with
one group of the sensors. The key-pool is divided
into sub-key-pools, equal to the number of cells, such
that each sub-key-pool has some keys which are correlated with neighboring sub-key-pools. G(i, j) is defined as the sub-key-pool of cell (i, j). Each sensor
in a cell stores m keys which are randomly selected
from the associated sub-key-pool. Using deployment
knowledge allows the selection of random keys from
a smaller sub-key-pool. This can improve the protocol performance especially in large scale networks. In
addition, if some sensors are compromised, other sen-

sors have greater security than with the approach in
[15]. However, there are still some problems in producing common keys between sensors. Zhou et al. [32]
proposed another key management protocol called
LAKE which is based on a symmetric polynomial and
deployment knowledge. Similarly in this scheme, the
network is divided into square cells and each cell is
associated with a group of sensors. The polynomial in
this method is a t-degree tri-variate symmetric polynomial. Each sensor in this protocol has credentials
(n1 , n2 ), where n1 represents the cell identity and n2
represents the sensor identity. Based on these credentials, a polynomial share is calculated for each sensor and stored on it. After deployment, sensors that
have one mismatch in their credentials can directly
compute a common key. So, in this scheme all sensors
belonging to a cell can establish common key to each
other directly. However, only two specific sensors belonging to different cells can establish common key to
each other directly. Lin et al. [18] proposed another
key management protocol called LPBK in which the
network area is also divided into square cells. Each
cell has a specific symmetric polynomial which is used
to compute a polynomial share for the sensors in the
cell and four adjacent (vertical and horizontal) cells.
In this scheme, a sensor must store five polynomial
shares in its memory.
Yu et al. [13] proposed another key management
protocol based on the approach by Blom [37]. Blom
developed a key establishment protocol that allows
each pair of nodes to establish a common key. With
this scheme, if no more than t nodes are compromised,
all common keys of the uncompromised nodes remain
secure. A (t + 1) × N matrix G is defined as public
information where N is the size of the network. During the key generation phase, the key management
server creates a random (t + 1) × (t + 1) symmetric
matrix, D, for each group which must be secret. In
the Yu et al. protocol [13], the network area is divided
into hexagonal cells and the associated G and D matrices are stored in the sensors based on deployment
knowledge. The matrices are assigned to cells so that
a confidential exclusive matrix, called Ai (equivalent
to matrix D in the Blom method), is allocated to each
cell. The sensors in each cell are given a row from the
corresponding matrix Ai . Hence, the sensors belonging to a cell can produce a common key directly. To
generate a common key between sensors in different
cells, another confidential matrix B is constructed for
use by sensors in neighboring cells. To allocate these
matrices, two parameters b and w are defined where
b indicates the number of B matrices allocated to a
group and w indicates the maximum number of rows
selected by each sensor from this allocation. The analysis in [13] shows that the best results are obtained
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with w = 2 and b = 2. In this case, the cells are divided into base cells and normal cells. Base cells are
not neighbors, but normal cells are neighbors with two
base cells. To produce a common key between sensors
in neighboring cells, a confidential matrix Bi is allocated to each base cell together with its six neighbors.
The Blom scheme is used on this matrix to produce
the required information for the sensors. Since each
normal cell is a neighbor with two base cells, their
sensors receive information from two matrices Bi and
Bj . Although the connectivity of this scheme is close
to one, the memory consumption is extremely high.

f (x1 , x2 , . . . , xK+1 ) = f (x∂(1) , x∂(2) , . . . , x∂(K+1) )
(2)
This means that for any permutation, ∂, we obtain
the same polynomial. Every node using the symmetric polynomial based protocol takes K credentials
(I1 , I2 , . . . , IK ) from the key management center, and
these are stored in memory. The key management
center must also compute the polynomial shares using the node credentials and the symmetric polynomial. The coefficients bi stored in node memory as the
polynomial share are computed as in (3) [19].
fu (xK+1 ) = f (I1 , I2 , . . . , IK , xK+1 ) =

3

t
X

bi xiK+1

i=0

The Proposed Scheme

(3)

In sensor networks, in contrast to ad-hoc networks
that have mobile nodes, the assumption is that sensors are static after deployment [13, 18, 22, 32]. In
other words, after distribution in the network, the
sensors are fixed at their resident points. Therefore,
deployment knowledge can be quite useful in producing common keys among sensors. Moreover, in most
WSN applications, a secure peer-to-peer connection
between distant sensors is unnecessary [13, 18, 22].
Therefore, the most important goal is establishing secure connections between adjacent sensors, so knowledge of probable neighbors can be useful in key predistribution. If one can predict the adjacency of sensors in the network, a key management protocol can
be developed with high efficiency and low cost. However, due to the randomness of sensor distribution, it
is impossible to specify the exact location of each sensor. Knowing the probable neighbors is much more
realistic. In this paper, we exploit deployment knowledge in producing key material in the pre-deployment
phase. We next present a brief description of authentication based on symmetric polynomials. Then the
proposed scheme, SKEP, is described in detail.

Every pair of nodes with only one mismatch in their
identities can establish a shared key. Suppose the
identities of nodes u and v have one mismatch in their
identities given by (c1 , c2 , . . . ci−1 , ui , ci+1 , . . . , cK )
and (c1 , c2 , . . . , ci−1 , vi , ci+1 , . . . , cK ), respectively. In
order to compute a shared key, node u takes vi as the
input and computes fu (vi ), and node v takes ui as the
input and computes fv (ui ). Due to the polynomial
symmetry, both nodes compute the same shared key.

3.1

3.2.1

Authentication Using Symmetric Polynomials

A symmetric polynomial [35, 38, 39] is a t-degree (K +
1)-variate polynomial defined as (1).
f (x1 , x2 , ..., xK+1 ) =
t X
t
t
X
X

iK+1
···
ai1 ,i2 ,...,ik+1 xi11 xi22 ...xiKK xK+1
i1 =0 i2 =0

iK+1 =0

(1)
All coefficients of the polynomial are chosen from
a finite field Fq , where q is a prime integer. The polynomial f is a symmetric polynomial in the sense of
(2) [35].
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In [21] it was shown that in order to maintain perfect security in the sensor network, the polynomial
degree must satisfy (4).



0 ≤ Ni − 2 ≤ t
i = 1, 2, . . . , K
(4)
q


Ni K+1 K(K+1)! ≤ t
2
where Ni is the number of nodes in group i.
3.2

SKEP Model

In this section, we present the network and the key
generation model in SKEP.
Network and Deployment Model

In key management protocols based on deployment
knowledge, two distinct points are defined, namely
the deployment point and the resident point [22]. The
desired sensor location is the deployment point. This
point is determined before the distribution of sensors
in the network. The actual location of a sensor is the
resident point. It is unlikely that the resident point
will be the deployment point. If the sensors are distributed from a vehicle, such as an airplane or helicopter, the distance from the deployment point to the
resident point will follow a certain probability distribution (pdf). With a uniform distribution, the resident point is equally likely to be anywhere within
the deployment area, and in this case no informa-
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tion is available. However, if the distribution is nonuniform, some information is available. For example,
with a Gaussian distribution, the distance between
the resident and deployment points is less than 3σ,
with probability 0.9987, where σ is the standard deviation [22]. In addition, if the distance between deployment points in two cells is more than 6σ, there is
little chance that two sensors, each belonging to one
of these cells, are adjacent [22, 33]. Since the probability of two sensors being adjacent is almost zero if
their deployment points are far apart, there is no need
to allocate correlated secret information to produce a
common key between them. Therefore, this model can
be used to determine which sensors are likely to be
close and they can be allocated appropriate information to produce a common key. All previous schemes
based on deployment knowledge have used a Gaussian
distribution for the sensor deployment in the network
[13, 18, 20, 22, 27, 28, 32, 33].
In SKEP, the network area is divided into nonoverlapping hexagonal cells, and the sensors are allocated in groups to these cells. The center of a cell is
defined as the deployment point of the sensors allocated to that cell. In [18, 22, 32] the network is divided into square cells, but in [13] and SKEP hexagonal cells are used. As sensors are typically distributed
circularly around the deployment point, using cells
with a shape closer to a circle is a better approximation for protocol design. Figure 1 shows the division
of the network into hexagonal cells. The distance between adjacent cell deployment points is L. Each cell
in SKEP has a pair of credentials (i, j) which is the
cell position. Using two-dimensional Cartesian coordinates and assuming that the deployment point of
cell Ci,j is (xi , yi ), the pdf of the sensor resident points
can be formulated as (5).
fkij (x, y | k ∈ Ci,j ) = f (x − xi , y − yj )
1 −[(x−xi )2 +(y−yj )2 ]/2σ2
e
=
2πσ 2
(5)
where f (x, y) =

−[x2 +y 2 ]/2σ 2
1
.
2πσ 2 e

Assuming identical pdfs for every group of sensors,
we can use fk (x, y | k ∈ Ci,j ) instead of fkij (x, y |
k ∈ Ci,j ). As in [14–28, 32, 33], and with SKEP it is
assumed that the routing protocol delivers the transmission data to the correct destinations.
3.2.2

3,3

y
2,3

x

3,2

1,3

2,2
1,2

1,2

0,2

2,0

1,1
1,0

0,1

j
0,0
L

i

Figure 1. A two-dimensional sensor network with adjacent
deployment point distance L.

ify the deployment point of the sensor, while the
last uniquely identifies each sensor in the cell. The
polynomial share of a sensor, fk (x), can be computed from the symmetric polynomial assigned to
cell C(i, j) and the sensor credential k as in (6).
t
t X
X

fk (x) = fi,j (k, x) =

ai1 ,i2 k i1 xi2 bi 2

i1 =0 i2 =0

=

t
X

ai1 ,i2 k i1

(6)

i1 =0

If the polynomial share of two sensors is generated
from the same symmetric polynomial, these sensors
can create a common key by exchanging their credentials and computing (7).

t
P
i2 
Kij = fki (kj ) =
bii2 kj 

i2=0
, Kij = Kji
(7)
t
P

Kji = fkj (ki ) =
bji2 kii2 

i2=0

3.2.3

The Threat Model

Since a large number of sensors are distributed in
WSNs, the cost of producing a sensor should not
be high. Therefore, sensors are typically not tamper
proof. Hence, an adversary can obtain secret information by capturing one or more sensors. By compromising some sensors, it may be possible to derive a
common key between uncompromised sensors. Moreover, an adversary can eavesdrop on transmissions
over wireless channels. Hence, the key management
protocol should be designed so that it is resistant to
these threats.

The Key Generation Model

In SKEP, each cell has a distinct t-degree bivariate symmetric polynomial given by f (x1 , x2 ) =
t
t
P
P
ai1 ,i2 xi11 xi22 . Each sensor has a triplet of

i1 =0 i2 =0

credentials, (i, j, k). The first two credentials spec-

3.3

Pre-distribution of Secret Information

Before distributing sensors in the network, the secret
information is placed in the sensors. As mentioned in
the previous section, a t-degree bi-variate symmetric
polynomial is generated for each cell. A unique cre-
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Figure 2. Dividing a cell into six virtual regions.
Figure 3. The groups to which sensor k1 belongs.

dential is also assigned to each sensor in order to generate a sensor polynomial share according to (6). Sensors which have a share of the same symmetric polynomial can directly generate a common key. Given
the sensor distribution in the network, some sensors
in neighboring cells or even non-neighboring cells can
be adjacent to each other. In order to connect to the
network, these sensors must be able to generate a
common key. Therefore, some correlated secret information should be given to these sensors in order to
generate this key. However, this should not consume
a lot of sensor memory. To meet this requirement,
SKEP generates a polynomial share from the symmetric polynomial allocated to each cell for a portion
of the sensors in neighboring cells. The sensors containing this additional polynomial share can operate
as agent nodes to indirectly generate common keys
between sensors in neighboring cells. In order to generate this additional polynomial share, we divide each
hexagonal cell into six virtual regions. The division of
cell (i, j) into virtual regions is shown in Figure 2.
Each sensor will belong to one of these virtual regions according to its credential. After deployment, a
sensor may not reside in the virtual region it is allocated to. However, each sensor can infer adjacent sensors which have a suitable polynomial share, and can
also find suitable agents to generate an indirect common key with the other sensors. If the number of sensors in each cell is Nc , credentials between 1 and Nc /6
will be allocated to virtual region 1 of each cell. Sensors in the other regions are allocated credentials in a
sequential manner. Therefore, the symmetric polynomial allocated to each cell is used to generate a polynomial share for the sensors belonging to the cell and
one sixth of the sensors from the six neighboring cells.
A set of sensors containing a polynomial share from
a symmetric polynomial is called group. As shown in
Figure 3, group G(i, j) includes all sensors of cell (i, j)
and the sensors belonging to virtual region 4 in cell
(i + 1, j + 1), virtual region 5 in cell (i + 1, j), etc.
Hence, each group includes 2Nc sensors and each sensor is a member of two groups. Therefore, each sensor
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has two polynomial shares, one derived from its own
cell and another from a neighboring cell.
3.4

Indirect Key Calculation

Sensors in two distinct cells may be adjacent to each
other. However, they may not be able to generate a
common key directly, so a suitable agent should be
used. A proper agent node is one that can directly
generate a common key with both sensors. Since a
number of sensors from two neighboring cells can directly generate a common key with all the sensors of
both cells, one agent node suffices to generate a common key between any pair of sensors in these cells.
Moreover, sensors in distinct cells a distance of no
more than two cells apart can generate a common key
with a maximum of two agents. Note that if the resident point distance between the agents is less than the
wireless transmission range, they can communicate
with each other directly; otherwise, a routing protocol is required to connect them as in [11–28, 32, 33].
The performance and security of indirect common key
generation is greatly affected by the number of agent
nodes. In SKEP, the number of usable agents is high
to ensure efficient key generation.

4

Security Analysis and Performance
Evaluation

In this section the security analysis and performance
evaluation of the proposed protocol are presented
and compared with similar protocols. From Section
2, these protocols are LPBK [18], LAKE [32], Du et
al. [22] and Yu et al. [13].
4.1

Evaluation Metrics

We first review the metrics that will be used to compare the WSN key management schemes.
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4.1.1

Local Connectivity

Local connectivity determines the probability of directly producing a common key between adjacent sensors. A high local connectivity indicates that adjacent
sensors can generate a common key with little energy
consumption. It is possible that even with high local
connectivity, some sensors are isolated, and so cannot
establish a common key with other sensors outside
the isolated components. The mechanism used in the
distribution of secret information among the sensors
affects the local connectivity.
4.1.2

Resilience against Node Capture

Since sensors are likely not to be tamper-proof, an
adversary may be able to capture secret information
through a physical attack on some sensors. Obviously,
if a sensor is captured, its common key(s) with other
sensors can be derived. However, the critical question
is the effect of a number of compromised sensors on
overall network security. Resilience is defined as the
fraction of the secure links that are compromised after a certain number of nodes are captured by an adversary. In other words, the effect of capturing X sensors on the exposure of keys between uncompromised
sensors.
4.1.3

Memory Usage

We will calculate the required memory units for different schemes. Each memory unit can accommodate a
cryptographic key in the random key pre-distribution
schemes, a polynomial coefficient in the symmetric
polynomial based schemes or an element of the Blom
matrix in protocols based on the Blom scheme. Since
sensors nodes have limited memory, low memory consumption for the keys is desirable.
4.1.4

Communication Overhead

Since the probability of direct key generation between
two adjacent sensors is less than one, agent sensors
should be used when two adjacent sensors do not establish a common key. To evaluate the communication overhead with a key establishment protocol, we
need to determine the required number of hops between two adjacent sensors. When more sensors are
used, the communication overhead is higher.
4.1.5

Computation Overhead

We will determine the number of computations required for each sensor to establish a direct common
key. Due to resource constraints on the nodes, establishing this key should not involve a large number of
computations.

4.2

Network Configuration

We consider a WSN with the following parameters
similar to those in [22]:
• The number of sensors in the network is 10,000.
• The network area is 1000m × 1000m.
• Sensors have a two dimensional Gaussian distribution with standard deviation σ.
• The wireless transmission range is 40m.
• The number of sensor in each cell is 100.
The value of σ depends on several factors, including
the deployment height and environmental conditions
such as wind. As stated in Section 3.2.1, the distance
between the resident point and the deployment point
of a sensor is less than 3σ with a probability of 0.9987.
Hence, if the distance between deployment points of
neighboring cells is more than 6σ, the number of sensors assigned to a cell but reside in neighboring cells
will be very low. In this case, the connectivity of these
cells will also be low. Note that although the distribution of sensors in each group is non-uniform, we
still require that the sensors be distributed throughout the entire network with some uniformity in order
to provide suitable coverage. In Figure 4, the deployment distribution of the sensors in the entire region
is shown for the above parameters with four different
values of σ. In Figure 4(d) with σ = 60m, the distribution of the sensors is nearly uniform except near
the boundaries. Thus we choose σ equal to 0.6 × L,
where L is the distance between neighboring deployment points.
Since the number of sensors in each cell affects the
performance, we assume that square and hexagonal
cells have identical areas. This allows for a fair comparison between models, since the number of sensors
in each cell is approximately equal. The relationship
between the deployment point distance of two neighboring cells in grid-based (Lg ) and hexagonal-based
(Lh ) cells is given by (8).
s√
3
(8)
Lg = Lh ·
2
4.3

Local Connectivity

As mentioned previously, local connectivity is defined
as the probability of direct key generation between
two adjacent sensors. In SKEP, due to the polynomial share generation mechanism, the probability of
key generation between adjacent sensors in the same
cell, PL C , is equal to one. In addition, some sensors
can directly generate a common key with adjacent
sensors in a neighboring cell. Since the resident point
of a sensor may differ from its deployment point, we
must compute the probability of generating a com-

ISeCure

96

An Efficient Symmetric Polynomial-based Key Establishment Protocol for for WSNs —A. Fanian, et al.

(a)

(b)

(c)

(d)

Figure 4. Deployment distribution of the sensors in the network for different values of σ.

mon key between two adjacent sensors. In [22, 33] the
probability of local connectivity is defined as (9).
PL C = Pr [B(ni , nj ) | A(ni , nj )]

(9)

where B(ni , nj ) is the event of directly producing a
common key between sensors ni and nj , and A(ni , nj )
is the event that two nodes are adjacent. As shown in
[22, 33], PL C is given by (10).
PL C = p1 /p2
p1 = Pr [B(ni , nj ) and A(ni , nj )] =
XX
Pr [B(u, v) and A(u, v) | u ∈ Ci and v ∈ Cj ]
j∈ψ i∈ψ

× Pr(u ∈ Ci and v ∈ Cj )
XX
p2 =
Pr [A(u, v) | u ∈ Ci and v ∈ Cj ]
(10)

In this paper we use these relations to compare
the local connectivity for all methods. The probabil-
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2

2

(ux − vx ) + (uy − vy ) .

We next determine the probability of common key
generation for two sensors with SKEP by considering
all possible cases.
• The probability of generating a common key for
two sensors with logical distance zero (dl (u, v) =
0), is given by (11).

j∈ψ i∈ψ

× Pr [u ∈ Ci and v ∈ Cj ] .

ity of common key generation between two sensors
ni and nj depends on the pre-distribution model of
the keys in the sensors. Before computing the probability of common key generation between two sensors, we define the logical distance between sensors
as the distance between their deployment points. For
sensors u and v with deployment points (ux , uy ) and
(v
qx , vy ), respectively, the logical distance is dl (u, v) =

Pr [B(u, v) | u and v ∈ C(i, j)] = 1

(11)

• Without loss of generality, to calculate the probability of common key generation for two sen-
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√
sors in neighboring cells (dl (u, v) ≤ 2), considering Figure 3, we assume that sensor u from
cell C(i, j) wants to generate a common key with
sensor v from cell C(i + 1, j + 1). As shown in
Figure 5, some sensors in these cells are in the
same group. Let C(i, j, k) denote the k th virtual
region of cell C(i, j). For example, in Figure 5(b),
sensors belonging to C(i, j, 1) and all sensors belonging to C(i + 1, j + 1) are in the same group.
The probability of generating a common key
is given by (12).
Pr[B(u, v) | u ∈ C(i, j) and v ∈ C(i + 1, j + 1)]
=

6 X
6
X

Pr[B(u, v) | u ∈ C(i, j, k) and

k=1 l=1

Table 1. The Local Connectivity of Different Techniques
Technique

Local Connectivity

LAKE

0.2376

[22] S = 4, 000, m = 100

0.3982

[22] S = 4, 000, m = 200

0.6872

[22] S = 2, 000, m = 100

0.5476

[22] S = 2, 000, m = 200

0.8363

SKEP

0.5261

LPBK

0.9405

[13]

0.9508

v ∈ C(i + 1, j + 1, l)]
=

6
X

Pr[B(u, v) | u ∈ C(i, j, 1) and

l=1

of generality, we assume sensor u from C(i, j)
wants to generate a common key with sensor v
from C(i + 2, j + 2). According to Figure 3, only
those sensors belonging to virtual region 1 from
cell C(i, j) can generate a common key with the
sensors belonging to virtual region 4 from cell
C(i + 2, j + 2). Therefore, the probability of key
generation in this case is given by (14).

v ∈ C(i + 1, j + 1, l)]
+

6
X

Pr[B(u, v) | u ∈ C(i, j, l) and

l=2

v ∈ C(i + 1, j + 1, 4)]
+ Pr[B(u, v) | u ∈ C(i, j, 2) and
v ∈ C(i + 1, j + 1, 3)]
+ Pr[B(u, v) | u ∈ C(i, j, 6) and
v ∈ C(i + 1, j + 1, 5)]
13
.
=
36

Pr[B(u, v) | u ∈ C(i, j) and v ∈ C(i + 2, j + 2)]
=

• If the logical distance between sensor√u from
C(i1 , j1 ) and sensor v from C(i2 , j2 ) is 5, then
these cells have two common virtual regions.
Again without loss of generality, we assume sensor u from C(i, j) wants to generate a common
key with sensor v from C(i + 1, j + 2). The probability of generating this key considering Figure
6 is as computed in (13).
Pr[B(u, v) | u ∈ C(i, j), v ∈ C(i + 1, j + 2)]
6 X
6
X

Pr[B(u, v) | u ∈ C(i, j, k) and

k=1 l=1

(12)

=

6 X
6
X

Pr[B(u, v) | u ∈ C(i, j, k) and

k=1 l=1

v ∈ C(i + 1, j + 2, l)]
= Pr[u ∈ C(i, j, 1) and v ∈ C(i + 1, j + 2, 3)]
+ Pr[u ∈ C(i, j, 6) and v ∈ C(i + 1, j + 2, 4)]
2
=
.
36
(13)
• If
√ the logical distance between two sensors is
8, then only one virtual region of these cells
will be in the same group. Again without loss

v ∈ C(i + 2, j + 2, l)]
= Pr[u ∈ C(i, j, 1) and v ∈ C(i + 2, j + 2, 4)]
1
.
=
36
(14)
• The probability of generating a common key in
all other cases is zero.
Local connectivity with the other methods has been
computed by considering the probabilities of generating a common key between sensors and (10). The
results are shown in Table 1. In scheme [22], each cell
has a sub key-pool with S keys. Some of these keys are
existence in the two neighboring cells sub key-pools.
If we assume each cell shares 15% of its keys with horizontal and vertical neighboring cells and 10% with
diagonal neighboring cells, then each key in a sub keypool can select by 2Nc sensors. Each sensor selects m
random keys. Table 1 shows that SKEP has adequate
connectivity, but the local connectivity with SKEP is
not as good as LPBK and the techniques in [13, 22].
However, as shown below, the memory usage, computational overhead and resilience against key exposure
with SKEP is better than these schemes.
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Figure 5. The common groups between cells C(i, j) and C(i + 1, j + 1).
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Figure 6. The common groups between cells C(i, j) and C(i + 1, j + 2).

4.4

Memory Usage

In SKEP, each sensor has two polynomial shares from
two distinct t-degree bi-variate symmetric polynomials. Since the number of polynomial coefficients
for each polynomial share is t + 1, memory usage is
a linear function of the polynomial degree. Thus t
should be kept as low as possible. The restriction on
t comes from two factors. First, security between two
uncompromised sensors should be guaranteed even if
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some sensors are compromised. Second, the security
of the symmetric polynomials, which is the basis for
all polynomial shares in the groups, must be guaranteed. With key management protocols based on multivariate symmetric polynomials, an attack can have
different goals. An adversary may want the common
key between two uncompromised sensors, or they may
want to find the symmetric polynomials. The perfect security condition for both cases is given by (4).
When the number of polynomial variables is greater
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than three, the required t to achieve perfect security
in the second case is often greater than that for the
first case. With SKEP, only a two variable symmetric
polynomial (K = 1) is used for each group, therefore
the required t value is the same for both cases. An
adversary that wants to capture the common key between two uncompromised sensors must compromise
a large number of sensors in the group. This means
the adversary must reproduce the polynomial share
of one of them. To obtain this polynomial share, an
adversary must solve a set of linear equations with
(t+1) unknowns, i.e., the sensor polynomial share coefficients . Thus, t should be selected such that even
if all sensors in a group except two are compromised,
the adversary cannot obtain the common key between
the remaining two sensors. If Ni is the number of sensors in a group, to achieve perfect security the polynomial degree t must satisfy (15).
Ni − 2 ≤ t

(15)

As shown in [36], a K + 1-variate
t-degree symmet
ric polynomial has t+K+1
coefficients.
Therefore, if
K+1
an adversary wants to obtain the bi-variate t-degree
symmetric polynomial, a set of equations with t+2
2
unknowns must be solved. If all sensors in a group are
compromised, the adversary can produce the system
of equations shown in (16).
f1 (IDC1 ) =

t X
t
X

ai1 i2 IDC1i1 IDC1i2 = K1−1

i1 =0 i2 =0

f1 (IDCNi ) =

..
.
t
t
X X

i2
ai1 i2 IDC1i1 IDCN
= K1−Ni
i

i1 =0 i2 =0

fNi (IDC1 ) =

..
.
t
t
X X

ai1 i2 IDC1i1 IDC1i2 = KNi −1

i1 =0 i2 =0

fNi (IDCNi ) =

..
.
t
t
X X

i2
ai1 i2 IDC1i1 IDCN
= KNi −Ni
i

i1 =0 i2 =0

(16)
Due to the redundancy of some of the above equations, the number of independent equations is
Ni (Ni +1)
[35].
2
Hence, to achieve perfect security with SKEP, inequality (17) must be satisfied.


Ni (Ni + 1)
t+2
≤
(17)
2
2
It can easily be verified that satisfying (15) results in

Table 2. Memory Required with Different Schemes
Scheme

Memory cost

Memory required
to ensure secrecy of
a direct key
between sensors

LAKE

t+1

2Nc − 2

LPBK

5(t + 1)

25Nc − 5

[13]

2(t + 1)

14Nc + 1

SKEP

2t + 3

4Nc − 1

(17), and vice versa.
We next consider the memory required by key management protocols based on deployment knowledge.
In LPBK, the sensors in each cell together with four
neighboring cells have a polynomial share from a symmetric polynomial. Therefore, Ni is equal to 5Nc , and
each sensor contains five polynomial shares. Hence
the memory required to achieve perfect security is
25Nc .
In LAKE, a tri-variate t-degree symmetric polynomial is used, so that Ni = 2Nc . Thus, perfect
 security
is satisfied
is achieved if NG2Nc (NG + Nc + 2) ≤ t+3
3
[32], where NG is the number of cells in the network.
With the approach in [13], which is based on the
Blom scheme, in the best case, each base cell has six
neighboring normal cells and each normal cell is the
neighbor of two base cells. In this structure, the sensors which belong to a base cell or its six neighboring
normal cells have a secret matrix Bi with dimension
(t + 1) × (t + 1). Sensors belonging to these seven
neighboring cells can produce a common key directly,
so Ni = 7Nc . The number of sensors having different
rows of Bi is 7Nc , so t should be greater than 7Nc .
If less than t nodes are compromised, all communication links of the uncompromised nodes will remain
secure. As mentioned previously, each sensor in the
normal cells is a neighbor of two base cells, which receives two rows from two matrices. So, the memory
required with the approach in [13] is at least 14Nc .
In SKEP, each sensor has two polynomial shares
and 2Nc shares are generated from each polynomial,
so the memory required is 4Nc . Table 2 presents the
memory required for the different key management
protocols. This shows that the memory usage of
LPBK and the approach in [13] might be too high to
be practical. Although, the LAKE memory usage is
less than with SKEP, the local connectivity is much
lower than SKEP.
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4.5

Resilience against Key Exposure

By compromising some sensors, it may be possible to
obtain the common key between uncompromised sensors. In this section, the effect of compromised sensors on the key generation methods is evaluated and
compared.
4.5.1

The Probability of Direct Key Exposure

With methods based on a key pool [14–22, 27], an
adversary can obtain more information about the key
pool by compromising more sensors. In these methods
if each sensor selects m keys from a key pool of size
S, and X sensors are compromised, the probability
of a secure connection between two uncompromised
sensors is given by (18) [14, 21].

m X
(18)
1−
S
To reduce the probability of key exposure, S should
be very large compared to m.
With methods based on symmetric polynomials or
the Blom scheme, as mentioned above, when an adversary compromises more than t sensors, they can
obtain the common key between two uncompromised
sensors. Therefore, t should be chosen to minimize the
probability of this occurring. However, since increasing t has a direct effect on the required processing and
memory in the sensors (Table 2), t must be chosen
based on the tradeoff between memory/processing
cost and acceptable security. For the purposes of comparison we assume that an adversary can capture sensors in the network uniformly. As mentioned in Section 3.2, with SKEP, directly producing a common
key is restricted to sensors in the same group. If X
is the number of compromised sensors in the network
and Ni is the number of sensors in a group, the probability of obtaining a direct common key between two
sensors is given by (19).


Ni N −Ni
Ni
X
i
X−i
PR−D =
(19)

N
i=t+1

X

Ni was computed for each protocol in Section 4.5.
Based on (19), the probability of direct key exposure
between two uncompromised sensors is given in Figure 7 for different protocols. It can be seen that SKEP
and LAKE provide greater resistance against direct
key exposure than the other schemes. In Figure 7, the
memory size specifies the value of t for SKEP, LAKE,
LPBK and the approach in [13]. Increasing the memory size will improve the security of these schemes
based on (19). With the scheme in [22], the results are
given for sub key-pool sizes of 4,000 and 2,000. With
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this method, the number of random keys in a sensor
can be specified by the size of available memory. Increasing the memory size also increases the probability of direct key exposure based on (18).
4.5.2

The Probability of Indirect Key Exposure

To produce an indirect common key between two sensors, agent sensors are used. If agents are compromised, an adversary can access the common key produced by them. If X sensors are compromised by an
adversary and the compromised sensors are not identified by other sensors, the probability of indirect key
exposure, PR−I , via an agent is simply given by (20).
PR−I =

X
N

(20)

In this case, since the agents are selected randomly,
the number of agents does not affect the security of
indirect key generation. It should be noted that various methods to detect malicious nodes have been developed [40, 41], and sensors can use these methods
to avoid using malicious nodes for transferring information. Thus we assume that uncompromised sensors
can identify those that are compromised, and choose
an agent among the sensors not detected as compromised for indirect key generation. In this case, if the
number of sensors to be chosen as an agent increases,
the possibility of compromising indirect keys will be
reduced. In such a situation, it can be said that the
common key will be revealed if all probable agent sensors are compromised. If Na is the number of agent
sensors, the probability of compromising an indirect
key is shown in (21).
PR−I =

Na
Y
X −i
N
−i
i=1

(21)

In LAKE scheme, there is only one agent option
for a sensor trying to communicate with a sensor in
another cell, hence Na = 1. With SKEP, as shown
in Figure 3, Na for two sensors in neighboring cells
is Nc /3. In LPBK and the approach of [13], the local
connectivity is close to one, so an agent is not required
to establish a common key in most case.
4.6

Communication Overhead

As mentioned previously, if the probability of generating a common key between two adjacent sensors is
less than one, agent sensors should be used to produce a common key for these sensors. Identification of
a suitable intermediate sensor could be costly. With
methods based on random key distribution [22], finding an agent sensor results in additional overhead.
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Figure 7. Key resilience for different protocols for available memory (a) 100, (b) 150, (c) 200 and (d) 250.

ph(3)

The required number of sensor agents also affects the
overhead. Since in SKEP the distribution of key material between sensors is structured, suitable agent
sensors can easily be found.
To estimate the communication overhead to generate indirect common keys via an agent, the number of
hops should be computed. For two adjacent sensors, if
they can communicate directly there is only one hop.
Thus, if the local connectivity of the key management
protocol is near one, common keys can be generated
with little overhead. Let the probability of generating a common key between two sensors with one hop
be Ph (1), the probability of generating a common
key using one agent sensor be Ph (2), and using two
agents be Ph (3). These probabilities were determined
by simulation for different schemes, and the results
are presented in Figure 8. This shows that the probability of generating a common key with SKEP is close
to one with at most three hops. In Figure 8, [22]–a
and [22] b are the results of communication overhead
–
with the approach in [22] and parameters S = 4, 000,

ph(2)

ph(1)

1
0.8
0.6
0.4
0.2
0

SKEP

LAKE

[22]_a

[22]_b LPBK

[14]

Figure 8. The probability of establishing a common key with
at most three hops.

m = 100 and S = 2, 000, m = 200, respectively.
4.7

Computational Overhead

Key establishment with SKEP is based on t-degree bivariate symmetric polynomials, and each sensor has
a share of two distinct polynomials. The common key
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Table 3. Computational Overhead for Different Schemes
Scheme

Polynomial degree Number of rows in Number of modular Number of modular
the Blom matrix

multiplications

additions

LAKE

198

-

395

198

LPBK

498

-

995

498

[13]

-

698

1396

698

SKEP

198

-

395

198

between two sensors is calculated using (7), which requires t−1 modular multiplications for x2 , x3 , . . . , xt ,
t modular multiplications for b1 x, b2 x2 , . . . , bt xt and
t + 1 modular additions. All of these calculations are
done in the finite field Fq . The key length depends
on q, which is usually 64 or 128 bits. Therefore, keys
based on symmetric polynomials require 2t−1 modular multiplications and t + 1 modular additions. With
Blom based key establishment protocols, if a Vandermonde matrix is used [26], each sensor must calculate
2t modular multiplications and t + 1 modular additions to generate a common key. The computation
overhead is calculated for different schemes in perfect
security condition and 100 sensors in each cell. The
results are shown in Table 3. This shows that SKEP
has significantly less overhead than LPBK and the
technique in [13].
4.8

Discussion

A well-known sensor node is the MICA2 mote [42].
It has an 8-bit 7.3 MHz processor with 4 KB RAM
and 128 KB of programmable ROM. TinyOS [43] is
an operating system suitable for MICA2. If we suppose 2 KB of RAM is used for the operating system
and application variables, the available space for storing keys is only 2 KB, as the keys must be stored in
RAM. If the key management protocol uses a 64 bit
key length, each sensor can store about 250 keys in
memory. In this case, LPBK and the scheme in [13]
are infeasible for use in WSNs or insecure. In other
words, we can use LPBK with a low polynomial degree or the scheme in [13] with small matrices, but as
shown in Figure 7 these protocols are then vulnerable to an adversary attack. SKEP, LAKE and the approach in [22] can fit within these constraints. However, as shown in Table 1 the local connectivity of
SKEP is greater than with LAKE. The local connectivity in [22] can be more than SKEP, but this scheme
as shown in Figure 7 is vulnerable to a key exposure
attack. Finally, we note that a goal of this paper was
to provide a tradeoff between performance, security
and resource consumption in the key establishment
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for WSNs. In this context, SKEP is a unique secure
protocol with reasonable resource consumption. Actually, up to now there is no similar solution in the
literature.
Since each sensor uses a small battery, it will be
unusable after a period of time. A reasonable solution is to add new sensors to replace the dead ones.
These new sensors must be able to establish secure
connections to each other and the previously deployed
sensors. An important issue for a key establishment
protocol is extensibility i.e. new sensors can establish
a secure connection with other sensors while the security of the protocol is maintained. In this point of
view, SKEP is scalable. The key distribution center
assigns the new sensors to the suitable groups and
generates polynomial shares based on the allocated
symmetric polynomial to each group. So, the new sensors can communicate with all deployed sensors in
those groups.

5

Conclusions

In this paper, we introduced a new key management
protocol called SKEP which is based on symmetric
polynomials. This protocol takes advantage of prior
knowledge about sensor deployment, and uses a new
model to generate and distribute the polynomial
shares for each sensor. Using this model, sensors can
simply determine whether or not they can generate
a common key with other sensors. In addition, they
can simply find an agent to generate an indirect common key when required. With high probability every
pair of nodes with SKEP can produce a common key
either directly or indirectly. The local connectivity of
SKEP is less those of LPBK [13] and the approach
in [22], but the memory usage, computation overhead and resistance against key exposure are better
than these schemes. The results presented show that
SKEP is a practical, secure and efficient (in terms of
resources) key management protocol.
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