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ABSTRACT
Ciphertext-policy attribute-based encryption(CP-ABE) is considered a
promising solution for secure data sharing in the cloud environment. Although
very well expressiveness in ABE constructions can be achieved using a
linear secret sharing scheme(LSSS), there is a significant drawback in such
constructions. In the LSSS-based ABE construction, the number of heavy
pairing operations increases with an increase in the number of required
attributes in the decryption. In this paper, we propose an LSSS-based CP-ABE
scheme with a fixed number of pairings(four pairings) during the decryption
process. In our scheme increasing the number of required attributes in the
decryption does not affect the number of pairings. The simulation shows that
our scheme has significant advantages in the encryption and the decryption
processes compared to previous schemes. In addition, we use the outsourcing
method in the decryption to get better performance on the user side. The main
burden of decryption computation is done by the cloud without revealing any
information about the plaintext. Furthermore, in our revocation method, the
users’ communication channels are not used during the revocation process. All
of these features make our scheme suitable for applications such as IoT. The
proposed scheme is selectively CPA-secure in the standard model.
© 2020 ISC. All rights reserved.

1

Introduction

loud computing provides a variety of cost-effective
C
features for users [1]. Cloud capabilities for encrypted data storage have become an interesting topic
in the last few years. Among the types of access control methods [2] which can be used in such a system,
attribute-based access control (ABAC) is proposed
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paper.
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mohajer@sharif.edu, salmasi@sharif.edu
ISSN: 2008-2045 © 2020 ISC. All rights reserved.

as a suitable and efficient method. ABAC is a logical method that grants or denies access to the system resources, not through a pre-defined user ID but,
through the ”attributes” of the subject and object.
Each subject and object are related to several attributes and specific relations between the subject’s
attributes and the object’s attributes will lead to the
subject’s access to the object. In this kind of access
control, adding new subjects to the system does not
change the object’s access roles. It is a very important feature, especially in a dynamic environment like
IoT systems. Attribute-based encryption (ABE) is
a public key encryption method that provides confidentiality and ABAC simultaneously. In an ABE
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system, each data user(subject) receives a secret key
according to its attributes. For example, being a student is an attribute that applies to all students in
the system. Furthermore, each plaintext(object) is
encrypted under several attributes. If there is a special relationship between the user’s attributes and
the plaintext’s attributes, decryption will be possible otherwise, the user obtain no information about
the plaintext. Attribute-based encryption is a ”one
to many” public key encryption method. This means
that the data users’ identities are not involved in the
encryption process and every user with an appropriate set of attributes can decrypt the ciphertext.

1.1

Our Motivation and Contribution

Secret sharing schemes [3] are mainly used in ABE
constructions. Each secret-sharing scheme creates an
access structure that is satisfied by certain combinations of attributes. Therefore, ABE schemes are
divided into two main categories [4]. In one category,
each ciphertext is associated with a set of attributes,
and each user’s secret key is associated with an access structure. Such a method is called key-policy
attribute-based encryption (KP-ABE). In another
category, each ciphertext is associated with an access
structure and each user’s secret key is associated with
a set of attributes. This method is called ciphertextpolicy attribute-based encryption (CP-ABE). The
ciphertext-policy ABE allows the encryptor to get
complete information about the attributes set of users
who can decrypt the ciphertext. To date, the second
method has received more attention.

Pairing operations are mainly used in ABE schemes
and create a large computational overhead in the decryption process. Especially, in more expressive access
structures, an increase in the number of attributes
required for the decryption leads to an increase in the
number of pairings. This creates a huge load in the decryption process. In recent years, several papers have
proposed CP-ABE schemes using elliptic curve cryptography which are very efficient due to the lack of
pairing but these schemes have their drawbacks. Reference [5] suggests a method to break these schemes,
which according to our studies can be used to break
several elliptic curve-based CP-ABE schemes including [6–8]. On the other hand, reaching a straightforward security proof is easier in pairing-based cryptography. Therefore, we use pairing-based cryptography and at the same time try to use elliptic curve
cryptography methods to reach better efficiency. For
example, similar to elliptic curve cryptography-based
schemes, we use field elements in public parameters,
ciphertexts, and users’ keys. Consequently, a large
part of the decryption is done by field multiplication
and scalar multiplication without the need for pairing.
In the proposed scheme, independent of the number
of required attributes in the decryption, only four
pairings are used in the decryption. The proposed
scheme asymptotically has equal computational efficiency to the mentioned elliptic curve-based schemes
and is secure under a well-studied pairing-based computational assumption.

The lack of efficiency limits the application of ABE
schemes. For instance, e-health and IoT systems consist of limited energy storage devices, and it is infeasible for these devices to perform heavy computations
such as a large number of pairing. Furthermore, sending lots of messages on communication channels is not
possible. These actions consume a lot of energy and
so, to design an ABE scheme for an application like
IoT, computational and communication costs have
to be at least as possible. In this paper, we have addressed these two issues.

Although we eliminate the relationship between
the number of pairings and the number of required
attributes in the decryption, still there exist several
scalar multiplications with a considerable load. Therefore, to get better performance on the user side, the
main decryption computation is outsourced. Without
revealing any information about the plaintext, the
main decryption computation is performed by the
cloud which is called “partial decryption”. As a result, each user completes the decryption with only
one exponentiation.

The rest of the paper is organized as follows: in
the continuation of this section, our motivation for
doing this work and the main ideas of our work are
expressed. Also, related works are introduced. In Section 2 we briefly introduce the preliminaries of our
paper and in Section 3 we present a basic construction for a CP-ABE scheme. In Section 4 the proposed
scheme is introduced and in Section 5 security features of our scheme will be proved. Section 6 consists
of performance evaluation and the paper ends with
the conclusion in Section 7.

In a real ABE system, users’ attributes change frequently. In addition, each attribute is shared among
several users. So, any single-attribute revocation of
a user may affect other users. Therefore, designing
an efficient method for attribute revocation is a challenging and important problem. On the other hand,
using the outsourced decryption arises the idea of
revocation in an outsourced manner. We use a userindependent revocation method, which is rarely seen
in previous schemes. In our revocation method, for
each data user, the cloud receives an outsourced key
from the trusted authority which is necessary for par-
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tial decryption. By setting these keys, the trusted
authority controls the ability or inability of the cloud
to perform partial decryption. Consequently, the revocation has been implemented independently of users’
secret keys.
Specifically, our contribution includes the following:
• We propose a highly efficient CP-ABE scheme
with a completely flexible access structure. In
the proposed scheme only four pairings are used
during each decryption process. The simulations show the high efficiency of our scheme in
encryption and decryption.
• In our revocation method, the users’ communication channels are not used during the revocation process. Therefore, compared to other
revocation methods, there is a significant improvement in the communication cost on the
user side.
• In the proposed scheme, the main parts of the
decryption are outsourced to the cloud. The
cloud executes the main part of the decryption
without obtaining any information about the
plaintext.
• The proposed scheme is selectively CPA-secure
under the Decisional q-Bilinear Diffie-Hellman
exponent assumption in the standard model.
1.2

Related Work

Attribute-based encryption was first proposed in [9]
and as the basic ABE schemes, we mention to KPABE schemes [9, 10] and CP-ABE schemes [4, 11, 12].
Outsourcing the main decryption computation to the
third party was first proposed in [13] and in addition to the outsourcing decryption, other issues have
been addressed in [14–20]. Reference [14] presents a
fully distributed structure on the trusted authorities
to get better performance in scalability and flexibility, references [15, 16] present verifiability methods
in the outsourced decryption to the third party, in
[17–19] in addition to the outsourced decryption, outsourcing the main encryption computation to other
entities are introduced, and [20] introduce the white
box traceability of the malicious users and a method
for changing access policy in the existing ciphertexts.
Recently, some papers have replaced pairing with
lighter operations. For instance, in [21] an RSA-based
scheme is introduced but it has a limitation on the
access structure expressiveness. In [22, 23] elliptic
curve-based KP-ABE schemes are introduced. Reference [24] is an elliptic curve-based CP-ABE scheme
but in this scheme, the trusted authority is used in
the decryption process. Actively using the trusted
authority in the decryption process, puts a lot of computational burden on the trusted authority which is

inappropriate according to the traditional model of
ABE schemes. Several other elliptic curve-based CPABE schemes are introduced in [6–8, 24]. Unfortunately, the security proof of these schemes is incorrect.
Reference [5] introduces an attack to [6, 24] which
according to our studies can be used to break [6–8].
This attack uses field elements in an elliptic curvebased scheme to form a system of linear equations
which leads to revealing secret parameters.
A wide range of revocation methods has been used
in ABE schemes. The revocation method in [25] is
“direct”. In the direct revocation method, the revocation list is embedded directly into ciphertexts. In
this method, all users map into a binary tree, and
non-revoked users are uniquely presented by some
nodes of the tree. Related information of these nodes
is embedded into all ciphertexts in a way that only
non-revoked users with enough attributes for satisfying the access structures, can decrypt the ciphertexts.
When a user is revoked, nodes’ information changes,
consequently, all ciphertexts must be changed. Although the revocation process does not change the
users’ secret keys, embedding related information of
the revoked users leads to a considerable increase in
the size of the ciphertext.
In [26, 27] “server aided” method is used for revocation. In this method, the key generation center(KGC)
periodically sends key updates to an entity which is
called an untrusted server. Moreover, the binary tree
is used to reduce the size of key updates from linear
to logarithmic order. The untrusted server executes
the main decryption computation (partial decryption)
without revealing any information about the plaintext and the user completes the decryption by its
secret key. The key updates determine the untrusted
server’s ability to execute partial decryption for each
user in that period. Although users’ secret keys are
fixed and never change during different periods, user
revocation occurs at the beginning of certain periods
and immediate revocation is not possible.
The revocation method in [14] is “indirect”. It
means that to revoke a user’s attribute, secret keys
of other users (users holding this attribute) and all
ciphertexts which use this attribute (in the access
structure), must be changed. In this paper, immediate
revocation has been implemented, but changing the
secret key of users during each revocation process
creates a huge communication load on the user side.

2
2.1

Preliminaries
Bilinear Map

Let G be an additive cyclic group of prime order
p with generator P and GT as a multiplicative
cyclic group of the same order. e is a bilinear map
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P

e : G × G → GT if it has the following properties:
1) Bilinearity: ∀U, V ∈ G and a, b ∈ Zp , we have
e(aU, bV ) = e(U, V )ab
2) Non-degeneracy: e(P, P ) ̸= 1
3) Computability: e(U, V ) is computable in a
polynomial-time algorithm for any U, V ∈ G.

x∈µ cx λx = s. It is shown that these constants {cx }
can be found in a polynomial-time algorithm [3].

For each unauthorized set S ′ ∈
/ A and a defined
→
set µ′ = {x : ρ(x) ∈ S ′ }, there exist a vector −
ω =
−
′
(ω1 , ω2 , . . . , ωn ) such that: ω1 = 1, ∀x ∈ µ : Mx . →
ω =
0

Like some other sources, in the rest of the paper, we
call e pairing.

3
3.1

2.2

In this section, we briefly define a basic structure for
the CP-ABE schemes based on [12]. Each CP-ABE
scheme consists of three main entities trusted authority (TA), data owners (DOs), and data users (DUs)
and four algorithms Setup, KeyGen, Encryption,
and Decryption. The TA is responsible for generating system parameters by execution of Setup algorithm and users’ key generation by executing KeyGen algorithm. Ciphertexts are generated by the execution of Encryption algorithm. Each ciphertext
is associated with an access structure (M, ρ) which
defines the access roles to the plaintext. A data user
with an appropriate set of attributes can decrypt a ciphertext by execution of the Decryption algorithm.
These algorithms are defined as follows.
• Setup(λ) → (P P, M SK): The algorithm input
is the security parameter λ and its outputs are
public parameters P P , and master secret key
M SK.
• KeyGen(M SK, Sdu ) → skdu : The algorithm
inputs are the master secret key M SK and
DU’s attribute set Sdu . The algorithm output
is DU’s secret key skdu .
• Encryption(P P, m, (M, ρ)) → ct: The algorithm inputs are the public parameters P P ,
a plaintext m, and an access structure (M, ρ).
The algorithm output is ciphertext ct.
• Decryption(P P, ct, skdu ) → m or ⊥: The inputs of the algorithm are the public parameters P P , the ciphertext ct, and the DU’s secret
key skdu . If the attributes in the DU’s secret
key satisfy the ciphertext access structure, the
output is the plaintext m, and otherwise, the
output is equal to ⊥.

Access Structure and LSSS

Definition 2 (Access Structure). Consider a set
of parties W = {P1 , P2 , . . . , Pn }. An access structure
is a collection A ⊆ 2W . The sets in A are called
the authorized sets, and the sets not in A are called
the unauthorized sets. A collection A is a monotone
access structure if ∀B, C : B ∈ A and B ⊆ C implies
that C ∈ A.
In an ABE scheme, monotone access structures are
commonly used. Any monotone access structure can
be implemented by a linear secret sharing scheme
(LSSS) [3]. So LSSS-based access structure is considered the most expressive access structure.
Definition 3 (LSSS). A secret sharing scheme Π
over a set of parties W , is called linear if:
1- The shares for each party form a vector over Z.
2- There exists a share generating matrix M with t
rows and n columns and the function ρ that maps
each row of the matrix M to an attribute. The col→
umn random vector −
v = (s, v1 , v2 , . . . , vn−1 ) ∈ Znp is
generated and s is the secret to be shared. Each row
→
x of vector M −
v belongs to the party ρ(x).
Based on linear reconstruction property [3], for each
authorized set S ∈ A and µ = {x : ρ(x) ∈ S}, there
are constants {cx }x∈µ such that if {λx }x∈µ are valid
shares, then s can be reconstructed by the relation
1

System Model and Definitions

Complexity Assumption

We use the decisional q-bilinear Diffie-Hellman
exponent(q-BDHE) as the computational assumption
similar to [12].
Definition 1 (q-BDHE). At first, two random elements a, b ∈ Zp , a random point R ∈ GT , a random
−
→
bit δ and the vector Q = (P, aP, a2 P, . . . , aq P, aq+2 P,
aq+3 P, . . . , a2q P, bP ) are generated. If δ = 0, we have
q+1
T = e(P, P )a b , otherwise T = R. Then the tuple
−
→
( Q , T ) is given to the adversary. If the decisional qBDHE exponent assumption is held, for every PPT 1
algorithm B, there is a negligible value ε such that:
q+1
−
→
−
→
|P r[B( Q ,e(P,P )a b ) = 0]−P r[B( Q ,R) = 0]|≤ ε
(1)
2.3

Basic Ciphertext-Policy ABE

Probabilistic Polynomial-Time

ISeCure

3.2

Security Model

As we have already mentioned, in an ABE scheme decryption will be possible if the data user’s attributes
satisfy the ciphertext access structure. Therefore, a
secure ABE scheme has to guarantee that several colluding users with insufficient sets of attributes can not
decrypt the ciphertext. To ensure resistance against
this kind of attack, traditionally an indistinguishability game is defined as follows.
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• Initialization. The adversary A sends the challenge access structure (M ∗ , ρ∗ ) to the simulator
S.
• Setup. S runs the Setup algorithm to generate
public parameters and give them to A.
• Phase1. S responds to A queries for key generation. The adversary A makes queries on different sets of attributes with the restriction that
each set can not satisfy the challenge access
structure (M ∗ , ρ∗ ). S provides the corresponding secret key skdu to A in an execution of
KeyGen algorithm.
• Challenge. A sends two plaintexts m0 , m1 to
S. Then S selects a random bit γ and executes
the Encryption (P P, mγ , (M ∗ , ρ∗ )) → ctγ algorithm. Finally, challenge ciphertext ctγ is sent
to A.
• Phase2. It is the same as Phase1.
• Guess. The adversary generates bit γ ′ as a
guess of γ and sends it to S. The advantage of
the adversary in this game is equal to:
1
AdvA (λ) = |P r[γ = γ ′ ] − |
2
Definition 4. A CP-ABE scheme (with the four
mentioned algorithms in Section 3.1) is selectively
CPA-secure if any PPT adversary has at most a
negligible advantage in the above game.
The adversary selects the challenge access structure
(M ∗ , ρ∗ ) before the setup phase. According to the
challenge, access structure attributes are divided into
two groups. One group is the attributes in the challenge access structure and the other group consists of
other attributes in the universe. The simulator acts
differently in the generation of public parameters for
each group. This strategy is called partitioning which
is often used in the security proof of ABE schemes.

4
4.1

Proposed Scheme
System Model

We add the cloud to the basic model of Section 3.1
as an entity with high computing and storage capabilities. Therefore, our model consists of four entities:
trusted authority (TA), the cloud, data owners(DOs),
and data users(DUs). The system model is shown
in Figure 1. The trusted authority is responsible for
DU’s key generation. Each DU requests for secret
key on a specific set of attributes. After authenticating, the TA sends DU’s secret key skdu to the
DU and the DU’s outsourced key okdu to the cloud.
The outsourced key is a part of DU’s key which frequently changes during the revocation processes. In
addition, the security proof will be shown that these
outsourced keys do not affect the security of the system (see our security model in Section 4.3). A DO

uses the public parameters P P for the encryption and
sends the generated ciphertext to the cloud. Therefore, there are two databases in the cloud which are
related to the outsourced keys and the ciphertexts.
These databases are shown in Figure 1. We assume
that these databases are publicly visible to all entities.
The decryption also involves several steps. At first, a
DU announces a ciphertext to the cloud. The cloud
performs partial decryption using the outsourced key
okdu and the transform ciphertext tct is generated.
Finally, the DU uses the transform ciphertext tct and
the secret key skdu to complete the decryption.
For revoking an attribute of a DU, several steps
must be done. These steps are shown in Figure 2. For
revoking an attribute I of a DU, the outsourced key
of other users who hold attribute I and the ciphertexts which use this attribute in their access structure
must be changed. At first, the TA generates a reencryption key RKI and new public parameters P P ′ .
The cloud uses the re-encryption key RKI to generate a re-encrypted version for the related ciphertexts.
Moreover, the TA generates new DUs’ outsourced at′
tribute keys okI,du
for all non-revoked DUs which are
shown by the set A in Figure 2. The cloud replaces
the older version of these keys with new ones and the
′
new outsourced keys okdu
are obtained.
4.2

Definitions

In the proposed scheme, revocation is added to the
four algorithms of the basic structure in Section 3.1.
Therefore, the proposed scheme consists of five main
algorithms: Setup, Key Generation, Encryption, Decryption, and Revocation. Each main algorithm consists of one or more algorithms which are described
as follows.
Setup. This phase consists of one algorithm. This algorithm is executed by the TA and generates the
necessary public and secret parameters of the system.
• Setup(λ) → (P P, M SK): The algorithm input
is the security parameter λ and its outputs are
public parameters P P , and master secret key
M SK.
Key Generation. This phase consists of one algorithm.
The KeyGen algorithm is executed by the TA for
each DU in the system and generates user-related
keys. The TA sends the DU’s secret key skdu to the
DU and the DU’s outsourced key okdu to the cloud.
• KeyGen(M SK, Sdu ) → (skdu , okdu ): The algorithm inputs are the master secret key M SK
and the DU’s attribute set Sdu . The outputs of
the algorithm are the DU’s secret key skdu and
the DU’s outsourced key okdu .
Encryption. This phase consists of one algorithm. The
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Figure 1. System model

DO executes the Encryption algorithm to generate
the ciphertext.

′
Figure 2. Revocation process A = {okI,du
}For

generates a re-encrypted version for a ciphertext.

• Encryption(P P, m, (M, ρ)) → ct: The algorithm inputs are the public parameters P P ,
a plaintext m, and an access structure (M, ρ).
The algorithm output is the ciphertext ct.

• Update-PP(P P,M SK,I)→ (P P ′ ,M SK ′ ,RKI ):
The algorithm inputs are the public parameters P P , the master secret key M SK, and an
attribute I. The algorithm outputs are new
public parameters P P ′ , new master secret key
M SK ′ , and the re-encryption key RKI .
′
• Update-Key(P P ′ , M SK ′ , I, okdu ) → okI,du
:
The algorithm inputs are the new public parameters P P ′ , the new master secret key M SK ′ ,
the attribute I, and the DU’s outsourced key
okdu . The output is the new DU’s outsourced
′
attribute keys okI,du
.
• Re-Encryption(P P ′ , I, RKI , ct) → ct′ : The
algorithm inputs are the public parameters P P ,
attribute I, the re-encryption key RKI , and
the ciphertext ct. The algorithm output is the
re-encrypted ciphertext ct′ .

Decryption. We divide the decryption process into two
algorithms which are Partial-Decryption and Decryption. The main overhead of the decryption computations is performed in the Partial-Decryption
algorithm. As the outsourced keys are publicly available, the DUs can perform Partial-Decryption by
themselves but it is obvious that doing this task by
the cloud is preferable. Therefore, we consider that
this algorithm is executed by the cloud. Finally, the
DU completes the decryption process by executing
the Decryption algorithm.
• Partial-Decryption(P P, okdu , ct) → tct or ⊥:
The inputs of the algorithm are the public
parameters P P , the DU’s outsourced key okdu ,
and the ciphertext ct. If the attributes in the
DU’s outsourced key satisfy the ciphertext
access structure, the output is the transform
ciphertext tct, and otherwise, the output is
equal to ⊥.
• Decryption(skdu , tct) → m: The inputs of the
algorithm are the DU’s secret key skdu and the
transform ciphertext tct. The algorithm output
is the plaintext m.
Revocation. This phase consists of three algorithms
Update-PP, Update-Key, and Re-Encryption.
The DUs’ channels are not used during the revocation process. The TA in collaboration with the cloud
executes these algorithms in such a way that the revoked DU’s outsourced attribute key becomes useless.
The first two algorithms are executed by the TA and
the last is executed by the cloud. The Update-PP
generates necessary updated public parameters, the
Update-Key generates new user-related parameters
which are executed for DUs and Re-Encryption

ISeCure

attribute I owners

4.3

Security Model

For each user, the cloud receives an outsourced key
which is publicly visible to all entities. Therefore,
in addition to the adversary’s abilities in the basic
security game (Section 3.2), another kind of query
should be considered. In the defined security game,
first-type queries represent the adversary’s ability to
collect several data user-related keys and second-type
queries represent the adversary’s ability to collect
the outsourced keys of all DUs in the system. The
security game is defined as follows.
• Initialization. The adversary A sends the challenge access structure (M ∗ , ρ∗ ) to the simulator
S.
• Setup. S executes the Setup algorithm to generate public parameters which are given to A.
• Phase1. S responds to A queries for key generation. A queries include the following:
1) First-type query: A makes queries on different sets of attributes with the restriction that
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these sets can not satisfy (M ∗ , ρ∗ ). S provides
the corresponding keys {skdu , okdu } to A by executing KeyGen algorithm.
2) Second-type query: A makes queries on different sets of attributes without any restriction
and S provides the corresponding outsourced
key okdu to A by executing KeyGen algorithm.
• Challenge. A sends two plaintexts m0 ,
m1 to S. The simulator S selects a random bit γ and executes the Encryption
(P P, mγ , (M ∗ , ρ∗ )) → ctγ algorithm. Finally,
the challenge ciphertext ctγ is sent to A.
• Phase2. It is the same as Phase1.
• Guess. The adversary generates bit γ ′ as a
guess of γ and sends it to S. The advantage of
A in this game is equal to:
1
AdvA (λ) = |P r[γ = γ ′ ] − |
2
Definition 5. Our CP-ABE scheme is selectively
CPA-secure in the standard model if any PPT adversary has at most a negligible advantage in the above
game.
4.4

Construction

attribute in the access structure, random element
wρ(x) ∈ Zp is generated and the ciphertext ct is equal
to:
C = me(P, P )αβs

C1 = wP

C2 = sP

C1,x = wpk2,ρ(x) + wρ(x) βP
C2,x = wpk1,ρ(x) + wρ(x) − λx (modp)
ct = {(M, ρ), C, C1 , C2 , {C1,x , C2,x }x=[1:t] }
ρ is an injective function. It means that each attribute
i is related to at most one row of the matrix M . In
other words, an attribute cannot be used twice in the
share generating matrix 2 .
Partial-Decryption(P P, okdu , ct) → tct or ⊥: This
algorithm defines a set µ = {x : ρ(x) ∈ S}. If this set
does not satisfy the ciphertext access structure, the
output of the algorithm will be equal to ⊥. Otherwise,
due to the linear reconstruction property(Section 2.3),
the
P constant {cx }x∈µ are found in such a way that
x∈µ cx λx = s. Using the outsourced key okdu , the
transform ciphertext tct is generated as follows.
X
d1 =
cx K1,ρ(x) (modp)
x∈µ

Setup(λ) → (P P, M SK): At first, the groups G and
GT are generated based on λ. The attributes universe
is equal to U = Zp . Then random elements α, β ∈ Zp
and also, for each attribute i ∈ U , random elements
ui , ki ∈ Zp are generated. The algorithm outputs are
generated as follows.
pk1,i = ki + ui (modp)

d2 =

X
x∈µ

d = d1 C1 − d2 K2
X
d′′ =
tct1 =

pk2,i = ui βP

cx C2,x (modp)
X
d′ =
cx K2,ρ(x)
x∈µ

x∈µ

cx C1,x

Ce(d′ , C1 )
e(d, βP )e(d′′ , K2 )

(2)

P P = {P, βP, e(P, P )αβ , {pk1,i , pk2,i }i∈U }

tct2 = e(C2 , K1 )

M SK = {α, β, {ki }i∈U }

tct = {tct1 , tct2 }

KeyGen(M SK, Sdu ) → (skdu , okdu ): At first, the
random elements z, r ∈ Zp and a unique identity
IDdu are generated. For each attribute i ∈ Sdu , a
random element ri ∈ Zp is generated and the outputs
are equal to:

Decryption(skdu , tct) → m: The DU computes the
plaintext as follows.

K1,i = (α + r)ki + ri (modp)

K2,i = βri P

1

m = tct1 (tct2 ) z

Update-PP(P P, M SK, I) → (P P ′ , M SK ′ , RKI ):
The algorithm generates random elements kI′ ,u′I ∈ Zp
and the outputs are equal to:

oki,du = {K1,i , K2,i }
K1 = zrβP

M SK ′ = {α, β, kI′ , {ki }i∈U −I }

K2 = (α + r)P

skdu = {IDdu , Sdu , z}
okdu = {IDdu , Sdu , K1 , K2 , {oki,du }i∈Sdu }
Encryption(P P, m, (M, ρ)) → ct: The size of matrix
M is equal to t × n and the plaintext is m ∈ G. The
algorithm generates a random element w ∈ Zp and a
→
random column vector −
v = (s, v1 , . . . , vn−1 )T ∈ Znp .
→
Furthermore, we define λx as λx = (M −
v )x . For each

(3)

′
pk1,I
= kI′ + u′I (modp)

′
pk2,I
= u′I βP

′
′
P P ′ = {βP,e(P, P )αβ ,{pk1,I
, pk2,I
},{pk1,i ,pk2,i }i∈U−I }

RKI = (kI − kI′ )β(modp)
′
Update-Key(P P ′ , M SK ′ , I, okdu ) → okI,du
: At
first, a random element rI′ ∈ Zp is generated, and
2

It is a necessary limitation for our security proof.
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′
the new outsourced attribute key okI,du
 is sent to
the cloud.
′
K1,I
= rI′ (modp)

′
K2,I
= rI′ βP − kI′ β(K2 )

′
′
′
okI,du
= {K1,I
, K2,I
}

Re-Encryption(P P ′ , I, RKI , ct) → ct′ : At first,
random element wI′ ∈ Zp is generated and ct′ is
generated as follows.

= C2,ρ−1 (I) +

(11)

From (6), (7) and (8) it follows that:
X
X
A = βw
cx rρ(x) − β(α + r)(w
cx uρ(x)
x∈µ
x∈µ
X
+
cx wρ(x) − s)
x∈µ
X
A′ = βw
cx rρ(x)
x∈µ
X
X
A′′ = (α + r)(wβ
cx uρ(x) + β
cx wρ(x) )
x∈µ

′
′
C1,ρ
−1 (I) = C1,ρ−1 (I) + wI βP + RKI (wP )
′
C2,ρ
−1 (I)

′′

e(d′′ , K2 ) = e(P, P )A

x∈µ

And so:

wI′

A′ − A − A′′ = −β(α + r)s = −βαs − βrs

′
′
ct′ = {(M, ρ), C, C1 , C2 , {C1,x
, C2,x
}x=ρ−1 (I) , {C1,x ,

C2,x }x=[1:t],ρ(x)̸=I }

Based on (2), (9), (10), (11) , and (12) we have:
′

Ce(d′ , C1 )
Ce(P, P )A
=
tct1 =
=
e(d, βP )e(d′′ , K2 )
e(P, P )A e(P, P )A′′
′

′′

me(P, P )αβs e(P, P )A −A−A = me(P, P )−βrs
4.5

Correctness

(12)

(13)

And also:

It must be proved that a user can decrypt a ciphertext
if its set of attributes satisfies the ciphertext access
structure. In other words, equation (3) is correct.

tct2 = e(C2 , K1 ) = e(P, P )βszr

(14)

Based on (13) and (14) it is concluded that:
1

′

′′

Proof. At first, we obtain d1 , d2 , d, d , and d as
follows.
X
d1 =
cx K1,ρ(x) (modp) =
x∈µ
X
X
(α + r)cx kρ(x) +
cx rρ(x) (modp)
(4)
x∈µ
x∈µ
X
X
d2 =
cx C2,x (modp) =
cx (wpk1,ρ(x) +
x∈µ
x∈µ
X
wρ(x) − λx )(modp) =
cx (wkρ(x) + wuρ(x)

1

tct1 (tct2 ) z = me(P, P )−βsr e(P, P )(βszr)( z ) = m
Therefore equation (3) is correct.

5

Security Proof

Theorem 1. The proposed scheme is secure (based
on Definition 5) if the decisional q-BDHE assumption
is held and the number of columns in the challenge
access structure n∗ satisfies n∗ ≤ q.

x∈µ

+ wρ(x) ) − s(modp)

(5)

d is obtained using (4) and (5).
d = d1 C1 − d2 K2 =
X
X
(
(α + r)cx kρ(x) +
cx rρ(x) )wP −
x∈µ
x∈µ
X
(
cx (wkρ(x) + wuρ(x) + wρ(x) ) − s)(α + r)P =
x∈µ
X
X
(w
cx rρ(x) − (α + r)(w
cx uρ(x) +
x∈µ
x∈µ
X
cx wρ(x) − s))P
(6)
x∈µ
X
X
d′ =
cx K2,ρ(x) = β
cx rρ(x) P
(7)
x∈µ
x∈µ
X
X
d′′ =
cx C1,x =
cx (wpk2,ρ(x) +
x∈µ
x∈µ
X
wρ(x) βP ) =
cx (wuρ(x) βP + wρ(x) βP ) =
x∈µ
X
X
(wβ
cx uρ(x) + β
cx wρ(x) )P
(8)
x∈µ

x∈µ

Then A, A′ , and A′′ are defined as follows.
e(d, βP ) = e(P, P )

A

e(d′ , C1 ) = e(P, P )A

ISeCure

βP = β ′ aP = β ′ (aP )
′

′

q+1

e(P, P )α β a e(P, P )a
(10)

q

e(P, P )αβ = e(P, P )(α +a
′

(9)
′

Proof. We create a simulator S that uses the adversary’s advantage to solve the decisional q-BDHE
problem. Then, it is proved that if the decisional qBDHE assumption is held, any PPT adversary has
at most a negligible advantage in our defined game.
At first, the challenger generates a random bit δ and
−
→
sends q-BDHE tuple ( Q , T ) to the S. The simulator
S executes the security game(Section 4.3) as follows.
Initialization. A sends the challenge access structure (M ∗ , ρ∗ ) to S. The size of the matrix M ∗ is equal
to t∗ × n∗ and n∗ ≤ q.
Setup. In this step, S provides the public parameters
P P = {P, βP, e(P, P )αβ , {pk1,i , pk2,i }i∈U } to A. At
first, S generates random elements α′ , β ′ ∈ Zp and
defines α = α′ + aq and β = β ′ a. So:

β

′

)(β ′ a)

=
′

′

= e(aP, P )α β e(aq P, aP )β

′

For each attribute i ∈ U , S generates the random
elements ki′ , u′i ∈ Zp . Then the set R is defined as R =
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{ρ∗ (x)}x=[1:t∗ ] . If i ∈ R, there is a unique x such that
ρ∗ (x) = i. x is unique due to the limitations of the
share generating matrix(see Encryption algorithm
in Section 4.4). So S defines ki as follows.
∗
∗
∗
n
ki = ki′ /a + Mx,1
+ Mx,2
a + · · · + Mx,n
∗a
Xn∗
∗
ki′ /a +
Mx,j
aj−1

∗

−1

=

j=1

If i ∈
/ R, S defines ki = ki′ /a.
For each attribute i, S defines ui = −ki + u′i and so:
pk1,i = ki + ui = ki − ki + u′i = u′i

(15)

Before generating K2,i we obtain (α+r)ki in a simpler
form. If i ∈ R, we have:
Xn ∗
(α + r)ki = (α′ + aq + r′ +
ωy aq−y+1 )ki =
y=2
Xn ∗
(α′ + r′ +
ωy aq−y+1 )ki = (α′ + r′ +
y=1
Xn∗
Xn ∗
∗
ωy aq−y+1 )(ki′ /a +
Mx,j
aj−1 ) =
y=1
j=1
Xn∗
∗
(α′ + r′ )(ki′ /a +
Mx,j
aj−1 )+
j=1
Xn∗
Xn∗ Xn∗
∗
ki′
ωy aq−y +
ωy Mx,j
aq−y+j
(17)
y=1

If i ∈ R, S generates pk1,i as follows.
pk2,i = ui βP = (−ki + u′i )(β ′ a)P =
Xn ∗
∗
− (ki′ /a +
Mx,j
aj−1 )(β ′ a)P + u′i (β ′ a)P =
j=1
Xn∗
∗
− ki′ β ′ P − β ′
Mx,j
(aj P ) + u′i β ′ (aP )
(16)

y=1

j=1

→
Furthermore, we know that −
ω .Mx∗ = 0. So:
Xn∗ Xn∗
∗
ωy Mx,j
aq−y+j =
y=1
j=1
Xn∗ Xn∗
∗
ωy Mx,j
aq−y+j
y=1

j=1,j̸=y

(18)

j=1

From (17) and (18) it follows that for i ∈ R:
Xn ∗
∗
(α + r)ki = (α′ + r′ )(ki′ /a +
Mx,j
aj−1 )+
j=1
Xn∗ Xn∗
Xn ∗
∗
ki′
ωy aq−y +
ωy Mx,j
aq−y+j

If i ∈
/ R, S defines pk2,i as follows.
pk2,i = ui βP = (−ki + u′i )(β ′ a)P =
− ki′ β ′ P + u′i β ′ (aP )
The distribution of the defined parameters is the same
as the Setup algorithm. Consequently, our Setup
phase is correct. It is also clear that according to
the definitions and relations, S can generate all the
elements of the public parameters P P . These two
features are observed in all steps of the simulation
and will not be mentioned again.
Phase1. S responds to A queries as follows.
1) First-type query: For responding to each query
→
(on the attributes set Sdu ), S finds a vector −
ω =
(ω1 , ω2 , . . . , ωn∗ ) such that ω1 = 1 and for all x where
→
ρ∗ (x) ∈ Sdu : −
ω .Mx∗ = 0. Then S generates random
′
elements r , z ∈ Zp and also a unique identity IDdu .
Then r is defined as follows:
r = r′ + ω2 aq−1 + ω3 aq−2 + · · · + ωn∗ aq−n
Xn ∗
r′ +
ωy aq−y+1

∗

+1

=

y=2

Consequently, S generates K1 and K2 as follows.
Xn∗
K1 = zrβP = z(r′ +
ωy aq−y+1 )β ′ aP =
y=2
Xn∗
zr′ β ′ (aP ) + zβ ′
ωy (aq−y+2 P )
y=2

K2 = (α + r)P =
α′ P + (aq P ) + (r′ +

y=1

α′ P + (aq P ) + r′ P +

y=2
Xn∗

If i ∈
/ R, (α + r)ki is equal to:
Xn ∗
(α + r)ki = (α′ + aq + r′ +
ωy aq−y+1 )(ki′ /a)
y=2
Xn∗
= (α′ + r′ +
ωy aq−y+1 )(ki′ /a)
(20)
y=1

So, for i ∈ R, K2,i is generated using (19) as follows.
K2,i = βri P = β ′ a(−(α + r)ki + ri′ )P =
− (α + r)ki β ′ aP + ri′ β ′ aP =
Xn∗
∗
− ((β ′ a)(α′ + r′ )(ki′ /a +
Mx,j
aj−1 )+
j=1
Xn∗
(β ′ a)ki′
ωy aq−y +
y=1
Xn∗ Xn∗
∗
(β ′ a)
ωy Mx,j
aq−y+j )P +ri′ β ′ (aP ) =
j=1,j̸=y
y=1
Xn∗
∗
− β ′ (α′ + r′ )ki′ P − β ′ (α′ + r′ )
Mx,j
(aj P )−
j=1
Xn ∗
β ′ ki′
ωy (aq−y+1 P )−
y=1
Xn∗ Xn∗
∗
β′
ωy Mx,j
(aq−y+j+1 P ) + ri′ β ′ (aP )
j=1,j̸=y

ωy aq−y+1 )P =

For i ∈
/ R, K2,i is generated using (20):

ωy (aq−y+1 P )

K2,i = βri P = β ′ a(−(α + r)ki + ri′ )P =

y=2

For every attribute i ∈ Sdu , simulator generates a
random element ri′ ∈ Zp and defines ri = −(α+r)ki +
ri′ . So:
K1,i = (α + r)ki + ri = ri′

j=1,j̸=y

(19)

y=1

Xn∗

y=1

− (α + r)ki β ′ aP + ri′ β ′ aP =
Xn∗
− (α′ + r′ +
ωy aq−y+1 )ki′ β ′ P + ri′ β ′ aP =
y=1
Xn ∗
ωy (aq−y+1 P )+ri′ β ′ (aP )
− (α′ + r′ )ki′ β ′ P −ki′ β ′
y=1
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Xn∗
2) Second-type query: For responding to each query
′
(on the attributes set Sdu
) S generates z ′ , r′ ∈ Zp
randomly and also a unique identity IDdu . Then,
defines r = r′ − aq and z = z ′ /a. Consequently, K1
and K2 are generated as follows.
K1 = zrβP = (z ′ /a)(r′ − aq )β ′ aP =
z ′ r′ β ′ P − z ′ β ′ (aq P )
K2 = (α + r)P = (α′ + aq + r′ − aq )P = (α′ + r′ )P
For every attribute i ∈ S ′ the simulator generates
ri′ ∈ Zp randomly and defines ri = −(α+r)ki +ri′ . So:
K1,i = (α + r)ki + ri = ri′
′

′

q

q

ri′ )P

K2,i = βri P = β a(−(α + a + r − a )ki +
=
Xn∗
∗
− β ′ a(α′ + r′ )(ki′ /a+
Mx,j
aj−1 )P + β ′ ari′ P =
j=1
Xn∗
∗
− β ′ (α′ + r′ )ki′ P − β ′ (α′ + r′ )
Mx,j
(aj P )
j=1

If i ∈
/ R, the simulator generates K2,i as follows.
K2,i = βri P = β ′ a(−(α + r)ki + ri′ )P =
− β ′ a(α′ + aq + r′ − aq )(ki′ /a)P + β ′ ari′ P =
− β ′ (α′ + r′ )ki′ P + β ′ ri′ aP =
− β ′ (α′ + r′ )ki′ P + β ′ ri′ (aP )
Challenge. The adversary A sends plaintexts m0 , m1
to S. The simulator S generates w′ ∈ Zp and bit γ
randomly. S defines s = b and w = w′ + b, so C, C1
and C2 are generated as follows.
′

q

′

mγ e(P, P )α β

′

ab

′

αβ

mγ e(aP, bP )

q+1

e(P, P )a

′

T

β

′

β b

)(β ′ a)b

=

=

S generates v2′ , v3′ , ..., vn′ ∗ ∈ Zp randomly. Then, S
′
generates random element wρ(x)
∈ Zp for each i ∈ R
−
→
and defines wρ(x) and v as follows.
Xn ∗
∗
′
wρ(x) = b
Mx,j
aj−1 − bu′ρ(x) + wρ(x)
(21)
j=1
−
→
v = (v , v , ..., v ∗ ) =
(b, ba +

n

+ v3′ , ..., ban

∗

−1

+ vn′ ∗ )T

So:
→
λx = (M ∗ −
v )x =

ISeCure

C1,x = wpk2,ρ(x) + wρ(x) βP =
Xn ∗
′
∗
(w′ + b)(−kρ(x)
β′ − β′
Mx,j
aj +u′ρ(x) β ′ a)P +
j=1
Xn∗
∗
′
(b
Mx,j
aj−1 − bu′ρ(x) + wρ(x)
)(β ′ a)P =
j=1
Xn∗
′
∗
−w′ (kρ(x)
β ′ +β ′
Mx,j
aj −u′ρ(x) β ′ a)P
j=1

′
′
− kρ(x)
β ′ (bP ) + wρ(x)
β ′ (aP ) =
Xn ∗
′
∗
− w′ kρ(x)
β ′ P − w′ β ′
Mx,j
(aj P )+
j=1

−

′
kρ(x)
β ′ (bP )

′
+ wρ(x)
β ′ (aP )

Using (15), (21) and (22), C2,x is generated as follows.
C2,x = wpk1,ρ(x) + wρ(x) − λx = (w′ + b)u′ρ(x) +
Xn ∗
Xn∗
∗
′
∗
b
Mx,j
aj−1 −bu′ρ(x) +wρ(x)
−
Mx,j
baj−1 −
j=1
j=1
Xn∗
Xn ∗
∗
′
∗
Mx,j
vj′ = w′ u′ρ(x) + wρ(x)
−
Mx,j
vj′
j=2

Phase2. It is the same as Phase1.
Guess. A outputs a gauss γ ′ of γ. If A guesses correctly, S output 0 and otherwise, the output is 1. So:
q+1
−
→
P r[S( Q , e(P, P )a b ) = 0] =
P r[γ = γ ′ |δ = 0]
−
→
P r[S( Q , R) = 0] = P r[γ = γ ′ |δ = 1]

(23)
(24)

From (1), (23), (24) it follows that:
|P r[γ = γ ′ |δ = 0] − P r[γ = γ ′ |δ = 1]|≤ ε

(25)

Based on q-BDHE complexity assumption(Section 2.2),
q+1
if δ = 0, T is equal to e(P, P )a b and the game is
equal to the defined security game(Section 4.3) from
the adversary’s point of view.
P r[γ = γ ′ |δ = 0] =
P r[A Success in the Proposed Scheme]

C2 = sP = (bP )

2

(22)

(26)

′

C1 = wP = (w + b)P = w P + (bP )

v2′ , ba2

∗
Mx,j
vj′

′

′

1

j=2

j=2

+ β ′ ri′ (aP )

C = mγ e(P, P )αβs = mγ e(P, P )(α +a

Xn∗

Using (16) and (21), C1,x is generated as follows.

w′ u′ρ(x) β ′ (aP )

If i ∈ R, the simulator generates K2,i as follows.
′

j=1

∗
Mx,j
baj−1 +

Xn∗
j=1

Mx,j vj =

Moreover, if δ = 1, T is equal to a random element R.
In this case, mγ is encrypted by the random element
R and the game is equal to the indistinguishability
of the OTP(One-Time Pad) cryptosystem from the
adversary’s point of view. So:
P r[γ = γ ′ |δ = 1] =
1
(27)
2
Combining (25), (26) and (27) results that:
1
|P r[A Success in The Proposed Scheme] − |≤ ε
2
⇒ AdvA (λ) ≤ ε
P r[A Success in OTP] =
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Table 1. Functionality compariso. F1 : Outsourced Decryption, F2 : No Need for Token Generation in the Outsourced
Decryption, F3 : Revocation, F4 : Immediate Revocation, F5 :
Revocation Method Without Increasing Length of Ciphertexts,
F6 : Revocation Process Independent of Data Users
Scheme

Access

Decryption

Revocation

Structure

F1

 F2

F3

F4

F5

F6

[15]

LSSS

✓

×

×

×

×

×

[20]

LSSS

✓

×

×

×

×

×

[28]

Tree

×

×

✓

✓

×

×

[25]

LSSS

×

×

✓

✓

×

✓

[27]

LSSS

✓

✓

✓

×

✓

✓

[29]

LSSS

✓

×

✓

✓

×

✓

[14]

Tree

✓

×

✓

✓

✓

×

[30]

LSSS

✓

×

✓

✓

✓

×

[31]

LSSS

✓

✓

✓

✓

✓

×

Ours

LSSS

✓

✓

✓

✓

✓

✓

6
6.1

Performance Evaluation
Functionality

Table 1 demonstrates a functionality comparison between several schemes based on six features. We think
that these features are important in each practical
scheme. The first feature(F1 ) refers to the outsourcing decryption. Except [25, 28], other schemes use
outsourced decryption to reduce the computational
burden on the user side. An important part of the
outsourced decryption is done by a third party which
is usually called partial decryption. In some schemes,
partial decryption needs a token generation and so,
the data users have to do computation and use their
communication channels to send this token. On the
other hand, in some schemes including the proposed
scheme, partial decryption is done without token generation which is a desirable feature. F2 refers to this
feature. The third feature (F3 ) is about whether there
is a revocation method in the scheme or not. F4 is
about immediate revocation which can be seen in all
the schemes except [15, 20, 27]. As we have already
mentioned(in Section 1.2) ciphertext size increases as
a consequence of the direct revocation method. F5
is related to this issue. In the proposed scheme, the
revocation process is independent of data users. In
other words, during the revocation process, users’ secret keys will be unchanged. This feature reduces the
communication cost on the user side. F6 refers to this
feature. Table 1 shows that the proposed scheme is
the only scheme with all of these features.

Table 2. Average execution time of cryptographic operations
Operation

26.550 ms

Scalar Multiplication in G

18.754 ms

Exponentiation in GT

2.220 ms

Addition in G

0.017 ms

Multiplication in GT

0.004 ms

Multiplication in Zp

0.001 ms

Inverse Operation in G

0.001 ms

Inverse Operation in GT

0.013 ms

based library. Our code is available on GitHub [33]
and uses SS1024 which is a supported supersingular
curve in the Charm. We have run our code in Ubuntu
20.04.4 which has been installed on a virtual machine
platform VMware@Workstation.Pro 16.2.3 by a 2.4
GHz Intel Core i5 processor with 8GB RAM. The
simulation results are shown in Table 2. It is obvious
that the first three operations in this table (pairing,
scalar multiplication in G, and exponentiation in GT )
are the main costs of computation and the other operations do not have a significant effect on the running time of algorithms. Therefore, for simplicity, we
count the number of these operations in the execution of algorithms and ignore the cost of the other
operations. Table 3 demonstrates the computational
overhead in several schemes based on the number of
mentioned operations. Using our simulation results
in Table 2, the execution time of each pairing is equal
to TP = 26.55ms. Furthermore, the execution time
of scalar multiplication and exponentiation are equal
to TE = 18.75ms, TET = 2.22ms. We apply these
times to the relations in Table 3 and plot the computational time of encryption and partial decryption
according to the number of attributes. The result are
shown in Figure 3 and Figure 4. Figure 3 shows that
the proposed scheme and [31] are more efficient than
the others in the encryption and Figure 4 shows that
with an increase in the number of attributes, there
is a significant time difference between the partial
decryption in our scheme and the other schemes.

Table 3. Computational overhead comparison. E: Computational overhead of exponentiation in G, ET : Computational
overhead of exponentiation in GT , P : Computational overhead
of pairing, l: Number of attributes used in the encryption, ld :
Number of attributes used in the decryption
Encryption

Partial Decryption

Decryption

(Total Cost)

(Third-Party Side)

(User Side)

[15]

(5l + 1)E + ET

(3ld + 2)P + E + (ld )ET

ET

[20]

(5l)E + (2l + 1)ET

(4ld )P + (ld )ET

ET

[27]

(4l + 2)E + ET

(3ld + 2)P + (ld )ET

(2)P

[30]

(3l)E + ET

(2ld )P + (ld + 1)E + (2ld )ET

ET

[31]

(2l + 2)E + ET

(ld + 3)P + (ld )E + (ld )ET

P

Ours

(2l + 2)E + ET

(4)P + (2ld + 2)E

ET

Scheme

6.2

Computation Overhead

Before talking about the computational costs, we examine the execution time of different cryptographic
operations. We have provided a code for estimating
the running time of different cryptographic operations using Charm framework [32] which is a Python-

Value

Pairing
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Figure 4. Partial decryption execution time
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6.3 Storage Overhead
Storage overhead can be measured by three factors
which are shown in Table 4. The user’s secret key,
ciphertext, and the public parameter sizes are important factors because these parameters must be stored
and also transmit through communication channels.
In the elliptic curve SS1024, the size of each field element is equal to |Zp |= 1024bits. Furthermore, |G|=
|GT |= 2080bits. We apply these sizes to the ciphertext size column in Table 4 and plot the results according to the number of attributes in Figure 5. Based
on this figure our scheme has better performance in
the ciphertext size.
Table 4 shows that the secret key size in our scheme
and [27] are very small and fixed which is an appropriate feature. But in the proposed scheme, the size
of public parameters increases with the number of
attributes in the system which must be modified in
the future works 3 .

7

Conclusion

Recently, based on elliptic curve cryptography, several
CP-ABE schemes have been proposed. These schemes
3

Similar to other works, this issue can be corrected using a
hash function. This function is modeled as a random oracle in
the security proof but for simplicity, we ignore that.
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have much less computational cost than pairing-based
schemes but the lack of accurate security proof makes
them useless. Our scheme has security proof based on
traditional approaches in pairing-based cryptography
but uses a construction that is in some ways similar
to the elliptic curve cryptography approaches. Similar to elliptic curve-based schemes, in the proposed
scheme field Zp elements are directly used in the public parameters, ciphertexts, and users’ keys. Therefore, some of the decryption computations are done
by multiplication in the field Zp without the need
for pairing. Consequently, our scheme uses only four
Table 4. Storage overhead comparison. |G|: Storage overhead
of an element in G, |GT |: Storage overhead of an element in
GT , |Zp |: Storage overhead of an element in Zp , lk : Number of
attributes in the user’s key, l: Number of rows in the ciphertext
access structure, |U|: Total number of attributes in the system,
naa : Number of attribute authorities
Secret

Ciphertext

Key Size

Size

Size

[15]

(2lk + 3)|G|

(3l + 1)|G|+|GT |

6|G|+2|GT |

[20]

(4lk + 1)|G|

(5l)|G|+|GT |

(3naa)|G|+(naa)|GT|

[27]

|G|

(3l + 2)|G|+|GT |

(7)|G|+|GT |

[30]

(lk+2)|G|+|GT |

(2l)|G|+|GT |

(3)|G|+(2)|GT |

[31]

(lk + 3)|G|

Scheme

Ours

|Zp |

Public Parameters

(2l + 2)|G|+|GT |

(2)|G|+|GT |

(l + 2)|G|+|GT |+

(|U|+2)|G|+|GT |+

(l)|Zp |

(|U|)|Zp |
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pairings during the decryption process and asymptotically achieves the same computational efficiency
as the mentioned elliptic curve-based schemes. We
think this approach can be useful in other cryptography primitives. The proposed scheme uses secure
outsourced decryption with a user-independent revocation method which makes our scheme suitable for
applications such as IoT due to the very low computation and communication overhead on the user side.
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