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ABSTRACT
Digital forensics is a process of uncovering and exploring evidence from digital
content. A growth in digital data in recent years has made it challenging for
forensic investigators to uncover useful information. Moreover, the applied
use of cloud computing has increased significantly in the past few years and
has introduced new challenges to forensic experts. Cloud forensics assists
organizations that exercise due diligence and comply with the requirements
related to sensitive information protection, maintain the records required
for audits and notify concerned parties when confidential information is
compromised or exposed. One of the problems with cloud forensics is the
limitation of cloud forensic models and guidelines. This project aims to propose
a new cloud forensic model that will help investigators and cloud service
providers achieve digital forensic readiness within the cloud environment. To
achieve this goal, we have studied and compared different forensic process
models to determine their limitations. Based on the results of this comparative
study, a new cloud forensic framework– Forensic-enabled Security as a Service
(FESaaS) is presented. The security and forensic layers are aggregated to
discover evidence in the proposed framework. Compared to other cloud
forensic frameworks, our framework deals with live data, reports, and logs.
Thus, it is sufficient and provides the capability for rapid response.
© 2020 ISC. All rights reserved.
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Introduction

forensics can be referred to as the crossCloud
discipline of digital forensics and cloud computing.
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Cloud computing is generally a shared collection of
network resources that are configurable for example
servers, networks, applications, services, and storage
which can be easily and quickly reconfigured without
much effort. Digital forensics, on the other hand,
can be thought of as the application of principles of
computer science for recovering electronic evidence
that can be presented in a court of law [1, 2]. The
subset of forensics of networks is called cloud forensics.
Digital forensics is used for investigations related
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to networks. Therefore, cloud forensics deals with
the main phases of digital forensics combined with
techniques made for cloud environments.
Cloud computing is an emerging technology with
complex aspects. It has also reduced the cost of IT,
contributing to its fast adoption by government and
business. To ensure the availability of service, cloudbased data centers are managed by CSPs (Cloud Service Providers) all around the world. The data stored
at any of the data centers is being replicated at several locations to reduce the failure risk and abundance. Furthermore, there is a segregation of tasks
performed between customers and CSP with respect
to the responsibilities of forensics, which differs per
the use of service models [2].
Multi-tenancy and multiple jurisdictions are creating additional challenges related to legal aspects.
Most cloud forensics requires interaction between the
customers and CSPs, the multiple tenants sharing resources, as well as international law enforcement agencies. To achieve more comprehensive analyses in the
cloud forensic domain, legal, organizational, and technical dimensions of cloud forensics are used [3], [4], [5].
This study presents a cloud forensics framework
“Forensic-enabled Security as a Service (FESaaS)”. In
this framework, several cloud resources will be used
to acquire evidence from the cloud environment. FESaaS uses accessible information in building a case
before executing a costly data acquisition process.
Most cloud service providers offer security as a service. Thus, we also assert that digital forensic services
can be offered as a service to achieve digital forensic
readiness within the cloud environment. In our proposed framework, the Security as a Service will be
Forensic Enabled. It can either be built-in within the
cloud services or implemented by a third party that
has used an interaction between the cloud services
and the clients. The proposed forensic framework is
also a generic cloud service stack that comprises the
platforms as a service (PaaS), infrastructure as a service (IaaS), and software as a service (SaaS).
The main contributions in this paper are listed as
follows:
(1) We have provided a comprehensive analysis of
available forensic process models to illustrate
their strengths and weakness points. We have
discussed the steps and provided the functions
of these models. Because cloud forensics is a
branch of digital forensics, and most of the cloud
forensic models are elaborated and developed
digital forensic models and approaches, we have
studied both the general digital forensic and
cloud forensic models.
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(2) We have presented a Forensic-enabled Security
as a Service readiness framework (FESaaS) that
shows how sufficient it is when we aggregate
the security as a service layer and forensics
layer. This framework will be helpful for cloud
forensics experts to collect evidence instantly.
The rest of this paper is structured as follows: Section 2 presents a literature review. Section 3 provides
a broad comparative study of various digital forensic
frameworks. Section 4 gives short summaries about
security as a service and forensics as a service. Section 5 defines our proposed framework and discusses
its advantages. Finally, Section 6 concludes this study.

2

Literature Review

In the literature, several digital forensic process models have been presented for the cloud environment.
In [6], a Digital Forensic Readiness (DFR) approach
is used in the Cloud Forensic Readiness (CFR) model.
The model shows a proactive forensic approach based
on the active monitoring, collection, and retention of
digital data within the cloud environment. The major
purpose of CFR is to collect relevant digital data that
exists as Potential Digital Evidence (PDE) that can
be of use in supporting or refuting a hypothesis with
a base on the occurrence of a digital event. The essential information gathered may include access logs,
networks, hypervisor logs, and activity logs.
The CFR model can also consist of Non-Malicious
Botnet (NMB) and the Cloud Service Provider (CSP)”
infection.” It is worth noting that “infection” in this
context involves the modification of the initiallyconsidered malicious botnet to gather digital information that has a positive connotation. The CSPs will
give virtual services to the cloud users where a proactive NMB harvests digital information that can be
used as potential evidence. This is indicated by the
arrow pointing downwards and marked as a proactive
process. The evidence that CFR remains is preserved
and retained digitally for DFR purposes [7].
In the previous work provided by [8], the NMB
is obfuscated for avoiding deterrence based on the
botnet infiltration and detection strategies. There has
been a proposal for event reconstruction processes at
the scenes of digital crime. However, it has not been
very effective as more attention has been directed to
the physical crime scene and not from the perspective
of digital forensic readiness in the cloud [9].
Furthermore, a research documentation by Carrier
and Spafford [10] highlights the need for recognizing
and collecting evidence at the crime scene at the
beginning of the event reconstruction process. The
authors further present the reconstruction process in
five phases: Evidence examination, event construction

51

November 2021, Volume 13, Number 3 (pp. 49–57)

and testing, role classification, event sequencing, and
hypothesis testing. Through these phases, the authors
identify an object as the initiator causing a particular
event to occur with the use of a role-based event
reconstruction model.
Liao and Langweg [11] propose in their research a
resource-based activity or the event re-construction of
digital crimes prototype, including a readiness phase
that helps to ensure that the evidence is admissible.
The prototype has a correspondence with the DF
framework and includes the following phases: readiness to collect system call traces, deployment phase
to receive detection alerts, and investigation phase
to preserve and recognize evidence and reconstruct
events.

3

Comparison of Cloud Forensic
Models

Forensic practitioners and researchers have proposed many Cloud forensic frameworks. Martin and
Choo [12] presented an integrated cloud computing
conceptual digital forensic framework that consisted
of presentation and examination, preservation and
evidence source identification, collection, and presentation, and reporting phases.
In their proposed framework, the third phase iterates back to the first phase in case more evidence or
data is required. Pichan et al. [13] presented a cloud
computing digital forensic model consisting of identification, preservation, examination and analysis, Collection or acquisition, as well as presentation. In their
sub-process activities description, Pichan et al. also
addressed the challenges and solutions recommended
in each phase of the process. Furthermore, Zawoad
et al. [14] proposed the process of computer forensics
model for the cloud that consists of identification, organization, collection, and presentation. Their paper
examined cloud forensic issues and challenges in every
phase of the process proposed. However, Kent et al.
[2] presented the National Institute of Standards and
Technology (NIST) forensic model, which consists of
collection, examination, and reporting and analysis
phases.
In his work, McKemmish [15] presented the model
of forensic computing that consisted of identification,
presentation, and analysis phases. Shan and Malik [16] also proposed a framework of digital forensics
for cloud computing that consisted of identification,
collection, and preservation of data, as well as presentation and analysis phases. They illustrated the
challenges as they suggested solutions in each of
the phases of the framework. To further the idea,
Quick and Choo [17] proposed an analysis cycle
and iterative model of digital forensics consisting of

commencing preparation and response, identification
and collection, preservation, analysis, presentation,
feedback, and completion. The paper [18] also put
forward forensic processes consisting of identification, acquisition/collection and preservation, processing/examination and analysis, and results in
dissemination phases.
The proposed process of forensics in this study
combined the three forensic frameworks of Martin
and Choo, Pichan et al., and Shah and Malik in
improving a successful cloud environment for forensic
investigation. Although the purposes and the names
of the phases proposed in this paper are similar to
Martin and Choo, Pichan et al., and Shah and Malik,
the flow process adopted by every phase is different.
For instance, in the second phase, the two steps
of collection and preservation are combined into a
single phase and thus flow similarly to that of Shah
and Malik. Moreover, the process flow carries out the
collection step first followed by the preservation step.
On the other hand, Martin and Choo and Pichan
et al. conducted the collection and preservation steps
in different phases, beginning with the preservation
phase and followed by the collection phase. Also, it
is similar to Martin and Choo in the iteration from
phase to phase that is examination and analysis to
phase identification respectively. This paper also develops a forensic process as a service (FPaaS) by
the use of cloud-based BPEL combining the four services/phases (collection and preservation, identification, analysis, and examination, as well as dissemination of results) into a brand composite service known
as FPaaS [19].
Table 1 and Table 2 show the results of a comprehensive comparative analysis of different digital forensic frameworks. Table 1 analyzes the steps that each
model follows, and Table 2 studied various functions
that each model provides. The frameworks that have
been investigated and discussed were proposed in the
previous discussed literature in this section, as well
as some additional studies, [20], [21], [22], [23], [24].
3.1

Discussion

Even though several digital forensic frameworks have
been proposed for the cloud environment, still there
are many challenges that these frameworks did not
address. We have discussed some of them in this
section.
As there is a connectivity of large resources to the
cloud, the crime impact and investigation workload
can be massive. For the timeline construction of the
event, accurate synchronization of time is needed. The
synchronization of time can be complicated because
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Table 1. Steps that each forensic framework follows
Authors

Prepare & Respond Identification Collection Examination Preservation Analysis Presentation Feedback

Martin & Choo

X

X

X

X

Pechan et al.

X

X

X

X

Zawoud et al.

X

X

Kent et al.

X

X

X
X

X

X

X

X

X

McKemmish

X

X

X

X

Shan & Malik

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

Quick & Choo

X

Popovsky et al.

X

Grobler & Louwrens

X

X

X

X

Siblya et al.

X

X

Lei & Cui

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

Hargreaves &

Patterson
Rowlingson

X

X

Table 2. Functions that each forensic framework provides
Authors

Investigating Troubleshooting

Log

Data Recovery

Monitoring
X

Regulatory

Corporate Law Enforcement

Compliance Applicability

Application

Martin & Choo

X

X

X

X

X

X

Pechan et al.

X

X

X

X

X

X

Zawoud et al.

X

X

X

X

Kent et al.

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

McKemmish

X

Shan & Malik

X

Quick & Choo

X

X

Popovsky et al.

X

X

Grobler & Louwrens

X

X

X

X

X

X

X

Siblya et al.

X

X

X

X

X

X

Lei & Cui

X

X

X

X

X

X

Hargreaves & Patterson

X

X

Rowlingson

X

X

the required data resides on various physical machines
that are located in different geographical regions, with
different remote web clients, on various equipment,
and within several endpoints.
Log formats consolidation is another big issue of
cloud forensics just like time synchronization, which
becomes more difficult due to scaling issues in the
cloud. It is also difficult to consolidate the logs or
make them cross-compatible with each other due to
huge resources on the cloud. Another big problem is
that most of the providers create their proprietary
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X
X

X

X
X

X

X

X
X

X

formats of logs intentionally which causes roadblocks
during investigation [14]. This is a problem because
the proprietary formats of logs may not be interpreted
with open-source tools. Furthermore, using disparate
formats of logs is a challenge faced by the traditional
forensics of networks. This is due to the large volume
of logs of data as well as the proprietary formats of
the log.
As mentioned before, in the cloud forensics organizational dimension, many cloud applications and
CSPs depend on other CSPs. For example, a CSP
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providing an application for email might be dependent on the provider of a third party for hosting log
files. That third party might rely on other partners
that provide infrastructure for storing the log files.
Thus, a cloud forensics investigation might require
the investigation of all the individual links which are
present in the chain of dependency. Another challenge
is the correlation of activities across various CSPs.
Problems can arise due to a lack of coordination or
an interruption as a cloud service may use different
services of various cloud services provided.
Additionally, the data deleted is one of the most
important evidence sources in digital forensics. In the
case of cloud usage, each customer has the right to
delete or alter the data if s/he has created it. When
a datum is deleted by the customer, mapping in the
domain happens immediately and is generally completed within a few seconds. Accessing the deleted
data remotely is impossible without mapping. The
space created by deleting the data is available for the
new write operation and it is overwritten by the new
data. However, there is a chance that the deleted data
is present in the snapshot of memory. The challenges,
in this case, deal with the recovery of the deleted data
for identifying the ownership and use of the deleted
data for reconstructing the event in the cloud [25].
Furthermore, due to the limited transparency of CSP,
a lack of international regulation, and a lack of customer awareness, Service Level Agreements (SLAs)
remove the important terms with respect to forensic
investigation. Most of the customers of clouds are
not aware of the issues or significance of the investigation of cloud forensics. Also, CSPs are not willing
to increase transparency due to the lack of expertise related to legal or technical issues and a lack of
regulations defined for increasing transparency [13].

4
4.1

Forensic and Security as a Service
Forensic as a Service

Digital forensic services can be accessed at any time
needed, and a cloud provider may choose to invoke
its service from the time of deployment of their cloud
throughout the lifetime of the service. Providers can
also release or instantiate it at any moment during
the service lifetime. During lifetime service delivery,
a need for investigation for the digital forensic services may arise at any moment, and since it is unpredictable, relevant information needs to be available
for the investigation process. Thus, digital forensic
service requires instantiation from the deployment of
the PaaS to reduce the time and cost involved during
the investigation process. Traditional digital forensic processes begin after the incident occurs when
forensic experts start working to gather information.

One of the main disadvantages of this process is it
may involve a lot of time and money. For cloud environments, the post-incident investigation cost can
be very high. Despite having a complex architecture,
cloud forensic investigators can have remote access if
the cloud provider allows [26].
4.2

Security as a Service

The cloud model provides three service models which
include platform as a service (PaaS), infrastructure
as a service (IaaS), and software as a service (SaaS).
Depending on the cloud service level, the security service requirements will differ. As a service provider,
the security service requirement of infrastructure may
end up at the network level. Requirements for a service provider platform may as well end up at the
information service level of security. On the side of
the digital forensics service, the compatibility requirements for Software as a Service provider can be limited to the application activities and the platform
deploying their services. Even if the IaaS providers
can access the SaaS and the PaaS hosted on their environment, they can still forego limiting their digital
forensic needs and responsibilities [26, 27].

5
5.1

The FESAAS Framework
FESaaS Framework

In our proposed Forensic-enabled Security as a Service
(FESaaS) framework, the Security as a Service layer
and Forensic as a Service Layers are aggregated to
enhance the process of forensic analysis. Figure 1
illustrates the FESaaS framework.
The security as a service layer is divided into four
logical layers, the application layer security, network
layer security, physical layer security, and other security layers.
The application layer offers security devices such
as web applications, binary analysis, firewalls, binary
scanners, and security scanners [9]. Among them, the
security devices may as well include virus definition
updates, security and administrative tasks, and content security expertise.
Network layer security is very important in cloud
forensic components as this layer of security is vital
for the provision of IaaS, SaaS, and PaaS. This layer
allows the virtual machine or instances connected to
the cloud network. On the other hand, IaaS has cloudhosted servers and devices connected via physical
networks. The virtual networks that connect virtual
machines are bridged over the IaaS physical network
as well. In either of the cases, the data captured is
always the same. The difference only comes in that
the virtual network connections occur through vir-
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Figure 1. Forensic-Enabled Security as a service framework (FESaaS)

tual devices like virtual switches. The data captured
by the network service components include IDS and
IPS logs, as well as network logs. Such logs are essential when determining machines and devices that
are disconnected or connected at any moment during
the lifetime performance of the network. Hence, it is
advantageous to have such data managed externally
since it can still be retrieved in case the network is
compromised during failure or attack [9].

toring activity, content filtering, content monitoring,
and data leak prevention [9, 10].

The physical layer represents the physical security
of the cloud. It consists of hardware resources with all
the tools of cloud computing, which include network
devices, processing facilities, terminal devices, storage
devices, etc. All the instances are part of physical
layer security. The CSP uses pooled resources for
servicing the large request of consumers and uses
dynamic allocation with different virtual and physical
resources that are dynamically assigned or reassigned
according to the request of users.

For cyber crimes, it is crucial to present the evidence to the legal authorities. Figure 2 shows the
process of representing the evidence to legal authorities. The CSP or third party can adapt the FESaaS
model in their cloud environment. If concerned cloud
users ask for evidence, the forensic expert will gain
access from the FESaaS providers and be responsible
to provide the forensic report to the user. Similarly,
legal authorities can be given access to the evidence.
Furthermore, forensic investigators can represent the
evidence that will be filed with the court by acquiring forensic data from the FESaaS model. Everything
depends on the CSP. If the CSP allows then the access can be given to the legal authorities. Moreover,
the technical team may require acquiring evidence
and logs on technical faults. This model is capable of
providing evidence to the technical team as well.

Security services on storage and compute layers
provide security solutions for the storage devices and
the host. These cover solutions such as encryption and
firewalls. On trusted computing, security devices are
mainly concerned with the APIs interacting directly
with hypervisors. The network-level services include
data packet inspection, firewalls, intrusion prevention,
and intrusion detection. Additionally, the management level offers vulnerability assessment, patch management, identity management, vulnerability management, and access management. Security services
offered at the information level are database moni-

The major players in the cloud environment are
the applications that interact with layer 7 of the
ISO/OSI model, such as dynamic and static web applications, web services, web clients, web services, and
application services. The layers are also the means of
the exchange of data throughout the world between
servers and clients. The applications are connected
by a new set of applications between the cloud which
offer collaborative conditions such as Integrated Development Environments (IDEs) and online work processors. Therefore, the latter application can hence
be used as a rich data source for investigation pur-
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Figure 2. The process of representing the evidences to authorities

poses. SaaS has evolved from the application service
provider model of software hosting and is thus considered the most mature category of cloud services.
In a cloud environment, software offered as a service
is a single instance of the application which is also
hosted by the provider. Customers or users access it
from just a single server as their unique configurations
and data are virtually partitioned from other users.
In the instance of creating a deployed application, the
cloud platform dynamically determines the server to
enable the running of the instance. In that case, digital
forensic service is used in keeping track of information
to enable its use for investigation purposes. Log files
associated with the running application from the
servers are retrieved at varying intervals as per the
digital forensic consumer determination [9].
The RAM Forensics is mainly used by the PaaS
providers as it is responsible for application data access that belongs to the application hosted as a service and the information regarding their platform.
The PaaS providers install their custom applications
and platforms on virtual machines that are deployed
on IaaS. PaaS providers then manage the virtual machine on which their platforms are running. Upon
being invoked, the digital forensic service takes snapshots of the running virtual machines hosting the
platform. At the exact time the data was captured,
the snapshot preserves state data for virtual machines.
The state information will hence indicate whether
the virtual machine was suspended, running, or shut
down. The data collected includes disks as well as all
other devices connected to the virtual machine. The
layer of middleware component serves basic functionality of platform of cloud computing in order to ensure that the services of cloud are optimally installed,
maintained and delivered. It also includes resource
management, user management, safety management,
and task management [18, 28].

The major part in this model is the Forensic layer.
As mentioned above, all the security layers produce
logs, incident logs, and reports. In this proposed
model, all the logs will be stored in an audit log server
and the cloud forensic investigator can be given access to the log servers remotely. The cloud forensic investigator can easily analyze the log data for forensic
purposes. The log data investigation phases include
the data analysis, data acquisition, data bookmarking, data filtering, report generation and Hex data
viewing.
5.2

Advantages of our Framework

This model improves the cloud investigation process.
It improves the security of Cloud systems and also
ensures a prompt forensic analysis. Moreover, any
forensic analysis tool can be used by the investigator
from the obtained logs and report data. This will improve the timeline of the forensic tools. Even if some
data is lost or fails, the authenticity and integrity of
forensic data will remain protected. As the analysis
will be mostly on live data there will be no instant
requirement of offline data. Furthermore, that will reduce processing time of both client and server side as
the normal cloud service process will work as usually.
Another advantage is the easier information integration and resource sharing. It will use the security as
a service layer for logs and incident data. Every security application creates logs. Log and report servers
will store the log data. This model uses virtualization
technology and all resources provided in the software
of up-per application in transparent way. The cloud
computing process stores user data in cloud storage
which removes the need for physical access. One of
the major advantages of this model will be ensuring
the CIA (Confidentiality, Integrity and Availability)
Triad. The elements of the triad should be guaranteed
in any type of secure system. Serious issues might
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be raised when any of these three security goals is
not be considered. The following points describe how
CIA is maintained in our model.
• Confidentiality: It is the secrecy of important
data of any organization, only some authorized
people can access that data. That type of security is known as confidentiality of the security
system. An authorized person is a specific and
trusted person in an organization who can access critical data. In this framework, forensic
investigators will have access to reports and log
servers only. They will not have any access to
the client data or core data. Thus, CSP will
ensure safe access to the client data.
• Integrity: This means the excellence of information and the goal is to maintain important information from being altered. The process of checking errors and corruption in the information
and correcting them is known as the integration of the information. As we have mentioned,
this framework works on log data only; it works
with live data without changing anything. Although forensic process may require investigating the offline data, this proposed framework
will mainly deal with the live data and work as
a ready model.
• Availability: The meaning of availability in
terms of Information Security is to make the
use of information of any organization at an
advantageous time for one or some specified
persons. Authorized people of an organization
can access the important information whenever they want, and our framework ensures
the availability of data. The forensic layer will
be accessed by the forensic investigators or
forensic administrators.

6

Conclusion

Nowadays, most sectors depend on technology and
many companies have shifted to cloud-based services
due to COVID-19. Therefore, the need for sufficient
cloud forensic approaches has become a significant requirement. We need a forensic model that can help to
find evidence for cybercrime, to create audit reports
on incidents, and to submit court evidence. This paper proposed a framework that uses existing security
services to provide a feasible, prompt, and effective
cloud forensic mechanism. This framework primarily deals with live data, reports, and logs and will
help forensic investigators to identify the root causes
of cybercrime incidents. Our framework is suitable
for prompt identification of the root causes as well.
The proposed framework is helpful for both private
and public clouds. Future work will be on broader
spectrum; there are many cloud forensic aspects that
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need improvement.
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