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ABSTRACT
A steganography system must embed the message in an unseen and
unrecognizable manner in the cover signal. Embedding information in
transform coefficients, especially Discrete Wavelet Transform, is one of the
most successful approaches in this field. The proposed method in this paper
has two main steps. In the first step, the XOR logical function was used to
embed two bits of data in the adjacent DWT coefficient pair. No change in the
coefficients will occur if the XOR result of the two bits of low-value data of the
two adjacent coefficients is identical to the two bits of secret data. Otherwise,
one or both of the coefficient(s) will need a one-unit increase or decrease. In
the second step, the genetic algorithm was used to select, between the two
possible solutions, a new value for the adjacent coefficient pair that needs to
be changed. Using the genetic algorithm, the selections were made such that
the generated stego image experienced the least change relative to the cover
image. The results of comparing this method with the existing methods in lowand high-level embedding showed that the proposed method was successful
in producing stego images with high-quality criteria. In addition, the SPAM
steganalysis method did not show high accuracy in its detection. One of the
benefits of the proposed method is the need for a short key to embed and
extract the secret message. This issue increases the security and feasibility of
the proposed method.
c 2020 ISC. All rights reserved.

1

Introduction

oday, digital communication is expanding
T
through different data infrastructures and formats, and therefore, the need for secure communication is felt more than ever. Cryptography and
data hiding are two major categories in information
∗ Corresponding author.
Email addresses: v.sabeti@alzahra.ac.ir,
mahsa.amerehei@gmail.com
ISSN: 2008-2045 c 2020 ISC. All rights reserved.

security systems [1, 2]. Although techniques of both
categories are used to hide the information, their
algorithms and applications are different. Innovative
data hiding techniques have already been suggested
to hide information, while image steganography is
one of the most interesting and important research
areas in this field. The main concerns of steganography are to conceal the presence of communication
and protect the secret data [3].
In image steganography, the secret message is embedded in the cover image and transmitted in such
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a way that the information is undetectable. An image in which secret information is hidden is called
a “cover” or “host” image. The secret message embedding should ensure no significant changes in the
statistical properties of the cover image. The “stego”
image is an image obtained by embedding a secret
message into the cover image. The secret message
may be plain text, cryptographic text, and images [4].
Three key parameters to consider in evaluating the
performance of a steganography system are imperceptibility, capacity, and security. Imperceptibility means
that the stego media and the cover media should
not be perceptually different. The carrying capacity
refers to the concept of the maximum number of bits
that can be hidden in the cover media. Security or
undetectability also means that existing steganalysis
attacks are unable to detect the stego images generated by the system. Notably, it is not possible to
simultaneously maximize all three parameters, and
there is always a compromise between them [1, 5].
Various methods in different categories have already been suggested for image steganography. In the
most common categorization, the existing steganography methods are generally divided into two categories; spatial domain methods and transform domain methods [6]. In spatial-based methods, the secret message is embedded directly into the pixels of
the image without any changes or transformations in
the image before embedding. These methods have a
high embedding capacity but a low resistance to attacks. One of the simplest steganography techniques
in the spatial domain is to embed in low-value bits
that embed the secret message bits directly into the
least significant bit (LSB) of pixels of the cover image. This method is easy and simple, but easy to
detect, as well. However, the human visual system
may not be able to identify the presence of secrets
in the cover medium, and hence, the spatial domain
steganography provides stronger imperceptibility [7].
Steganography in the transform domain, first by
applying a conversion, converts the image into a transform domain and then embeds the secret message into
the transform coefficients. Eventually, the reverse conversion is taken from the converted image containing
the secret message, and the stego image is obtained.
Transform domain methods have lower embedding
capacity than spatial domain methods, but as they
propagate changes across the signal range, they are
more resistant to different attacks [8]. Among the
transformations, Discrete Cosine Transform (DCT)
and Discrete Wavelet Transform (DWT) are more
popular. Since most images on the Internet are in
JPEG format, and this format is DCT-based, there
is a great deal of interest in hiding information in the
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DCT domain. The DWT domain is also of interest
in two respects: first, it is more compatible with the
human visual system, and second, the JPEG 2000
image format is based on the wavelet transform. As
the Fourier transform is less commonly used to convert images, the number of methods employed in this
field is limited [9].
Improving image quality, embedding capacity and
security of steganography methods is the main goal
of researchers in developing new methods in this field.
However, given the contradiction between these three
criteria, it is almost impossible to achieve a method
that, in addition to having a high capacity for embedding and maintaining the quality of the stego image,
is less likely to be detected by attacks. Because of the
greater embedding, the statistical impact of the embedding process increases, and as a result, steganalysis methods are more likely to be detected. Therefore,
one must look for a method that, in addition to having the proper capacity and quality of a stego image,
provides desirable security against existing attacks.
Accordingly, the main purpose of the current article
is to introduce a method with these features.
The algorithm presented in this paper is based on
DWT and embeds and extracts secret data in this
domain. In this approach, the image is divided into
8×8 non-overlapping blocks. Then, a two-dimensional
2−D DWT is applied to each block. This method uses
2 − D Haar-DWT. If the XOR result of the two LSBs
of the two adjacent coefficients is identical to the twobit secret data, no change in the coefficients will occur.
Otherwise, one of the coefficients, or both, will need
to be increased or decreased by one unit to generate
the desired XOR result. For each pair of adjacent
coefficients that need to be changed, there are two
alternative values, and the genetic algorithm is used
to select between them. Using a genetic algorithm
will help select a state that results in a stego image
with the least variation over the cover image. This
could hopefully improve the quality of the stego image
and the security of the proposed method against
steganalysis attacks.
In Section 2, a number of related steganography
techniques implemented in the DWT domain will be
reviewed. In Section 3, the proposed method including
embedding algorithm and extraction algorithm will
be described. Section 4 will present the output of
the evaluation of the proposed method and compare
it with some of the existing approaches, and finally,
Section 5 will provide a conclusion.

2

Review of Related Works

Haar-DWT is the simplest type of wavelet transform.
In this transform, low-frequency wavelet coefficients
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are generated by averaging two adjacent pixels, while
high-frequency coefficients are assumed as half of the
difference between two adjacent pixels. The four obtained subbands are approximation (LL) subband,
vertical (LH), horizontal (HL), and diagonal (HH) detail subbands. The approximation subband contains
low-frequency wavelet coefficients that form a significant portion of the spatial domain image. Other subbands, called detail subbands, include high-frequency
coefficients that make up the details of the edge of
spatial domain image.
Haar-DWT operates first on adjacent horizontal
elements and then on adjacent vertical elements. A
desirable feature of the Haar wavelet transform is
that the conversion is equal to its inverse. Figure 1
shows four subbands of the Lena image after the Haar
wavelet transform [10].

Figure 1. Lena image after Haar wavelet transform

The wavelet transform has certain features that
make it special in signal processing:
1. Spatial-Frequency Concentration: This property
enables the detection of image properties, including edges and textures, which are located
at different locations in the image and appear
as larger coefficients in subbands [11, 12].
2. Multi-Resolution Display: By applying a
wavelet transform to an image, four subbands
are produced, one of which is an approximation
of the image, and the other three subbands
complete the image details. At each of these levels, the image properties can be distinguished
in different locations and directions [13].
3. Human Visual System: Multi-resolution representation of the wavelet transform works fol-

lowing the eye-vision model in processing the
received images [13].
4. Complexity: The wavelet transform has the order of complexity of O(n), which is linear, while
the complexity of the DCT transform is of the
order O(nlog(n)) [9].
DCT is a widely used transform domain technique
among the first generation transform-based embedding systems and was later replaced by DWT due to
its better embedding capacity and imperceptibility
[14]. In addition to DWT, there are steganography
methods that used other types of wavelet tranform,
such as Integer Wavelet Transform (IWT), Complex
Wavelet Transform (CWT), or Dual-Tree Complex
Wavelet Transform (DT-CWT). Following is a review
of the works performed around the wavelet transform
domain.
Genetic algorithm-based steganography methods
using DWT and DCT are presented in [15]. In these
methods, the genetic algorithm was used to generate
a number of stego images based on the fitness functions. One of these images, which was more successful
in terms of statistical criteria, was selected as the best
stego image. It was observed that a method using
DWT was more successful in bit error rate (BER),
PSNR, and embedding capacity than the method using DCT. In DWT based method, the secret image
is converted to the wavelet domain and according to
the fitness function; different bands of the secret image are selected and embedded in the cover image.
This process continues until the best stego image is
obtained. This stego image is then given to a statistical properties test block. If the test results meet the
target criteria, that image will be an optimal stego
image. Extraction of the stego image is conducted
using the stego key. The secret image contained in
the stego image can only be extracted if the stego
key is recognized.
In [16], Ghasemi et al. used wavelet transform
and genetic algorithm in a steganography scheme.
A genetic-based mapping function is used to embed
data in DWT coefficients in 4 × 4 blocks onto the
cover image. The Optimized Pixel Adjustment Process (OPAP) is applied after embedding the message. The frequency domain has been used to improve
steganography robustness and the genetic algorithm
and OPAP have been used to obtain an optimal mapping function to reduce the error difference between
the cover and the stego image. As a result, the hiding capacity improves with less damage. The genetic
algorithm provides solutions based on the order of
embedding a secret message in pixels of each block
and evaluates each solution using PSNR criterion and
finally provides the best embedding order for each
block. This method has been very successful in im-
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proving the quality of the stego image, but it also has
a major drawback. This method requires the sender
to transmit the order of embedding specified by the
genetic algorithm as a key to the receiver, which is
practically impossible. This issue will be discussed
further in Section 4.
In [17], a new method was presented that used the
idea of Pixel Value Differencing (PVD) to embed in
IWT coefficients. In this method, the cover image is
transformed using IWT to obtain all four LL, LH,
HL, and HH subbands. Then, the PVD approach
is used to hide the secret information in the wavelet
coefficients of these subbands. The proposed method
first modifies the difference between two wavelet coefficients of a pair and then uses the modified difference
to hide the information. The results showed that this
technique outperformed other PVD-based techniques
in terms of hiding capacity.
In [18], two similar methods based on spatial and
frequency domains were proposed. In these methods,
frequency coefficients were divided into 3×3 windows.
The corner coefficients showed the edge strength of
the whole window and could determine the number
of secret bits that could be embedded in the other
coefficients of the window. In this way, edge identifier
coefficients were separated from data carrier coefficients, and the receiver could extract data without
any error. However, in every window, four coefficients
out of nine coefficients did not carry the data and
were only used for edge detection. Therefore, the capacity obtained in this manner will decrease and if
the length of the data is high, this method will have
lower quality than it could have.
In [19], a novel approach for data hiding in the
frequency domain was proposed using a genetic algorithm. Unlike other papers which selected regular
frequency domains like IWT in the frequency domain
selection phase, in this paper, the frequency space
was not constant and was chosen according to the secret information and cover images. Cover images were
mapped to a proper frequency domain using the concepts of adaptive wavelet transform and genetic algorithm. In the obtained space, encrypted information
had been embedded in the frequency coefficients that
represent edges of the image in the spatial domain.
Hence, the cover image will change the least and have
the most compatibility with the human visual system.
Simulation results showed that this method outperformed previous works in the PSPNR criterion.
In [20], a new method was proposed with the idea of
more embedding in edge coefficients. In this method,
after applying IWT conversion on the cover image,
the MSB part of the conversion coefficients was used
for decision-making on the embedding process. The
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embedding was done in such a way that there was
no change in the MSB part of the coefficients and
by receiving this part of the coefficients, the receiver
would be able to be aware of the sender’s decisions
and extract the embedded data. In this method, the
coefficients were classified according to their size, and
each group carried a certain amount of hidden data
based on the group label. Although this method is
not significantly superior to the compared methods
in terms of PSNR criteria, it has a higher PSPNR.
In [21], to construct the technique, Particle Swarm
Optimization (PSO), Bi-Orthogonal Wavelet Transform (BWT), and genetic algorithm were combined.
PSO was used to take the enhanced version of the
host image. The enhanced version of the host images
was sharper and brighter. The aim of BWT was to
choose the selective subbands of the host image. A
genetic algorithm was included to select the fittest
hidden image among a set of hidden images that
were created after mutation. Later, the hidden image would produce a confidential password using an
innovative technique. This combinational approach
of image steganography was quite safe for confidential data transmission and difficult for attackers to
retrieve the confidential data.
In [22], a novel IWT- and DWT-based steganography method was presented that used PSO to find
the optimal substitution matrix for converting secret
data into their substituted forms. In this method, an
OPAP was used to improve perceptual transparency
to obtain a stego image with low distortion. This
method improved the security, imperceptibility, and
robustness of the secret data by hiding them into
the wavelet coefficients of an image. Evaluation of
existing methods shows that one of the successful
ideas for increasing the security of steganography algorithms in both spatial and transform domains is
the use of optimization algorithms in the data embedding stage. Application of optimization algorithms
to steganography methods is usually performed in
three stages; before embedding, during embedding,
and after embedding. In the pre-embedding category,
the optimization algorithm is usually used to find the
best place to embed or modify message bits [23–26].
In the second category, the optimization algorithm
is used to determine the value of the stego image
pixel and how data is stored [27, 28], and in the third
category, the optimization algorithm helps to reduce
the changes resulting from the embedding [29, 30].
The most common and successful optimization algorithm used in the literature is the genetic algorithm.
There is limited use of other optimization algorithms,
such as PSO [31], Ant Colony [32], and Artificial Bee
Colony [33]. Consequently, in this paper, the genetic
algorithm was used in the proposed method.
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3

Proposed Method

This paper introduces a new algorithm for image
steganography based on DWT that embeds and extracts message data in this domain. In the proposed
method, a genetic algorithm is used as an optimization algorithm. Due to the ability of optimization
algorithms in finding near-optimal points in different
problems, using optimization algorithms in steganography methods can provide an appropriate fitness
function and help improve the steganography algorithm.
The general algorithm of the proposed method is
illustrated in Figure 2. Noteworthy, each steganography method has one or more keys, and the recipient
must be aware of their values. These keys are used
in the embedding process to increase security. Importantly, the keys are not long and can be exchanged
via a secure channel between the transmitter and receiver, which is not possible with long keys. In the
proposed method, there are two keys. The first key,
key1 , is used as the block size, and the second key,
key2 , as the kernel of the pseudo-random function of
the embedding order selection.

second and fourth steps are repeated the times equal
to the number of image blocks, and the third step
is repeated the times equal to the number of blocks
multiplied by the number of selected subbands. Since
the message embedding process in the LL approximation subband significantly affects image quality
and drastically reduces image quality, this subband is
not suitable for embedding. In contrast, embedding
in the HH subband causes the least damage to the
image quality. The proposed method considers two
modes: i) If low embedding capacity is needed, only
the HH subband will be used to embed the message,
and ii) If the target data exceeds the capacity of this
subband, all three subbands, HH, LH, and HL, will
be used for message embedding.
Once the proposed algorithm is specified, the only
obscure issue will be how to perform the third step
of the algorithm. At this point, instead of directly
embedding the data bits in the LSB of coefficients,
an algorithm based on the XOR logical function is
proposed. The steps are repeated in each subband
of each block. For this, the coefficients in a subband
are first considered as pairs. Each pair contains two
neighboring coefficients. In each coefficient pair, two
data bits are embedded. For embedding, two LSBs of
each coefficient within a pair are considered. Suppose
the coefficient pair P in the cover image contains two
coefficients, C1 and C2 . x1 x0 represents two LSBs of
the coefficient C1 , y1 y0 represents two LSBs of the
coefficient C2 , and the sender decides to embed two
data bits, d1 d0 , into the pair P . The sender changes
these coefficients in the stego image to C10 and C20 .
x01 x00 , are two LSBs of the coefficient C10 and y10 y00 ,
are two LSBs of the coefficient C20 . The sender makes
this change so that the receiver can obtain the desired
data from the XOR coefficients in the stego image. In
other words, Formula (1) should be established after
embedding the data into the stego image:
d1 d0 = x01 x00 ⊕ y10 y00

Figure 2. The general algorithm of the proposed method

The following are four steps of the embedding process in the proposed algorithm.
Step 1. Split the cover image into non-overlapping
blocks (with key1 ).
Step 2. Apply a 2 − D DWT on each block.
Step 3. Embed the secret message into any selected
subband in all image blocks (with key2 ).
Step 4. Apply the inverse DWT to each block and
obtain the final stego image.
In this algorithm, the first step is repeated once, the

(1)

To achieve this, it is clear that if these conditions are
met for the primary C1 and C2 coefficients in the
cover image, the same coefficients are placed on the
stego image without any change. Therefore, if the
conditions of Formula (2) are met, then: C10 = C1
and C20 = C2 .
d1 d0 = x1 x0 ⊕ y1 y0

(2)

However, if these conditions are not met, the sender
must create these conditions by changing the values
of C1 and C2 coefficients. Due to the sensitivity of
the steganalysis methods to the changes made in
the image for data embedding, in order to increase
the security of the steganography method, we should
make the least changes in the values of coefficients. It
will be shown below that these conditions are caused
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by increasing or decreasing one or both of the desired
coefficients (depending on the case) by one unit.
The two LSBs of each coefficient have four different
states: 00, 01, 10, and 11. Increasing or decreasing
each coefficient by one unit, changes the value of
these two bits. Figure 3 illustrates how this change
occurs. For example, if two LSBs of a coefficient have
the value of 00, by adding one unit to this coefficient,
the value of two bits will become 01, and if one unit
decreases, the value of two bits will become 11.

Figure 3. Change of the two LSB coefficients in the case of a
single increase (blue path) or decrease (red path)

The decision on how to change the two coefficients
depends on the original value of the two LSBs of each
coefficient and the data to be embedded. Therefore,
the values of x1 x0 , y1 y0 , and d1 d0 are important in
the decision-making process. The combination of the
values x1 x0 , y1 y0 , has 16 different states. However,
given the unimportance of the order of coefficients
and the elimination of duplicate states, 10 main states
remain for decision-making. There are three options
for each coefficient: unchanged, one-unit increase, and
one-unit decrease. So, there are nine options in each
case for a pair. For better understanding, these nine
options are presented in Table 1 for the coefficient
pairs with initial values of 10 and 6. Operations 1
and 2 are the decisions made for the first and second
coefficients, respectively. “No change” is shown by ×,
“one-unit increase” by ++, and “one-unit decrease”
by −−. After computing the new values of the coefficients and their two LSBs after the operation, the
extracted data is shown in the last column. If the
data to be sent is 00, the transmitter has three solutions, the least costly solution is not to change the
coefficients. If the target data is 01, the transmitter
has two solutions: keeping the first coefficient unchanged and adding one unit to the second coefficient,
or adding one unit to the first coefficient and keeping the second coefficient unchanged. In both cases,
the receiver can extract the 01 data from the new
coefficients. If the target data is 10, the transmitter
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still has two choices: increase the first coefficient and
decrease the second coefficient by one unit, or vice
versa. The transmitter also has two options for sending data 11: keeping the first coefficient unchanged
and subtracting one unit from the second coefficient,
or subtracting one unit from the first coefficient and
keeping the second coefficient unchanged.
To fully review the situation, the correct decisions
for different states are provided in Table 2 according
to the value of d1d0. In the proposed algorithm, the
transmitter has two choices for embedding data in
each state (Table 2). For example, if the first two low
bits of the coefficients are 00 and 00, the possible solutions for sending different data are as follows:
Data 00: No need to change (marked with ×)
Data 01: Increasing the first coefficient or the second
coefficient
Data 10: Decreasing the first coefficient and increasing the second coefficient, or increasing the first coefficient and decreasing the second coefficient
Data 11: Decreasing the first coefficient or the second
coefficient
Although the embedding method is specified, the
transmitter faces two solutions if the coefficients need
to be changed. Which solution should he/she choose
to make the change? If the solutions presented in
Table 2 are examined, it will be observed that the
magnitude of changes in both solutions is equal in all
cases. In other words, since steganography methods
try to minimize the changes in the image, one solution is superior to the other if it has fewer changes,
but in all cases in Table 2, both solutions make either
one change (increasing or decreasing one of the coefficients) or two changes (increasing or decreasing both
coefficients). Hence, one of the possible strategies for
selection can be a random selection. The advantage of
using random selection is simple and fast. Although
in single comparison mode it may not be possible to
identify a particular superiority for a solution, it is
possible to use an optimization algorithm to find a
set of choices that together create better conditions
for the stego image.
Given all the possible combinations of possible solutions for the coefficients of a subband, testing them
all and selecting the best one is not possible. For
this reason, using an optimization algorithm, one
can hope for achieving a near-optimal combination.
According to the description given in the previous
section, the proposed algorithm uses the genetic algorithm for this purpose and it is necessary to note
that the use of other optimization algorithms can also
be considered. In the genetic algorithm, a solution
with an answer vector is known as an individual or
a “chromosome”, and each chromosome is made up
of separate segments called “gene”. The definition
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Table 1. All Choices for the coefficient pairs with initial values of 10 and 6
Operation1

Operation2

C10

C20

x01 x00

y10 y00

d1 d0

×

×

10

6

10

10

00

×

++

10

7

10

11

01

×

−−

10

5

10

01

11

++

×

11

6

11

10

01

−−

×

9

6

01

10

11

++

++

11

7

11

11

00

++

−−

11

5

11

01

10

−−

++

9

7

01

11

10

−−

−−

9

5

01

01

00

Table 2. Solutions for different data according to the current status of the coefficients

x1 x0

y1 y0

00

00

00

01

00

10

00

11

01

01

01

10

01

11

10

10

10

11

11

11

d1 d0 = 00
d1 d0 = 01
d1 d0 = 10
d1 d0 = 11
Soultion1 Solution2 Soultion1 Solution2 Soultion1 Solution2 Soultion1 Solution2
− − C1 + + C1
×
×
+ + C1 + + C2
− − C1 − − C2
+ + C2 − − C2
− − C1 + + C1
+ + C1 − − C2
×
×
− − C1 + + C2
− − C2 + + C2
+ + C1 − − C1
− − C1 − − C2
×
×
+ + C1 + + C2
− − C2 + + C2
+ + C1 − − C1
− − C1 + + C2
+ + C1 − − C2
×
×
+ + C2 − − C2
− − C1 + + C1
×
×
− − C1 − − C2
+ + C1 + + C2
+ + C2 − − C2
+ + C1 − − C1
+ + C1 − − C2
− − C1 + + C2
×
×
+ + C2 − − C2
+ + C1 − − C1
+ + C2 + + C1
×
×
− − C1 − − C2
− − C2 + + C2
− − C1 + + C1
×
×
+ + C1 + + C2
− − C1 − − C2
+ + C2 − − C2
− − C1 + + C1
+ + C1 − − C2
×
×
− − C1 + + C2
− − C2 + + C2
− − C1 + + C1
×
×
− − C1 − − C2
+ + C1 + + C2
+ + C2 − − C2

of possible values for the gene depends on the problem. The first steps in the genetic algorithm are to
determine the structure of the chromosome and produce the initial population. In the proposed method,
the genetic algorithm is repeated for each subband of
each block. In each iteration, the chromosome length
is equal to the number of subband pairs that need to
be changed. The order of embedding in a subband
pair is determined by the key2 . In order to generate
the initial population, pairs are examined by order
of embedding. If a pair does not need to be altered,
based on the desired data, it is ignored, otherwise, a
gene is added to the chromosome and randomly assigned 1 or 2 in the gene, where the value 1 represents
the choice of solution 1, and 2 represents the choice
of solution 2 to change the corresponding coefficient.
Each optimization algorithm seeks to minimize (or

maximize) a fitness function (objective function) that
depends on the problem. According to the articles
reviewed in Section 2, there are various fitness functions in steganography methods that are applicable
at this stage. One of the most popular functions is the
PSNR function. This function is used as a criterion
for evaluating the quality of the stego image. Increasing the PSNR value means increasing the quality of
the stego image, that is, reducing the difference between the stego and cover image. This criterion can
be calculated using Formula (3):
M × N × 2552
P SN R = 10 log10 P
2
ij (yij − xij )

(3)

Where M and N are the block sizes, and xij and yij
are the pixel intensities in row i and column j before
and after embedding, respectively.
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The next step in the genetic algorithm is the formation of subsequent generations of populations based
on the selection process, crossover, and mutation.
In this implementation, the tournament selection
method to select parents, as well as single-point
crossover and permutation mutation (by randomly
choosing between swap, reversion, and insertion methods) were used. New offspring generated by crossover
and mutation operations are added to the previous population, and chromosomes with the highest
amount of fitness function are considered as the next
generation population, and the extra chromosomes
are deleted. By repeating the algorithm for a certain
number of times, the best chromosome is selected,
which is the best solution or output of the genetic
algorithm. The embeddingprocess is based on this solution, and finally, by applying a 2 − D inverse DWT
on all blocks, the stego image is obtained.

used:

4

4.1

Evaluation of the Proposed
Method

There are different parameters for comparing
steganography methods, which can be divided into
three main categories; stego image quality, embedding capacity, and attack resistance. The experiments
were performed on a 2.3 GHz processor with a RAM
of 8 GB and using MATLAB R2017b. Two sets of
images were used for comparisons: 60 images of the
SIPI dataset with the size of 512 × 512, and 400
randomly selected images from the INRIA Holidays
Dataset with dimensions of 400 × 400. Comparisons
were made at two embedding levels: embedding in
all HH subband coefficients (low capacity), and
embedding in all three HH, LH, and HL subband
coefficients (high capacity).
To make a comparison, the steganography method
presented in [9], which is a genetic algorithm-based
method on the wavelet transform domain, has also
been implemented separately and compared with the
proposed method for the three parameters mentioned
above. Although this method is relatively old, it has
been successful in improving the quality of the stego
image. Its major drawback is the need for a very long
and irrational embedding key. This method finds the
best embedding order through the genetic algorithm.
This order must be communicated with the receiver
as a very long-term key, which is impossible in practice. Therefore, the achievements of this method can
be considered as an ideal point that has not been
achieved in practice. In this section, the approach of
the proposed method to these achievements is evaluated, except that the proposed method does not have
a long-term key problem and is applicable in practice.
In the evaluation process, the following naming is
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• MYXORGA (n): This name is chosen for the
proposed method and n represents the number
of subbands used to embed, for which two values
of 1 (HH subband only) and 3 (HH, HL, and
LH subbands) are used in the tests.
• MYXOR (n): This is the same method as the
proposed one but the genetic algorithm step
has been removed from it. Thus, in this way
the choice between alternative solutions is random. By this approach, the impact of the genetic algorithm on the proposed method will be
determined.
• OPAPGA (k): This name is selected for the
method presented in [9] and k represents the
number of bits embedded in each coefficient.
The tests used two values of 1 and 3.
The Effect of Block Size on the
Performance of the Proposed Method

One of the parameters of any method that affects its
performance is the size of the selected blocks (key1 ).
In the first step, to determine the effect of block size
on the performance of the proposed method, stego
image quality criteria were measured for three test
images including Lena, Baboon, and Barbara, with
different block sizes. The test images are shown in
Figure 4, and the test results for the execution of
MYXORGA (1) are presented in Table 3. One of the
criteria is the MSE, which represents the mean square
error. Error is the difference between the cover and
the stego image. This index has always a non-zero
value, and the closer it is to zero, the lower is the error
rate. The second criterion is the PSNR. Larger values
of PSNR reflect better stego image quality. The SSIM
shows the structural similarity of the stego image to
the cover image. Structural information refers to the
interdependence of pixels, especially in the case of
pixels that are very close to each other. Ideally, this
value is 1.
Examination of the presented results in Table 3
showed that, as expected, all criteria were improved
with smaller blocks. In smaller blocks, due to the
smaller search space for the genetic algorithm, the
convergence speed of this algorithm was higher, and
thus, better results were obtained. Therefore, in the
next tests, the proposed method was performed with
a block size of 8.
4.2

Quality of the Stego Image

There are several criteria to compare the quality of
stego images. The MSE, PSNR, and SSIM criteria
were explained in the previous subsection. The aver-
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(b)

(a)

(c)

Figure 4. Three test images. (a) Lena, (b) Baboon, (c) Barbara
Table 3. PSNR, MSE, and SSIM results for test images with different block sizes

Lena
key1

Baboon

Barbera

PSNR MSE SSIM PSNR MSE SSIM PSNR MSE SSIM

512

51.77 0.4326 0.9976 51.75 0.4338 0.9992 51.74 0.4347 0.9976

256

51.82 0.4275 0.9976 51.78 0.4306 0.9992 51.78 0.4312 0.9976

128

51.89 0.4200 0.9976 51.85 0.4238 0.9992 51.86 0.4231 0.9977

64

52.05 0.4051 0.9977 52.00 0.4095 0.9992 52.01 0.4091 0.9977

32

52.30 0.3820 0.9978 52.25 0.3868 0.9993 52.25 0.3872 0.9978

16

52.50 0.3651 0.9979 52.52 0.3634 0.9993 52.52 0.3633 0.9979

8

52.54 0.3620 0.9979 52.52 0.3634 0.9993 52.52 0.3633 0.9979

age values of MSE, PSNR, and SSIM for 60 images of
the SIPI dataset are provided in Table 4 and Table 5.
Examination of these results revealed three points:
1. Adding the genetic algorithm step to the proposed method had a great impact on improving
the quality of the stego image.
2. As expected, the OPAPGA method produced
higher-quality stego images than the proposed
method because it was able to find the best embedding sequence. This superiority is higher in
terms of PSNR and MSE criteria, and lower in
the capacity embedding. In high-capacity embedding, the performance of the two methods
is very close, but due to the impracticability of
this method, the proposed method was able to
produce high-quality images close to the quality of the images produced by the OPAPGA
method and had no problem in practice.
3. At high capacity, the stego image quality in the
proposed method using all three subbands was
better than the OPAPGA method with more
than one bit embedded in each coefficient.
In the next step, the goal is to compare the proposed
method with a number of new methods. To perform
this test at a low embedding level, methods proposed
in [18], [19], and [20] were selected. Since methods in

Table 4. MSE, PSNR, and SSIM results for SIPI images (low
capacity)
PSNR

MSE

SSIM

MYXOR(1)

51.12

0.5023

0.9990

MYXORGA(1)

52.53

0.3620

0.9996

OPAPGA(1)

53.98

0.2589

0.9999

Table 5. MSE, PSNR, and SSIM results for SIPI images (high
capacity)
PSNR

MSE

SSIM

MYXORGA(3)

51.00

0.5203

0.9992

OPAPGA(3)

44.96

2.0717

0.9963

OPAPGA(1)

51.14

0.4993

0.9993

[19] and [20] claim their superiority in the PSPNR
criterion, this criterion was also used to compare the
proposed method with these methods. It is equal
if the carrier coefficients are edge points or not, as
PSNR criteria are pixel-based. Consequently, a parameter that considers the adjacent pixel to the intended one is introduced in [34]. In case the intended
pixel is on the edge of the image, it can be changed
to somewhat (jnd), and the remaining changes are
taken into account in the calculation of the varia-
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tion. Permissible range of change for each pixel can
be determined according to the pixel value and its
surrounding variance. This factor is referred to as
PSPNR and obtained via Formula (4), as follows:
P SP N R = 10 log10

M SEP =

1
MN

M X
N
X

2552
M SEP

Examination of these results shows that the proposed
method for both Baboon and Barbara images is more
successful than all the methods presented in [22], and
in the case of Lena image, the PSO-DWT method is
superior in terms of PSNR criterion.

(4)
Table 7. PSNR and SSIM results for test images (high capacity)

(|xij − yij | − jnd(i, j))

2

Lena

i=1 j=1

× δ(i, j)

Baboon

Barbera

PSNR SSIM PSNR SSIM PSNR SSIM

(5)

PSO-LSB [22] 51.14 0.9982 51.14 0.9987 51.14 0.9972

(
δ(i, j) =

1 if |xij − yij | > jnd(i, j)
0 if |xij − yij | ≤ jnd(i, j)

(6)

δ (local)
5 + xij

(7)

Where M and N are the block sizes, and xij and
yij are the pixel intensities in row i and column j of
cover and stego image. The word local that was used
in (7) means that we used a window with a size of
5. The value of variation in this window shows the
strength of edges.
The average values of MSE, PSNR, and PSPNR
for SIPI database images are presented in Table 4. It
can be observed that our proposed method has better
MSE and PSNR, compared to [18] and [19], and
better PSPNR for all 3 methods. Since the proposed
method changes each HH coefficient by a maximum
of one unit, the difference between many pixels in
the stego image relative to the cover is less than the
jnd threshold. For this reason, the proposed method
is much more successful than other methods in the
PSPNR criterion. It should be noted that in some
cover images, the PSPNR criterion calculated for
the proposed method is the INF value. Since the
Table 6. MSE, PSNR, and PSPNR results for SIPI images
(low capacity)
MSE

PSNR

PSPNR

[18]

0.6094

50.28

54.94

[19]

0.4176

51.92

55.07

[20]

0.2788

53.68

57.35

MYXORGA(1)

0.3620

52.53

71.77

new PSO-based method [22] has a high embedding
capacity, this method was selected to compare the
proposed method in the case of high capacity. For
this comparison, the test images of Figure 4 were
used. In [22], several methods have been proposed
and tested, the most successful of which were PSOLSB, PSO-IWT, and PSO-DWT. Table 7 presents
the PSNR and SSIM results of these methods and
the proposed method for the three sample images.
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50.48 0.9977 46.44 0.9985 49.85 0.9972

PSO-DWT[22] 51.64 0.9981 51.13 0.9974 51.11 0.9974

2

jnd(i, j) =

PSO-IWT[22]

MYXORGA (3) 51.23 0.9980 51.21 0.9989 51.21 0.9974

4.3

Security Analysis

The security test of a steganography method is a very
important issue for the feasibility of the method in
practice but is often overlooked in most articles. A
steganography method produces a stego image by
modifying the cover image. Steganalysis attacks use
these changes to discover the existence of hidden
data. With the discovery of the existence of data,
the method of steganography has failed. With the
increase in the number of these changes, the steganography method is more likely to be failed. One of the
numerical parameters indicating the accuracy of each
attack is the AUC value, which is the area under the
ROC diagram. This area is normalized to 1 for a fully
successful discovery method. If the AUC is close to
0.5, the attack will be unsuccessful, and therefore, the
embedding method is safer. SPAM attack with a 686dimensional feature vector [35] was used to compare
the security of the proposed method. To perform this
test, images of the second dataset are used. The ROC
diagram of this attack for different methods in two
embedding levels is shown in Figure 5 and Figure 6.
The AUC values of the attack for these two embedding levels are also presented in Table 8 and Table 9.
A review of the SPAM attack results shows that
Table 8. AUC results for SPAM attack for the images of
INRIA Holidays Dataset (low embedding)
AUC
MYXOR(1)

0.6455

MYXORGA(1)

0.5964

OPAPGA(1)

0.5900

the security of the proposed method is improved by
using the genetic algorithm. On the other hand, the
performance of the proposed low-capacity method is
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(b)

(a)

(c)

Figure 5. ROC diagram for SPAM attack against (a) MYXOR (1), (b) MYXORGA (1), and (c) OPAPGA (1) methods (low capacity)

(c)

(b)

(a)

Figure 6. ROC diagram for SPAM attack against (a) MYXOR (3), (b) OPAPGA (3), and (c) OPAPGA (1) methods (high capacity)

Table 9. AUC results for SPAM attack for the images of
INRIA Holidays Dataset (high embedding)
AUC
MYXORGA(3)

0.7104

OPAPGA(3)

0.8595

OPAPGA(1)

0.7450

similar to the OPAPGA method. The accuracy of
the attack to detect the proposed method is about
0.59 when embedding is done in the HH subband
(low capacity). Another important point is the higher
security of the proposed method at a higher capacity (embedding is done in three subbands) than the
OPAPGA method, which demonstrates the success
of the proposed method over the OPAPGA method.
Finally, the method is operational in practice.

5

of secret data. Otherwise, a one-unit increase or decrease of one or both coefficients will produce the
desired XOR result. The proposed method uses a genetic algorithm to select a new value for the pair of
adjacent coefficients that need to be changed. Comparison results at both embedding levels (high and
low) show that the proposed method produces stego
images with very high PSPNR and in most cases is
more successful than existing methods in producing
high-quality stego images. The discovery accuracy of
the proposed method by SPAM attack at a low and
high capacity is about 59% and 75%, respectively.
Therefore, the proposed method in this paper, in addition to having an appropriate stego image quality
and capacity, has good security against existing attacks. One of the most important advantages of the
proposed method is providing a solution for image
steganography with a short embedding key so that it
is practically feasible.

Conclusion

Image steganography with data embedding in DWT
coefficients is one of the most attractive and successful areas of information hiding. The proposed method
in this paper uses optimization algorithms to embed
in this domain. In this way, the image is divided into
8 × 8 non-overlapping blocks. Then, a 2 − D DWT is
applied to each block. No change in the coefficients
will occur if the XOR result of the two LSBs of the
two adjacent coefficients is identical to the two bits
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