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ABSTRACT
Since their introduction, Cognitive Radio Networks (CRN), as a new solution
to the problem of spectrum scarcity, have received great attention from
the research society. An important field in database-driven CRN studies
is pivoted on their security issues. A critical issue in this context is user’s
location privacy, which is potentially under serious threat. The query process
by secondary users (SU) from the database is one of the points where the
problem rises. In this paper, we propose a Privacy-Preserving Query Process
(PPQP), accordingly. This method lets SUs deal in the process of spectrum
query without sacrificing their location information. Analytical assessment
of PPQP’s privacy preservation capability shows that it preserves location
privacy for SUs against different adversaries, with very high probability.
Relatively low communicational cost is a significant property of our protocol.
c 2020 ISC. All rights reserved.

1

Introduction

he idea of Dynamic Spectrum Access (DSA) has
T
received great attention over the past decade, due
to ubiquitous wireless network availability and rapid
growth of wireless technologies. As opposed to conventional static spectrum management strategies, in
DSA, spectrum bands are not exclusively used by one
group of users. Instead, a second network consisting
of Secondary Users (SU) are allowed to opportunistically access the unoccupied portions of the spectrum
as long as they do not cause harmful interference to
the license-holders or the Primary Users (PU). The
∗ Corresponding author.
Email addresses: z salami@ee.kntu.ac.irm,
m_ahmadian@kntu.ac.ir, aref@sharif.edu,
hodajannati@ipm.ir
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technology that enables implementation of this idea
is Cognitive Radio (CR) and the secondary network
is therefore called a Cognitive Radio Network (CRN).
In a CRN, the SUs usually apply two methods to
detect locally unused frequency bands or white spaces.
The first approach is sensing the spectrum. In this
method, by listening to a channel, an SU determines
whether any PU in its vicinity is utilizing the channel
or not. This technique has been shown not to be effective as a standalone method [1]. The second method
which has been adopted by the Federal Communications Commission (FCC) in its latest rule [2], is
querying a database to achieve Spectrum Availability
Information (SAI). This alternative has been considered the most efficient technique currently available
to share the unused spectrum [1].
In spite of providing several advantages, querying
a white space database in its present manner, im-
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poses serious privacy concerns to the users. This is
because according to the latest standard, i.e. Internet Engineering Task Force (IETF) Protocol to Access White-Space (PAWS) Databases [3], SUs must
issue their precise GPS coordinates as part of their
query. An attacker, e.g. the untrusted database, can
easily misuse this information to breach user’s privacy. This is while usually users are strictly reluctant
to share their location information. This is because
breach of users’ location privacy can reveal their personal habits, interests and secrets and may also expose them to unwanted advertisements and locationbased spam or even make them victims of blackmail
or physical violence [4]. Other sources of location
information leakage that may arise from databasedriven CRN architecture are the Maximum Transmit
Power (MTP) and the list of available channels in
the query’s response [5]. To address these problems,
location privacy in database-driven CRNs has gained
researchers’ great attention in recent years.
To this end, in this paper we design a protocol
that prevents SU’s location being revealed during the
querying process. In our protocol we combine the
ideas of spatial cloaking and homomorphic cryptography. Since their introduction, homomorphic cryptosystems have been used widely in providing solutions to problems in the context of privacy [6]. For
instance, some existing works on Location Based Services (like [7]) utilize such systems for protecting users’
privacy. Another idea to protect location privacy is
cloaking methods. Spatial cloaking is a technique to
blur a user’s exact location into a spatial region in
order to preserve her location privacy (like in [8]).
The most popular privacy requirement for the spatial cloaking technique is k-anonymity [9]. It means
that the user’s location information reported to the
service provider should be indistinguishable from at
least k − 1 other users. We take advantage of both
ideas to design a privacy protecting protocol for relatively stationary users with outstanding property of
low communicational cost.
The contributions of this paper can be summarized
as follows. We propose the Privacy-Preserving Query
Process (PPQP) as a method that lets SUs access
the SAI of their cell while keeping their location coordinates unrevealed. The required level of privacy in
PPQP can be achieved through adjustment of some
user-controlled parameters. In fact higher level of privacy could be achieved in the expense of more computational complexity. In our design we try to avoid
imposing too much communicational overhead to the
cognitive radios. We analyze the security of our protocol and show that neither the untrusted database,
nor any PU or even any external attacker can gain
any probabilistic advantage in attempt to find out
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SU’s location. Furthermore, we show through a complexity analysis, that the communicational overhead
of PPQP is relatively low and is smaller compared to
previous works. Finally, we evaluate the performance
of our protocol through simulations to observe the
performance in terms of runtime.
The organization of this paper is as follows. Section 2 reviews the related work. In Section 3 we talk
about homomorphic encryption, describe the Paillier
cryptosystem [10] and study a technique based on its
properties. Section 4 describes the system model, including system architecture and the adversary model.
We introduce PPQP in Section 5 and the privacy of
the protocol is analyzed in Section 6. In Section 7
we present a complexity analysis of the protocol. We
then evaluate the performance of our protocol in Section 8. Finally, Section 9 concludes this paper.

2

Related Work

During few recent years users’ location privacy in
database-driven CRNs has become a center of focus
among researchers who work on contexts associated
with security in CRNs. Works that issue this problem are mostly based on either k-anonymity [9] or
Private Information Retrieval (PIR) [11]. However,
some adopt miscellaneous other concepts.
Techniques based on k-anonymity attempt to guarantee that a user’s location is indistinguishable among
k users. Li et al. [12] apply k-anonymity to introduce
a method, which cuts off the relationship between
SU’s location and its register data in the DB. This
method protects SUs’ location privacy during the
commitment phase. In their framework they consider
a number of Base Stations (BS), which SUs are associated with. Zhang et al. present a method in which
SUs query the DB by sending a cloak region that
includes their own location [13]. They use another kanonymity approach to protect PUs’ location privacy,
too.
Some other techniques on the other hand, are based
on PIR technique. Gao et al. [14] exploit some blinding factors to hide SU’s location during the query
process. The SU keeps the secure blinding parameters
to retrieve the SAI of its location later. This work
applies PIR method of [15]. Troja et al. [16] offer a
method based on another PIR [17]. The method is
mainly efficient for mobile SUs. In this method the
coverage area is divided into multi-cell blocks and
neighbor SUs exchange SAI, so that fewer queries
from the DB would be necessary. Same authors propose another method [18], which takes advantage of
Hilbert space filling curve [19]. This work also mainly
considers mobility of users.
A number of other works apply different concepts
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to build their techniques. Salami et al. introduce
a cryptography-based protocol for spectrum sharing [20]. Taking advantage of some well-known cryptosystems, their protocol protects location privacy
for SUs and PUs, simultaneously. They consider Base
Stations for both primary and secondary networks.
Other work that protects bilateral location privacy
of both PUs and SUs is [21]. Both groups of users
solve an optimization problem that maximizes their
bilateral utility considering differential privacy [22].
They then obfuscate their location accordingly. Chen
et al. also protects location privacy for users of primary and secondary networks [23]. To let parallel
queries they use data-oblivious sorting networks in
their design. They combine garbled circuits [24] and
XOR secret sharing [25] on the DB side. Grissa et
al. propose an approach that offers an unconditional
privacy to SUs within the DB’s coverage area [26]. In
this scheme SU only sends its characteristics, but not
its location to the DB using cuckoo filter [27].
Although the location privacy of PUs is of
paramount importance, especially in the case of
military incumbent systems that have stringent requirements in terms of security and privacy, little
work has exclusively focused on it [5]. Bahrak et
al. describe an attack by SUs to geolocate a PU
and then propose techniques to thwart against the
attack [28]. Authors in [29] and [30] have a general
view towards the issue. The former explores whether
PUs can retain a critical level of privacy in a spectrum sharing network, and the latter develops an
analytical model to analyze the vulnerability of PU’s
frequency to inference attacks.
Therefore, the previous work that also applies spatial cloaking region idea is the one by Zhang et al. [13].
In their method, the SU sends a square cloak region
containing its real location to the DB. In response,
the DB sends the SAI of the whole square (n×n cells)
to the requesting SU. In our work, however, the information of 2n cells is transmitted. Compared with
download of all n × n cells, a reduction of n2 times in
the communicational complexity is observed for the
same level of privacy.

3
3.1

Preliminaries
Homomorphic Encryption

In mathematics, the term homomorphic describes
the transformation of one dataset into another while
preserving relationships between elements in both sets.
Homomorphic encryption schemes are cryptosystems
that allow computations to be performed on data
without decrypting it. They allow computations to
be carried out on ciphertext to generate an encrypted
result which, when decrypted, matches the result of

some other known operations on the plaintext [6].
Homomorphic cryptosystems can be served as a
useful tool for hiding the desired information throughout execution of a protocol, by conducting some of
the original operations in the encryption domain. In
other words, one can implicitly make the plaintext
undergo certain operations by performing other specific operations on the corresponding ciphertext, in
the encryption domain. This is a desirable feature in
modern communication system architectures.
RSA [31] is the first public-key encryption scheme
with homomorphic properties. In 2009, IBM researcher Craig Gentry came up with the first fully
homomorphic encryption scheme [32]. Unfortunately,
Gentry’s method also adds immense computational
requirements to computational tasks that would be
simple with unencrypted data and there is a long
way to go before it will be widely usable. One of
the most well-known homomorphic cryptosystems is
the Paillier cryptosystem [10], proposed by Pascal
Paillier in 1999. It will be described briefly in the
next subsection.
3.2

Paillier Cryptosystem

The general structure of Paillier public key encryption
scheme is as follows.
Key Generation: To establish a public key two random primes, p and q, are selected in such a way that
the factorization problem is intractable and N = p×q
is constructed. However, the module with which encryption and decryption will be performed, is N 2 .
∗
Then a random integer g ∈ ZN
2 is selected, such


λ
2 −1
that µ = L g mod N
mod N exists, where
L(z) mod N 2 = z−1
.
(g
is
sometimes
said to be semiN
random, since there are a few values that do not satisfy the existence of µ.) The integer µ, along with
λ = Lcm(p − 1, q − 1) form the private key of the system, Kpri = (λ, µ). And Kpub = (N, g) is distributed
as the public key.
∗
, a ranEncryption: To encrypt a message m ∈ ZN
∗
dom number s ∈ ZN is chosen. Then the cipher∗
text c ∈ ZN
2 is produced in this way: c = Es (m) =
m N
g s mod N 2 .

Decryption: Having the ciphertext c, the plaintext
message m could be obtained by:

L cλ mod N 2
m = D(m) =

where L(z) =

L g λ mod N 2

!

 mod N ,

z−1
N .
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3.3

• A list of some available channels, like chi (the
DB announces only a subset of all available
channels and not the full list of them)
• Maximum Allowable Transmission Power
(MATP) on each channel, Pi
• A time stamp, ti , indicating how long the channel is available for secondary usage throughout
that cell.

Encryption Domain Matrix
Multiplication

The Paillier cryptosystem has two important homomorphic properties. The first one is the additive homomorphic property. It means that one can compute the addition of two plaintexts, m1 and m2 , i.e.
(m1 + m2 ), in the encryption domain, given only their
ciphertexts, Es1 (m1 ), and Es2 (m2 ). This is done by
multiplying the two latter:
D(Es1 (m1 ).Es2 (m2 ) mod N 2 ) = m1 + m2 .
The second homomorphic property of Paillier is
obtaining the multiplication of two plaintexts, m1
and m2 , i.e. (m1 × m2 ), in the encryption domain,
given Es1 (m1 ) and m2 as follows:
D((Es1 (m1 ))

m2

n
Y

(ci,j )

After receiving the SAI, the querying SU chooses
one channel according to its own strategies and priorities. These could be for example [3]:
• The frequencies that permit the highest power
• Frequencies that are available for the longest
period of time
• Just the first set of frequencies that matches its
needs

mod N 2 ) = m1 × m2 .

The above two properties, imply a trick to apply
in matrix calculation. Imagine we have a plaintext
matrix, A = (aj,k ) , 0 ≤ j < m, 0 ≤ k < n and a
ciphertext (encrypted) matrix, C = Es (B), i.e. ci,j =
Esij (bi,j ) , 0 ≤ i < t, 0 ≤ j < m. We would like
to obtain the encryption domain multiplication of
matrix A with matrix C, without knowing matrix B.
The encrypted multiplication matrix, D = (di,k ) , 0 ≤
i < t, 0 ≤ k < n, can be obtained as:

di,k =

Therefore the SAI of each cell can be shown in the
general form of (chi , Pi , ti ).

aj,k

=

j=1

n
Y

a
Esij (bi,j ) j,k .

Then the user starts operating on that channel
considering the MATP and the valid time span. In
our system model we also assume that SUs are able
to perform cryptographic operations.
4.2

The final goal of an adversary in the context of location privacy is to find out the location of a user. We
define the privacy requirement in this paper as an
adversary’s incapability to find the exact location of
an SU. With this regard, three kinds of adversaries
could be imagined:
(1) A curious-but-honest database that follows the
protocol honestly, but is willing to acquire the
location coordinates of querying SUs.
(2) A PU that tries to understand where the location of a user from the secondary network (a
SU) is.
(3) An external adversary that wants to find out
the location of the SUs. This could be due to
curiosity, financial ends, or any other reason.

j=1

This operation is called Encryption Domain Matrix
Multiplication (EDMM). Now on, we will indicate
EDMM operator by ∗. That is: D = A ∗ Es (B).

4
4.1

Protocol Model
System Model

Our system consists of a primary and a secondary
network. A database (DB) houses an up-to-date
repository of spectrum usage information of all PUs
throughout its coverage area, which is assumed to be
divided into M equal cells. When an SU requires a
channel, it queries the DB to get the SAI. The SAI
is calculated according to the specific ruleset of the
network.
As was indicated, the current standard which is
applied in database-driven CRNs is the Internet Engineering Task Force (IETF) Protocol to Access WhiteSpace (PAWS) Databases [3]. According to this standard the SAI should contain the following information:
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Adversary Model

Adversaries 2 and 3 can be analyzed quite similarly.
We will present a detailed privacy analysis of PPQP
against each adversary in Section 6.

5

Protocol Description

In this section we describe the PPQP protocol in a
step by step manner.
5.1

Overview of the Protocol
• Initialization:
Step 1: Every SU chooses a Query Region
(QR), which will remain unchanged. The size
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of the QR, i.e. the number of cells inside it, is
decided according to the level of privacy that
the SU intends to achieve. This size cannot be
larger than a limit which is predefined by the
DB, in order to restrict computational complexity of the protocol. The SU announces its QR
to the DB. The SU also chooses a pair of public
and private keys for the Paillier cryptosystem.
• Query Process:
Step 2: Whenever an SU needs a channel, it
sends a Channel Request Message (CRM) to
the DB. This message contains all required characteristics according to the ruleset besides the
SU’s ID.
Step 3: The SU encrypts the coordinates of
row and column in which it is located inside
the QR with its own private key and sends the
encrypted values to the DB.
• Query Reply:
Step 4: DB arranges SAI for cells within the
QR of the requesting SU inside a matrix. This
step and the previous one could be performed
simultaneously and not necessarily in sequential
order.
Step 5: Then the DB multiplies the SAI matrix
with user-sent vectors in encryption domain and
sends the result back to the SU.
Step 6: The SU decrypts the received message
from the DB to obtain the SAI of its cell. Then
it picks up its desirable channel according to
its requirements and starts activation on that
channel. An overview of the protocol is given
in Figure 1.

lightweight stream cipher. Therefore they should
share a secret key in advance. Every SU also chooses
a pair of public and private keys, Kpub and Kpri , for
the Paillier cryptosystem, where Kpub = (N, g) and
Kpri = (λ, µ).
Step 2: When an SU needs a channel, it sends a
CRM to the DB. The CRM contains user ID, which
has been assigned by the DB through SUs initial
registration to the network. Other parameters, such
as antenna height and other characteristics may also
be necessary according to the ruleset that governs
the network.
Step 3: The SU is located in cell (r,c) of the QR.
This can be translated into two 1-Hamming weight
vectors, of which only the (r)th or (c)th element is
equal to one. The SU applies Paillier to encrypt the
two vectors element-wise and sends the resulted bivectors to the DB:
r̄enc = (Es1 (0), . . . , Esr (1), . . . , Esm (0)),
c̄enc = (Et1 (0), . . . , Etc (1), . . . , Etn (0)),
where s1 , . . . , sm and t1 , . . . , tn are random numbers chosen by the SU for Paillier encryption.
Regarding Paillier encryption scheme (Section 3.2),
the vectors are in fact equal to:
r̄enc = (s1 , . . . , sr g, . . . , sm ) mod N 2 ,
c̄enc = (t1 , . . . , tc g, , tn ) mod N 2 .
Step 4: Upon reception of the CRM, the DB arranges
the SAI for the cells within the QR of the requesting
SU. We indicate this n × m matrix by SAI:



5.2

Protocol Details

We will now present a detailed description of the
protocol.
Step 1: At the beginning of the whole protocol, each
SU decides on a QR. A QR is an n × m rectangle,
where n and m are upper-limited by the DB. Every
cell in the QR is indicated by a (row,col) pair, where
0 ≤ row < n and 0 ≤ col < m are the row and
column number, respectively. The QR is arbitrarily
chosen around SU’s real location, locSU = [xSU , ySU ].
We will show the corresponding index of SU’s cell
within the QR by (r,c). The coordinates of (0,0) cell
(the origin cell), loco = [xo , yo ], along with n and m
uniquely describe a QR. This triple is reported to the
DB:
QR := h[xo , yo ], n, mi.
The QR is encrypted before reporting to the DB.
For this purpose, SU and the DB may utilize a

a11

 ..
SAI =  .

an1


· · · a1m

. 
..
. ..  .

· · · anm

Step 5: The DB then performs an encryption domain
matrix multiplication (Section 3.3) on SAI with r̄enc
and c̄enc . It is easy through some manipulation to
show that:

def
r̄enc ∗ SAI ∗ c̄Tenc = E (arc ) = aSU
enc
which is the encrypted value of the SAI of SU’s cell.
Then aSU
enc is sent to the SU.
Step 6: The SU decrypts aSU
enc with its private key
to obtain the SAI of its own cell. Then it picks up a
channel, tunes on it and starts utilizing the channel.
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Figure 1. PPQP protocol structure

5.3

Efficiency Improvement

In order to improve PPQP to make it more efficient
both computationally and communicationally, small
changes may be applied.
According to Section 5.2, in PPQP the user sends
both its row and column vectors (in the encrypted
form) to the DB, in order to access the SAI of the
cell in which it is located. As an alternative, the
SU may receive the SAI of the whole row or the
whole column and select its own cell. While still being
much more efficient than downloading the SAI matrix
of the whole QR, this approach reduces the total
communicational and computational cost significantly.
We will discuss the cost benefit in more detail in
Section 7.
In the improved version of the protocol, Steps 1,
2 and 4 remain the same as in Section 5.2. Steps
3, 5 and 6 should be modified as follows. Here we
assume that SU is willing to decrypt and send its
row vector. The case in which the column vector is
intended would be similar.
Step 1 (unchanged): At the beginning of the whole
protocol, each SU decides on a QR. A QR is an n × m
rectangle, where n and m are upper-limited by the DB.
Every cell in the QR is indicated by a (row,col) pair,
where 0 ≤ row < n and 0 ≤ col < m are the row and
column number, respectively. The QR is arbitrarily
chosen around SU’s real location, locSU = [xSU , ySU ].
We will show the corresponding index of SU’s cell
within the QR by (r,c). The coordinates of (0,0) cell
(the origin cell), loco = [xo , yo ], along with n and m
uniquely describe a QR. This triple is reported to the
DB: QR := h[xo , yo ], n, mi..
The QR is encrypted before reporting to the DB.
For this purpose, SU and the DB may utilize a
lightweight stream cipher. Therefore they should
share a secret key in advance. Every SU also chooses
a pair of public and private keys, Kpub and Kpri , for
the Paillier cryptosystem, where Kpub = (N, g) and
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Kpri = (λ, µ).
Step 2 (unchanged): When an SU needs a channel,
it sends a CRM to the DB. The CRM contains user
ID, which has been assigned by the DB through SUs
initial registration to the network. Other parameters,
such as antenna height and other characteristics may
also be necessary according to the ruleset that governs
the network.
Step 3m. The SU applies Paillier cryptosystem to
encrypt its binary row vector element-wise, to achieve:
r̄enc = (Es1 (0), . . . , Esr (1), . . . , Esm (0))
= (s1 , . . . , sr g, . . . , sm ) mod N 2 .
Then it sends r̄enc to the DB.
Step 4 (unchanged): Upon reception of the CRM,
DB arranges the SAI for the cells within the QR of
the requesting SU. We indicate this n × m matrix by
SAI:



a11

 ..
SAI =  .

an1


· · · a1m

. 
..
. ..  .

· · · anm

Step 5m. The DB performs an encryption domain
matrix multiplication (Section 3.3) on SAI with r̄enc ,
def
to achieve r̄enc ∗SAI = (E (ar1 ) , . . . , E (arc ) , . . . , E (arm )) =
r̄
th
āenc , which is the ciphertext of (r) row of SAI
matrix of the QR, SAI. This vector is sent back to
the SU.
Step 6m. SU decrypts only the (c)th element of ār̄enc
using its private key, to obtain the SAI of its own
cell. Then it decides a channel to pick up, tunes on
it and starts utilizing the channel. We will discuss
the benefits of the modified version in more details
in Section 8.
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6

Privacy Analysis

This section models the privacy requirements through
a game between adversary A and challenger C, to
examine the security properties of PPQP protocol.
Adversary A could be the DB, a PU or an external
attacker, as indicated in Section 4.2. Then, the probabilistic advantage of adversary A in winning the
game is calculated. The goal is to show that even if
the adversary has some a priori information regarding the SU’s location, PPQP can satisfy the privacy
requirement described in Section 4.2.
The game can be generally described as follows.
Setup: The adversary A chooses two distinct random
locations (cells), like loc0 and loc1 , among the M cells
that the DB covers.

tect a having (r̄enc and/or c̄enc and aSU
enc (or
ār̄enc ) is negligibly better than that of randomly
guessing. Therefore, we can say that for any adversary, Pr(b = a) = 12 + ε where ε is a small
enough real number.
0
(2) loca is not located inside QR: Depending on
whether the adversary is the DB or not (it can
be a PU or any external attacker), the result
is different. When the DB plays the role of the
adversary, since it knows QR, it will definitely
know the value of bit a, i.e. Pr(b = a) = 1.
However, if another entity plays the role of A,
since it does not have any information about
QR, it must guess the value of a randomly, i.e.
Pr(b = a) = 12 + ε, where ε is a small enough
real number.

Challenge: C provides A with protocol transcript
r̄
(r̄enc and/or c̄enc and aSU
enc or āenc ) and asks A about
a.

Before computing the probabilistic advantage of
adversary A in this game, we should identify the
occurrence probability of each of the 
above-cited cases.
a0
For case 1 we have Pr loc ∈ QR = nm
M where n
and m are the dimensions of QR and M is the total
number of cells in DB’s coverage area.


0
For case 2 we have Pr loca ∈
/ QR = 1 − nm
M .

Guess: A guesses a bit b ∈ {0, 1} according to the
information it has received and sends it back to C. A
wins the game if b = a; otherwise, A loses.

Now, we can derive the following probabilistic advantage for adversary A, according to whether it is
the DB or not:

Algorithm execution: The challenger C chooses a
random bit a ∈ {0, 1}. It selects loca as the location of
the SU in the protocol. C then executes the protocol
accordingly.

We measure the probabilistic advantage for adversary A in this game, when it correctly guesses bit a in
the proposed protocol. This is referred to as user location advantage of adversary A and will be denoted
by Adv(A) = |Pr(b = a) − 12 | (as in [33] and [34]). To
measure this advantage we consider two cases: when
loca0 is located inside the QR and when it is not. By
a0 we mean the complement of bit a. In other words,
0
loca is the location which has not been involved in
the protocol.

• Adversary A is the DB
Adv(DB) = |Pr(b = a) −
a0

∈ QR Pr b = a | loc

∈ QR

a0

a0

+ Pr loc
=
=

nm
×
M
1
2





∈
/ QR Pr b = a | loc

1
+ε
2

nm
M

1−

a0



= |Pr loc



1
|
2



 

+

+

1−

nm
M






∈
/ QR −

×1−

1
|
2

1
2

nm
ε.
M

0

(1) loca is located inside QR: If the adversary is
not the DB, it does not have any information
about QR. Because QR is reported to the DB
through an encrypted message. Therefore, it
must randomly guess the value of a. If the adversary is the DB, although it knows QR, since
this area has been arbitrarily chosen by the SU,
the DB still cannot find out anything about
a. Moreover, the Paillier encryption has indistinguishable ciphertexts under chosen-plaintext
attack. This means that for any probabilistic
polynomial-time adversary A, given an encryption of a message randomly chosen between two
known messages, the success probability of A
to identify the chosen message is negligibly better than that of randomly guessing. Hence, in
this case, the success probability of A to de-

According to the above equation, by increasing the number of cells in the QR, the information obtained by the DB about SU’s location
can be decreased. (Note that ε is a negligibly
small number). Therefore, the larger the number of cells in the QR, the less the advantage
gained by an untrusted DB. However, it would
result in more complexity.
• Adversary A is not the DB
1
|
2

Adv(others˙than˙DB) = |Pr(b = a) −
a0

a0



= |Pr loc

∈ QR Pr b = a | loc

∈ QR



1
|

 
 
 2
nm
1
nm
1
1
=
×
+ε + 1−
×
+ε −
M
2
M
2
2
a0

+ Pr loc



a0

∈
/ QR Pr b = a | loc



∈
/ QR −

= ε.
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Therefore, the information any adversary other
than the DB could obtain about SU’s location is
negligibly small.

7
7.1

Table 2. Computational cost of method II
SU
Modular Exponentiation 1

Complexity Analysis

Modular Multiplication
Modular Addition

Computational Complexity

To evaluate the computational overhead of our protocol, we consider the operations performed by SU and
the DB in one round of the protocol. Hereafter, we
indicate the basic form of the protocol by Method I
and call the efficiency-improved version Method II.
On SU side: n + m − 2 (in Method I) or n − 1 (or
m − 1) (in Method II) Paillier encryption processes
on “0” plaintext and two (in Method I) or one (in
Method II) encryption process(s) on “1” plaintext
should be performed. This is while each encryption
process requires one modular exponentiation and one
modular multiplication. Although this is true in general case, considering the specific values of the plaintexts, each encryption process reduces to only two
multiplications in Method I and one in Method II.
Furthermore, in the last step of the protocol, SU
performs one decryption process (in both Methods),
consisting of one modular exponentiation, one modular multiplication and one modular addition.

7.2

DB

Modular Exponentiation 1 nm + m
Modular Multiplication

3

nm − 1

Modular Addition

1

−

On the DB side: The computational job of the DB
takes place in the 4th step of the protocol. In Step 4 of
Method I, the DB first performs the EDMM process
on the SAI matrix with SU’s encrypted column vector. Then it executes another EDMM on the resulted
vector with SU’s encrypted row vector. The fo4rmer
requires a total of nm modular exponentiations plus
m(n − 1) modular multiplications. The latter takes
m modular exponentiations, plus m − 1 modular multiplications. Resulting in a total of nm + m modular
exponentiations, plus nm − 1 modular multiplications
(see Table 1).
In Method II, only one EDMM is to be performed,
reducing DB’s computational task to nm modular
exponentiations and nm − n (or nm − m) modular
multiplications (see Table 2).
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Communicational Complexity

The communicational overhead in the second
method seems to be much more fairly distributed
between the two sides. While the SU sends an n(or
m)-element vector in Step 3, the DB replies with an
m(or n)-element vector in Step 5. The total communication complexity for Method II is therefore
(n + m)log p bits.
The communicational cost for PPQP is summarized
in Table 3.
Table 3. Communicational cost in PPQP
SU

DB

Total

Method I (n + m)log p log p (n + m + 1)log p
Method II

SU

2 nm − n
1

In Step 3 of Method I, the SU should send the encrypted values of its row and column vectors to the
DB, which contain n and m elements, respectively.
Assume that a log p-bit cryptosystem is being utilized. This results in a total of (n + m)log p bits for
the user. On the other hand in Step 5, during Query
Reply Process, the DB sends back a single log p-bit
message to the SU. The total communicational overhead of Method I is thus (n + m + 1)log p bits.

The computational complexity on SU side is summarized in Table 1 and Table 2 for Methods I and II,
respectively.

Table 1. Computational cost of method I

DB
nm

7.3

nlog p

mlog p

(n + m)log p

Comparison with Other Works

We will compare PPQP’s communicational cost with
similar previous approaches. Scaled for providing privacy among whole coverage area, communicational
complexities are shown in Table 4. Here, M indicates
number of cells under coverage of the DB and log p is
the output length of the cryptosystem. Other parame√
ters will be introduced in each case. We put n = M
in PPQP’s complexity phrase, 2nlog p, to scale the
QR to the whole coverage area.
Table 4. Communicational cost comparison
Method
K-Spectrum Query [13]

Communicational Complexity
M log (|SAI|)
1

LPDB [26]
PriSpectrum [14]
PPQP

log ( )+2
ε
query + %.s.M.
α
√
(2 M + 3)log p
√
2 M log p

K-Spectrum Query, the method represented in [13],
like ours, takes advantage of the concept of cloaking
region. SUs choose square query regions and report
it to the DB. In response to a CRM, the DB sends
the SAI of all cells within the query region to the
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requesting SU. This, of course, occupies a great portion of the available bandwidth and in turn reduces
network’s throughput significantly. The communicational complexity of K-Spectrum Query is given as
M log (|SAI|), where log (|SAI|) is the bit-length of
the SAI of each cell. It can be easily seen that if the
following inequality is satisfied, PPQP’s complexity
is less than that of K-Spectrum Query:
log p
log (|SAI|) > √ .
M
The worst
√ case happens when log p has its maximum and M its minimum values. A bit-length of
2048 bits usually provides satisfactory level of security
and on the other hand, no longer bit-lengths are intended in order to avoid very large communicational
cost. M may take different values. For instance, in
simulations presented in [26] M is taken of order 105 .
In [14] authors have assumed values around 104 for
M . Putting log p = 2048 and M = 104 we will have
log
√ p = 20.48. This is while 21 bits is barely enough
M
to represent the time stamp (ti ). So, the SAI length of
every cell is of course more than that. (It should be reminded that the SAI of every cell can be represented
in its simplest form as (chi ,ti ,Pi ) triples.) Therefore,
it is obvious that the communicational complexity of
PPQP is much less than that of K-Spectrum Query.
In PriSpectrum method [14], the SU uses some
blinding factors (like some randomly chosen numbers)
to hide its horizontal and vertical coordinates from
the DB. The user can later use these factors (or their
inverse, for example) to retrieve the information of his
interest. This method is in fact based on the PIR introduced in [15]. The communicational
complexity of
√
PriSpectrum is given by (2 M + 3)log p. Expanding
the QR to the whole coverage √
area in PPQP, the communicational cost would be 2 M log p, which is less
than that of PriSpectrum. The notable point here is
that the communicational complexity of PriSpectrum
is exactly the mentioned value (due to the nature
of the method), but in PPQP one can (and usually
does) choose a smaller
√ QR to reduce the complexity,
2nlog p, where n < M . This capability is very useful specially when the network is congested or when
small bandwidth is available.
LPDB method [26] is based on Cuckoo filter introduced in [27]. Using this filter, a different representation of DB’s information can be provided. The
SU arranges a query and checks if an available channel exists in its location. As can be seen in Table 4,
the communicational complexity phrase for LPDB
contains several parameters. Some are related to the
Cuckoo filter. (% is the number of DB entries which
contain available channels; s the number of all TV

band channels; ε the false positive rate of Cuckoo filter; α the load factor of Cuckoo filter; and query is
the bit-length of user’s query.) According to graphs
presented in [26], LPDB’s communicational cost in
no information leakage mode is larger than that of
PPQP, even in its best case.
In the light of the above discussions, it can be seen
that PPQP has reduced the communicational cost
compared to previous similar methods and has the
least cost among them.

8

Simulation Results

In this section, we present and analyze the simulation
results of PPQP protocol. To this end, we implement
the protocol for both entities (SU and DB) running
on a Microsoft PC with a dual-core 2GHz CPU, 2GB
RAM and a 64-bit Windows7 Ultimate OS, using
Java programming framework. We consider the performance for key lengths of 1024 and 2048 bits of the
Paillier cryptosystem. We measure and compare the
average computation latency in one round of PPQP
protocol for SU and DB as well as the aggregated
latency, for different values of QR size. For ease of
display, we have considered square QRs, where both
dimensions (n and m) are the same. We simulate both
methods and also compare them with each other.
Computational delay for Method I, Method II and
their comparison are shown in Figure 2, Figure 3 and
Figure 4, respectively. As can be seen in all figures,
the execution time for SU is independent from QR
dimension, n. This is because in the forward direction
(Step 3), SU just multiplies g with s twice (in Method
I, Figure 2a) and once (in Method II, Figure 3a) for
Paillier encryption. In the backward direction (Step
6), it does the same once, for Paillier decryption. Note
that only two (in Method I) and one (in Method II)
of the vectors’ elements are non-zero.
However, DB should perform the EDMM operation
in both methods. This process depends on the size
of vectors and the SAI matrix dimension. In other
words, DB’s execution time increases as the QR size,
n, increases. This is true about both methods and
can be observed in Figure 2b and Figure 3b. The
total computational latency for Methods I and II,
which follows the same trend as the DB’s, is shown
in Figure 2c and Figure 3c.
Figure 4 presents a visual comparison between execution latency of Methods I and II for 1024-bit Paillier. As was discussed, SU’s computational delay is
independent from n, thus the method would not affect it (Figure 4a). However, Figure 4b shows a significant decrease in computation time for the DB in
Method II compared with the first method. This reduction is due to fewer EDMM operations in Method
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(a) SU

(a) SU

(b) DB

(b) DB

(c) Total runtime
Figure 2. Performance measurements for method I

(c) Total runtime
Figure 3. Performance measurements for method II

Acknowledgment
II. Since SU’s execution time is constant, the total
protocol latency follows DB’s trend, hence experiencing significant reduction in Method II (Figure 4c). It
can be concluded that Method II is much more efficient in terms of execution time. Especially in cases
where stricter privacy is aimed, Method II would be
preferable. The difference between the two methods
becomes more significant as the QR size, n, increases.

9

Conclusion

In this paper, we introduced a cryptography-based
protocol (PPQP) for spectrum query in databasedriven cognitive radio networks, which preserves location privacy of secondary users. This method takes
advantage of homomorphic properties of some wellknown cryptosystems. We examined PPQP’s capability for preserving users’ location privacy and showed
that it does the duty well against different adversaries.
Our protocol was also observed to have relatively low
communicational cost.
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