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ABSTRACT
This paper reviews the characteristics of the main digest algorithms, and
presents a new derivation of the leftover hash lemma, using the collision
probability to derive an upper bound on the statistical distance between the
key and seed joint probability, and the hash bit sequence distribution.
c 2020 ISC. All rights reserved.

1

Introduction

hash function is a function that maps a data file
A
of arbitrary size onto a discrete sequence. The
idea was introduced in cryptography, in 1976, by Diffie
and Hellman, who identified the need for a one-way
hash function as a building block of a digital signature
scheme, as an algorithm to protect the authenticity of
information. But, it is clear that the tool is useful to
solve other security problems in communication and
computer networks [1].

2

The Hash Function

The values returned by a hash function are called
hash values, hash codes or digests. The hash function
is usually used in combination with a hash table, a
data structure used for rapid data lookup. The hash
function permits to speed up a database lookup by
detecting duplicated records in a large file.
In mathematics, engineering, computing and cryptography, universal hashing refers to the process of
selecting a hash function at random, from a family of
hash functions with a certain mathematical property.
This guarantees a low number of collisions in average,
even if the data is chosen by an adversary.
The privacy amplification permits the extraction of
secret information, probably to be used as a crypto∗ Corresponding author.
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graphic key, from a large data volume, that is only
partially secret. The privacy amplification allows a
large set of applications, according to the key [2].
The paper next sections present a new derivation of
the leftover hash lemma, based on the Rnyi entropy
of order two, also known as collision probability, to
derive an upper bound on the statistical distance between the key and seed joint probability, and the hash
bit sequence distribution.

3

Objectives of the Hash Function

A cryptographic hash function is used to verify
whether a data file maps onto a certain hash value.
On the other had, it is difficult to reconstruct the
information based on the hash value. Therefore, it
is used to assure data integrity, and is the building
block of a Hash-based Message Authentication Code
(HMAC), which provide message authentication.
The ideal cryptographic hash function has some desired properties. It is a deterministic function, that
is, identical messages result in the same hash. It is
fast to compute the hash value for a given message.
It is impracticable to generate a message from its
hash value, except by trying all possible messages,
therefore the hash is a one-way function.
Additionally, a small change to a message should
cause an avalanche effect, that is, it changes the
digest so considerably, that the new hash value seems
uncorrelated with the old hash value. It is collision
resistant, that is, it is impractical to find two different
messages with the same hash value. A cryptographic
hash function should resist attacks on its pre-image.
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The hash function creates a unidirectional process,
that makes it impossible to guess the original contents
of a file, based only on the message digest. In the
following there is a short description of some known
commercial algorithms [3].
Message-Digest algorithm 4 (MD4), an algorithm
developed between 1990 and 1991 by Ron Rivest. Is
suffered several attacks, and has been considered an
insecure algorithm.
It is described in RFC 1320; MD5, described in RFC
1321. The Message-Digest algorithm 5 (MD5) is a
hash algorithm with 128 bits, developed by RSA Data
Security, Inc. and described in RFC 1321. It is used in
peer-to-peer protocols (P2P) for identity verification
and logins. Attach methods have been published for
the MD5. The algorithm produces a digest with 128
bits (16 bytes).
The Secure Hash Algorithm 1 (SHA-1) algorithm
was jointly developed by the National Institute of
Standards and Technology (NIST) and by the National Security Agency (NSA), in the United States.
It presented problems, and the new versions SHA-2
and SHA-3 are in use. The program produces a digest
with 160 bits (20 bytes).
The Secure Hash Algorithm 3 (SHA-3) was announced
by NIST, in 2015. It is a subset of the Keccak cryptographic family, developed by Guido Bertoni, Joan
Daemen, Michael Peeters and Gilles Van Assche. The
algorithm produces digests with 224 bits, 256 bits,
384 bits and 512 bits. In the Bitcoin blockchain, the
mining process is conducted by running SHA-256
hashing functions.
Whirlpool, is a cryptographic hash function developed by Paulo S. L. M. Barreto and por Vincent
Rijmen, and adopted the International Organization
for Standardization (ISO) and by the International
Electrotechnical Commission (IEC) as part of the
ISO 10118-3 standard. The algorithm produces a
digest with 512 bits (64 bytes).
The RACE Integrity Primitives Evaluation Message
Digest (RIPEMD-160) represents a family of cryptographic hash functions developed, in 1996, by Hans
Dobbertin, Antoon Bosselaers and Bart Preneel, from
the research group COSIC, Katholieke Universiteit
Leuven. The software produces a digest with 160 bits
(20 bytes).
BLAKE2 was created, in 2012, by Jean-Philippe
Aumasson, Samuel Neves, Zooko Wilcox-O’Hearn,
and Christian Winnerlein to replace algorithms MD5
and SHA-1.

4

Mathematical Preliminaries

Consider the random variable X ∈ χ, in a non-empty
finite set, and two probability distribuitions, P and Q,
defined in this set. Define the statistical distance, a
measure of distance between the referred probability
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distributions, as
L
1X
1X
∆[P, Q] =
|p(x) − Q(x)|=
|p(xl ) − q(xl )|.
2 x∈χ
2
l=1

(1)
In which L = |χ| is the number of distinct symbols
in the message or file, p(xl ) and q(xl ) represent the
individual symbols probabilities, for the respective
distributions P and Q. The collision probability is
defined as,
PC (X) =

X

p2χ (x) =

x∈χ

L
X

p2 (xl ).

(2)

l=1

The uniform distribution has a coincidence index,
or collision probability PC (X) = L1 , and any other
distribution has a larger index. The Rnyi entropy of
order α(α > 0), α 6= 1) is defined as [4]
L

Hα (X) =

X
1
log
pα (xl ),
(1 − α)

α 6= 1.

(3)

l=1

The following development demonstrates and inethat
involves the collision probability and the statistical
distance from Formula 2, it is possible to obtain
2
X
1
1
pX (x) −
(4)
= PC (X) − .
L
L
x∈χ
Considering that Y ∈ y is a random variable defines
as


1
Y = pX (x) −
.
(5)
L
It mean squared value is given by


1
1
LPC (X) − 1
2
E|Y |=
PC (X) −
=
.
L
L
L2

(6)

Applying the inequality E 2 |Y |≤ E|Y 2 |, one obtains
r
p
LPC (X) − 1
2
E|Y |≤ E|Y | =
.
(7)
L2
From the definition of statistical distance, from Formula 1,
∆[P, U ] =

1X
1
LE[Y ]
pX (x) −
=
.
2 x∈χ
L
2

(8)

In which U ∈ u represents the uniform distribution.
Substituting the results from Equation 7, it is possible
to obtain the main inequality
r
LPC (X) − 1
∆[P, U ] ≤
.
(9)
2
That relates the statistical distance and the collision
probability.
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5

Privacy Amplification

The privacy amplification theorem is related to the
production of universal hash functions, as described
in the following [5]. First, assume that a sequence
of n bits has been generated, related to the random
variable X, defined in the set χ, S and Z. [6]. Consider
that χ ∈ X is a random variable that represents the
transmitted message, that S is a random variable
uniformly distributed in the set of seeds S, and that
Z ∈ Z is the resulting random variable f : χ x S → Z.
Then, f is called a universal hash function, if [7]
P |f (x, S)|= f (x), S|≤

1
.
|Z|

(10)

In which |·| represents the cardinality, and the operation is valid for every choice of x 6= x, that are elements of χ.
In other words, any two keys of the universe collide
1
with probability in at most |Z|
when the hash function
f is drawn randomly from the set. This is exactly the
expected probability of collision if the hash function
assigned truly random hash codes to every key.
From a seed, represented by the random variable S,
uniformity distributed in the set S, it is possible to
generate a safe key K = f (X, S), of length r, with
the application of a universal hash function X and S,
as follows, f : χ x S → {0, 1}r , in which 1 ≤ r ≤ ∞.
Given that the hash function f and the random variable S are public, the question is to know if the produced key is in fact safe.
The following result, known as the leftover hash lemma
establishes that, given that the entropy of the sequence
of n bits of X is superior to the sequence of the r bits
of the key, the key is supposed to have been uniformly
generated [8]:

 1 h |H2 (X)−r| i
2
∆ PK,S , U{0,1} , PS ≤ · 2−
(11)
2
In which PK,S is the joint distribution of the key and
seed, PS is the seed distribution, U{0,1} is the hash
sequence uniform distribution, of length r and H2 (X)
is the Rnyi entropy of order two.
This result is also known as the privacy amplification
theorem. In the following, there is a new derivation
of the leftover hash lemma, that uses the collision
probability.
In order to obtain Equation 11, consider the following
equality, obtained from the Rnyi entropy, for the case
α = 2,
H2 (X) = − log PC (X) = − log

L
X

p2 (xl ).

(12)

i=l

This entropy is the negative of the logarithm of the
coincidence index.
It follows from the Jensen inequality [9], that the Rnyi

entropy of order two, or collision entropy, is limited
by the Shannon entropy
H2 (X) ≤ H(X)

(13)

with equality, if and only if, the probability distribution of X is uniform.
Substituting the adequate parameters, one obtains
r


|K|PC (K, S) − 1
∆ PK,S , U{0,1} , PS ≤
. (14)
2
Recalling that the probability distribution associated
to the key is uniform, and that each key has length r,
one has |K|= 2r . Also, substituting result Equation 8
into Equation 14, one obtains
r


2r 2−H2 (K,S) − 1
∆ PK,S , U{0,1} , PS ≤
. (15)
2
Considering that the mapping f : χ x S → {0, 1}r
cannot increase the entropy, then H(K, S) ≤ H(X),
which, after substitution Equation 15 gives
r

2r 2−H2 (K,S) − 1
2
r
2r 2−H2 (K,S)
≤
.
2



∆ PK,S , U{0,1} , PS ≤

(16)

recalling that the probability is always positive or null.
Rewriting the inequality, exchanging the positions of
the Rnyi entropy, and the number of symbols with the
resulting change in the signal, one obtains the result,

 1 h − 1 (K,S)−r i
∆ PK,S, U{0,1} , PS ≤
2 2
.
(17)
2

6

Conclusion

The paper discussed the use of the hash function in
cryptography, and presented a new derivation of the
upper bound on the statistical distance between the
joint distribution of the key and the seed, and the
distribution of the hash bit distribution, based on the
collision probability.
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