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1 Introduction

9

The electronic health record (EHR) system facilitates integrating patients
medical information and improves service productivity. However, user access to
patient data in a privacy-preserving manner is still a challenging problem. Many
studies concerned with security and privacy in EHR systems. Rezaeibagha and
Mu [1] have proposed a hybrid architecture for privacy-preserving accessing
patient records in a cloud system. In their scheme, encrypted EHRs are
stored in multiple clouds to provide scalability and privacy. In addition, they
considered a role-based access control (RBAC) such that for any user, an EHR
access policy must be determined. They also encrypt the EHRs by the public
keys of all users. So, for a large amount of EHRs, this scheme is not efficient.
Furthermore, using RBAC for access policy makes the policy changing difficult.
In their scheme, users cannot search on encrypted EHRs based on diseases, and
some physicians must participate in the data retrieval by a requester physician.
In this paper, we address these problems by considering ciphertext-policy
attribute-based encryption (CP-ABE), which is conceptually closer to the
traditional access control methods such as RBAC. Our secure scheme can
retrieve encrypted EHR based on a specific disease. Furthermore, the proposed
scheme guarantees the user access control and the anonymity of the user or
data owner during data retrieval. Moreover, our scheme is resistant against
collusion between unauthorized retrievers to access the data. The analysis
shows that our scheme is secure and efficient for cloud-based EHRs.

© 2020 ISC. All rights reserved.

healthcare records and disease diagnostics. However,
the security and privacy of users should be preserved

he development of cloud computing provides
data sharing between people through data stor-
age services. Data sharing in electronic health record
(EHR) systems is significant to improve the quality of
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since the patient’s information may be exploited. So
far, different encryption schemes to protect user’s
confidential data in the cloud storage are proposed,
such as [2-4]. Rezaeibagha and Mu [1] also presented
an access control scheme for the EHR system; we
named the scheme as distributed clinical data shar-
ing (DCDS) scheme. In this scheme, communication
and data sharing between private domain entities,
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including hospitals, private clinics, and emergency
departments, are provided. In the DCDS scheme [1],
the hybrid cloud structure (public and private) is
used. The EHRs stored in public could be used by
users such as medical researchers, insurance compa-
nies. Physicians in the private cloud have access to
data if the threshold number of authorized physicians
are present. This restriction increases the privacy of
the patient’s records. The access control mechanisms
are different in these two clouds. In the private cloud,
secret sharing and role-based access control (RBAC)
mechanisms are used while the access control mecha-
nism in the public cloud is only based on RBAC.

Each policy is defined as a tuple of roles, objects,
policies, domain, time, and objective. One server is
responsible for system setup, key generation, and key
management. This server selects the public/private
key pair and computes public and private keys for any
user who sends his identity to the server and receives
his private key. In this mechanism, when the public
cloud server sends a request to transfer the patient’s
record, policy transformation is performed. The server
of the private cloud retrieves the encrypted data of
a patient and re-encrypts it with another key, which
is based on the secret key of a requester user. The
policy transformation is based on ciphertext policy
attribute-based encryption (CP-ABE), which can be
used to determine the access structure of stored EHR
with RBAC policy. In the scheme of Rezaeibagha and
Mu [1], an attribute-based proxy re-encryption [2],
which is a type of CP-ABE is considered.

In the DCDS scheme [1], there are some weaknesses.
A server encrypts any EHR which can be decrypted
by the key of any user. Hence, the EHRs must be en-
crypted by the keys of all authorized users. Also, in
the DCDS scheme [1], the access policy for each out-
sourced EHR and any user is specified. So, the size
of the access table is increased by the growth of the
number of authorized users. In this paper, we use the
attribute-based encryption to overcome these weak-
nesses and present an efficient access control scheme.
In our scheme, a data owner outsources his encrypted
data to a cloud, and only users with attributes sat-
isfying the defined access policy can retrieve data.
Furthermore, a proxy server helps the users for de-
crypting the searched data.

The rest of this paper is organized as follows.
Section 2 summarizes the related works regarding
attribute-based access control. The DCDS scheme
[1] will be described in Section 3. Section 4 analyzes
their scheme. In Section 5, we propose a scheme
addressing the problems of the DCDS scheme [1].
Section 6 analyzes the performance of the proposed
scheme; security analysis of our scheme is described
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in Section 7. Finally, Section 8 concludes the paper.

2 Related Work

In this section, we briefly review some researches on
the issue of EHRs sharing based on attribute-based
encryption. Bonaloh et al. [3] proposed an efficient
system that facilities patients to share partial access
rights and search over records in the public-key set-
ting. However, in traditional public key infrastruc-
ture, only a single user can access the EHRs, which
leads to limited efficiency. Besides, the anonymity
of users cannot be provided. To improve this issue,
some researches applied ABE to provide security and
fine-grained access control for the outsourced data.

2.1 Centralized Schemes

Narayan et al. [4] suggested an infrastructure for EHR
systems in which EHRs are encrypted with a type
of CP-ABE. They supposed that the cloud prepares
reliable storage for data, and the cloud provider can
see or copy a stored data. Users store their encrypted
data in the cloud; data access is provided based on
the identity information of the requester. However,
the proposed method incurs a high computational
cost, and the length of ciphertexts increases with
the number of users. Furthermore, Alshehri et al. [5]
proposed a scheme for a secure cloud-based EHR
system. Their technique uses CP-ABE that is based
on elliptic curve cryptography and bilinear maps.
Encrypting EHRs depends on healthcare providers
while decrypting them needs attribute set for specific
access. Also, Wang et al. [6] suggested an EHR sharing
model in the cloud using CP-ABE, which supports
privacy and fine-grained access control. But, these
two works only provide data confidentiality and do
not consider the unforgeability and the legitimacy of
EHRs.

To implement a dynamic access policy for EHRs
in clouds, Liu et al. [7] presented a hierarchical
comparison-based encryption scheme [8] that incor-
porates an attribute hierarchy into the comparison-
based encryption. To improve the performance of the
encryption, the proposed scheme encrypts a cipher-
text with a few generalized attributes at a higher
level rather than several attributes at a lower level.
They developed a dynamic policy updating scheme
by applying the proxy re-encryption method, which
has been made by them. This scheme avoids the
transmission of ciphertext and minimizes the com-
putational overhead of a data owner by delegating
the policy updating operations to the cloud. More-
over, Cai et al. [9] implemented the electronic health
records in the mobile health cloud by considering pri-
vacy and efficiency. Their scheme is proven secure in




July 2020, Volume 12, Number 2 (pp. 129-140)

the random oracle model under the static decisional
bilinear Diffie-Hellman assumption.

Authors in [10] presented a fine-grained attribute-
based access control for health records. The pro-
posed scheme provides shared information by the
common access sub-policy based on different patients’
access policies. The scheme combines the encryption
of health records under the common access sub-policy
for reducing the time consumption of encryption and
decryption. The scheme of [10] guarantees preserv-
ing data privacy; however, it is impractical for health
records due to computational complexity and scala-
bility issues. Furthermore, Joshi et al. [11] proposed
a mechanism that uses ABE and provides delegated
access to EHRs. In their approach, a complex knowl-
edge graph for detailing the roles and attributes of
the medical organization’s stakeholders and the rela-
tionships between them is designed. This approach
transfers the EHR management overhead from the
patient to the medical organization and provides del-
egation of cloud-based EHR access authority for the
medical providers.

Tao et al. [12] suggested a scheme for secure access
to personal health records where a group-oriented CP-
ABE classifying users into different groups is used.
The users with an identical identifier can combine
their attributes to complete the decryption. Finally,
the decryption operation is completed when the union
of their attributes satisfies the access control policy.
Zhang et al. [13] investigated that most of the pro-
posed schemes have two problems. First problem is
that the proposed schemes do not support large at-
tribute universe and hence their practicality is limited.
Other problem that due to the access policy is em-
bedded in ciphertext, the cost of decryption is high.
They introduced a method called linear secret shar-
ing with multiple values to improve the expressive-
ness of access policy. In this scheme, each attribute
is divided into two parts namely the attribute name
and its value. Hence, their scheme hides sensitive at-
tribute values and privacy of users in health records
is preserved. Also, Rezaeibagha and Mu [1] suggested
a secure EHR system architecture for secure data
sharing based on secret sharing and RBAC to pre-
serve patients’ privacy; we termed it as the DCDS
scheme. To better manage the system, they suggested
that the EHRs are stored in different types of clouds,
i.e. a public cloud and a private cloud. However, this
scheme has problems for data storing and data re-
trieving in the clouds.

2.2 Decentralized Schemes

Huang et al. [14] proposed a scalable sharing and ac-
cess framework for EHRs stored on cloud. They con-

sidered two types of ABE schemes: key-policy ABE
(KP-ABE) and CP-ABE to apply the fine-grained ac-
cess control. In their proposed scheme, a data owner
can select the users which he would like to share his
EHR with them. But this approach needs key manage-
ment and computational overhead. Li et al. [15] sug-
gested a framework for fine-grained access control of
EHRs. They adopted the concept of multi-authority
ABE for multi-owner settings but their method suf-
fers from the key escrow problem. Then, the authors
[16] for solving this issue, presented an enhancement
to the multi-authority ABE framework. Li et al. [16]
proposed a patient-centric framework and presented
methods for access control to EHRs. EHRs are dis-
tributed in semi-trusted servers and are encrypted
with ABE. Their method guarantees a high degree of
privacy by using multi-authority ABE although only
the KP-ABE systems can use this method. The meth-
ods [15, 16] did not preserve the privacy of EHRs in
the situation of a medical emergency. Ermakova and
Fabian [17] presented a new architecture for sharing
EHRs in a multi-cloud environment. The proposed
architecture applies ABE and uses secret sharing to
split the encrypted EHR into shares stored at several
cloud providers. The problem of their method [17]
is data management where the EHR processed and
shared in multiple cloud providers requires suitable
and secure management.

Liu et al. [18] adopted an attribute-based signature
as the signature part allowing a party, who possesses
the attribute set satisfying the access policy, to sign
his records with his secret key. They used the CP-
ABE as the encryption construction and their scheme
provides confidentiality, authenticity, unforgeability,
anonymity and collusion resistance. Li et al. [19] pre-
sented a decentralized key-policy ABE scheme and
built up an EHR system providing fine-grained access
policy to be extremely expressive and ciphertext to
be maintained at a constant level. Furthermore, Cha-
ranya et al. [20] suggested an ABE scheme for secure
sharing of EHRs. They used the CP-ABE and con-
sidered the key updating problem for the situation
where the policy is changed and the keys must be re-
constructed. They solved this problem by applying a
proxy re-encryption technique with one time pad pin
and data is available only to authorized users. Ramu
et al. [21] presented a modified CP-ABE scheme with
user revocation to achieve a fine-grained access con-
trol of EHRs in a cloud system. They solved the
key escrow problem using two authorities to gener-
ate users’ keys. But their scheme does not generate a
constant ciphertext size.

In the following, the DCDS scheme [1] is consid-
ered. We analyze this scheme and propose an im-
proved scheme. As seen in the literature review, many
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researchers investigated the attribute-based access
control for an EHR system. We also use the ABE to
encrypt data to address the problems of the DCDS
scheme [1] and provide access to authorized users.
Our scheme allows users to search for the specific
disease on encrypted EHRs.

3 Review of Distributed Clinical
Data Sharing (DCDS) Scheme

In this section, we briefly describe the DCDS scheme
of Rezaeibagha and Mu [1]. The DCDS scheme [1]
consists of a public cloud and a private cloud. The
server in the public domain (Sp,;) contains the out-
sourced EHRs which are accessed by public users such
as researchers, government, insurance companies, etc.
The server in the private domain (Sp,;) stores EHRs
for users of the private domain such as physicians or
specialists. Hence, two different access control mech-
anisms are used in two clouds. The access control of
the public cloud is based on RBAC, while RBAC and
secret sharing (sh!) are used in the private cloud.
The DCDS scheme [1] is presented as follows. It is
supposed that all messages are exchanged on a secure
channel.

3.1 System Setup

Let S be a fully trusted entity by other participants,
which sets up the EHR system. S selects a pair of
public/private keys (PK, SK) and generates the keys
of other participants using its keys.

3.2 User Setup

In this phase, a user U and a server S send the
following messages to each other.

(1) U - S: U, REQy(id;), i € «
2) S = U: SKy

A user of public or private cloud sends a registration
request to the server S in which « is a set of indices
with respect to the EHR and REQ); (id;) is a request
from the user U to obtain the decryption key for a
record with identity id;. The server S calls the key
generation algorithm with the role assigned to the
user U and generates and returns the corresponding
key SKU.

3.3 Reading Patient Record

The following messages are exchanged between a
physician P and Sj,; in the private domain.

(1) P — Spm‘l U, REQP(Zdl), 1€ a
(2) Sp”‘ — P: o;

The physician P sends a request to the server Sy,
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to read the record o; with respect to id;. Next, Sy,
retrieves the encrypted record o;. The physician P
can decrypt ¢; with his private key SKp.

3.4 Reading Shared Patient Record

The following messages are exchanged between a set of
physicians and the server Sp,; in the private domain.

(1) {P;}) = Spri: U, REQp (id;), i € a
(2) Sp”‘ — {,Pj}i Sh;(@)
(3) {P;} collaboratively compute o;

A set of physicians {’Pj}fi ask the server S,,; to ac-
cess the shared EHR o;. S;,;; retrieves and sends the
encrypted EHR sh!,(6;) to the applicant physicians
such that at least t physicians must collaborate to
retrieve o;.

3.5 Reading a Record by Researcher

The following messages are exchanged between a re-
searcher R and the public cloud server Spyp.

(1) R — Spub : REQR (’Ldl), 1 EQ
(2) Spup > R: 0;

The researcher R sends a request to Sy, to access
the record o; with respect to the identity id;. Spus
searches the corresponding record 0;. The researcher
R can read 0; with his private key SKg.

3.6 Updating Patient Record

The physician P can send a request to the server Sp,;
for updating the EHR o;.

(1) P— Spri: o}, i €a
(2) Spup @ O} (stores o;/ and updates the access
policy)

Suppose that the physician P has retrieved the EHR
o; and wants to update it. The physician P sends the
updated EHR 0] to server Sp,;. Next, Sp,; stores the
encrypted of o}, dented by 5§, in cloud storage.

3.7 Policy Transformation

Policy transformation makes possible the EHR trans-
formation between two domains as follows.

(1) Spub — Spri 105, 1EQ
(2) Spri — Spub : 0; = ABRE(key, ;)

Spup requests to access the EHR o; stored in the
private cloud storage. Sp,; retrieves the corresponding
encrypted o;. Then, S,; runs the attribute-based re-
encryption ABRE [2]| by taking the key and o; as
input. Finally, the record ¢6; with new access policy
will be sent to the server Spyp.
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4 Motivation

Rezaeibagha and Mu [1] suggested an access-control
mechanism for an EHR system with the hybrid cloud
structure, which allows handling users with differ-
ent access privileges. However, their scheme provides
data confidentiality by inefficient access control and
does not support a mechanism for searching on en-
crypted EHRs. To be more precise, their scheme has
the following security and efficiency weaknesses.

e In the system setup phase, a trusted author-
ity generates the public/private keys for users.
Then, a data owner encrypts each data with the
public keys of all cloud users. This requirement
decreases the applicability of the scheme for a
large amount of EHRs.

e Access policy mechanism is based on RBAC in
which permission to any EHR is specified in the
access table. Hence, it makes the policy change
difficult for adapting the EHR system. That is,
for any policy update, the cloud server must
search all access control records.

e A physician must collaborate with other physi-
cians to read the shared record; i.e., he cannot
read the record independently. This collabora-
tion is time-consuming and increases time for
access to a patient’s record in emergency cases.

e A user of the EHR system sends the identity
of an EHR to the server. This mechanism is
not suitable for data outsourcing since the user
has not the search capability. In other words, a
user of a cloud server should be able to search
the outsourced EHRs based on the disease in
outsourced EHRs.

Therefore, in this paper, we address the limitations
of Rezaeibagha and Mu’s scheme [1| by presenting
a scheme that supports access control and search
capability on outsourced EHRs. In our scheme, a
data owner, who wants to outsource his/her record,
computes a parameter as an indicator that a cloud
server will later use it to check whether a record
is matched to the received query. Finally, the data
owner stores the encrypted record and corresponding
values on cloud storage. Later, a retriever generates
a query for a record and sends it to the server. The
server matches the query with the values received
from the data owners. Then, the server determines
whether the retriever can access the encrypted files
based on his attribute set and the access tree. If the
attribute set of the user satisfies the access tree, the
server then sends the encrypted record to him/her.
Next, the retriever decrypts the records with the help
of a proxy server and retrieves the outsourced data.
Our contributions can be described as follows.

e We focus on access control and enabling search

over encrypted records, simultaneously. In the
proposed scheme, only the users with the at-
tributes satisfying the data owner-defined ac-
cess policy can retrieve the encrypted data.

e In our scheme, a data owner encrypts the
records only once, and there is no need to
encrypt them by all the public keys of the
retrievers. This method would facilitate data
updating and data outsourcing.

e To reduce the computational cost of decryption,
users can delegate most attribute-based decryp-
tion to the proxy server without disclosing the
record.

e Our scheme provides user anonymity during
data retrieval and resists against collusion
among unauthorized users.

5 The Proposed Scheme

In this section, we suggest a scheme that addresses
the mentioned problems of Rezaeibagha and Mu’s
scheme [1].

5.1 Preliminaries and System Architecture

In this section, we give a brief review of the definitions
and describe the system architecture used in the
proposed scheme.

5.1.1 Bilinear Map

Let G; and Gs be two cyclic groups of prime order
p and G; and Gy denote an additive group and a
multiplicative group, respectively. Let g be a gener-
ator of Gy. A bilinear map is an injective function
e: Gy x G; — Go with the following properties:

e Bilinearity: for all u, v € Gy and a, b €
Ly, € (u®, v*) = e(u,v)".

e Non-degeneracy: e(g,g) # 1.

e Computability: for all u, v € Gy, e(u,v) is

efficiently computable.

5.1.2 Access Tree

Suppose that 7 denotes a tree and represents an
access structure for access policy. Each non-leaf node
of T is described by the number of its children nodes
(num,) and a threshold gate value (k) such that
0 < kz < numg. When k, = 1, the threshold gate is
an ‘OR’ gate and when k; = num,, it is an ‘AND’
gate. So, to determine different access policies, k,
can be set to different values. For example k., is set
to 1, num, /2 and num, for read, write and delete
permissions, respectively. Also, each leaf node x of
the tree is described by an attribute (attr,) and the
threshold k; = 1. In the access tree, any child node
of node x has a label from 1 to num, and index(x)
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returns a label that is associated with it. Also, we
consider that parent(x) denotes the parent node of
the node x.

5.1.3 Satisfying an Access Tree

Let 7, be a subtree of T rooted at node x and 7 () =
1 denotes a set of attributes ~ satisfying the access
tree T,. T () is recursively computed as follows. If
the node z is a leaf node, then 7, (y) = 1 if and
only if attr, € v. When x is a non-leaf node, 7,/ ()
must be evaluated for all children 2’ of node z. If and
only if at least k; children of node = return 1, then

T: (v) = 1.

5.1.4 System Architecture

In the proposed scheme, the access policy can be
described by an access tree T, where the interior
nodes consist of ‘AND’ and ‘OR’ gates, and the leaves
consist of different attributes, which have stronger
expressiveness. Moreover, CP-ABE is conceptually
closer to traditional access control methods such as
RBAC. To describe the RBAC of Rezaeibagha and
Mu’s scheme [1], we use the CP-ABE scheme [22]. As
shown in Figure 1, the system includes the following
participants.

Trusted authority (TA). It is a fully trusted
participant who is responsible for generating
the public parameters and the keys of users.

- Data owner. This is the entity that encrypts his
data under the access control policy and uploads
them to the cloud storage.

Retriever/user. This entity wants to access the
encrypted data. To reduce the decryption over-
head, a proxy server participates in the decryp-
tion process of an authorized data for a re-
triever.

Public cloud server (S,,;). A semi-honest partic-
ipant that manages the public cloud. The pub-
lic cloud provides storage for the cloud-based
system, which can be used by public users such
as researchers.

- Private cloud server (S,,;). A semi-honest par-
ticipant that manages the private cloud. The
private cloud contains the private data which
can only be accessed by special users such as
physicians and specialists.

- Proxy server. A proxy server can be deployed

inside each enterprise. This semi-honest entity

is introduced to help retrievers to decrypt the
files and facilitates the usage of cloud service.

To enable access control and to retrieve outsourced
data on cloud storage, we have the following goals: 1)
Data confidentiality: the scheme prevents the public

1S¢0ured)

Public cloud Private cloud

Public domain

Figure 1. The system architecture

cloud server or the private cloud server from accessing
the outsourced records. 2) Anonymity: the identity of
the retriever or the data owner is kept secret from the
proxy server or the public/private cloud servers. 3)
Collusion resistance: the colluding retrievers cannot
access the unauthorized files. Moreover, a proxy server
and the servers of clouds cannot obtain the outsourced
records by colluding with each other.

5.2 Threat Model

We assume that two cloud servers in public and pri-
vate domains are semi-honest; in other words, they
follow the proposed scheme while may try to obtain
other additional information from the requests of re-
trievers. Also, we consider the proxy server as a semi-
trusted server deployed to participate in retrievers in
the decryption phase. It is supposed that the public
cloud server, the private cloud server, and a proxy
server will not collude with the unauthorized users
for data retrieval. But, malicious users may collude
to access the data which they do not have enough
attributes to satisfy the access policy.

5.3 Construction
5.3.1 Setup

The TA chooses a bilinear group G of prime order p
with generator g. Also, it selects two random expo-
nents «, 8 € Z, and a hash function H : {0,1}" —
G. The outputs of this phase are a master secret M K
and a public parameter PK as follows.

MK = (B, ¢*), PK = (G, g,h =", w=re(g,9)")

5.3.2 Key Generation

In this phase, the TA generates the private key SK
for a retriever U; to decrypt the ciphertexts and the
key A, for a data owner. The TA selects a random
Zo € Zp, and returns A, = H(ID,)™ to the data
owner with identity ID,. Also, for any retriever such
as a physician or a researcher with identity ID;, the
TA selects a random r € Z, for each attribute \; €
A;. This phase outputs the private key SK as
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SK =
(D =g'*t/8 {D; =g H(\;)"”,D} = g

It is notable that A; denotes the attribute set belongs
to the retriever Uj;.

5.3.3 Encryption

Consider a data owner with the EHR about disease
specified by d;. For data outsourcing, the data owner
with identity ID, randomly selects b € Z,, and com-
putes the parameter I; = e(A,, H(d;)") as an indi-
cator such that a cloud server can use it to know
whether a data record matches to the query of a re-
triever. Also, the data owner generates pseudonym
P, = A,%. Then, he publishes P, and runs the encryp-
tion algorithm. The encryption algorithm encrypts
a record M under the access tree 7. The algorithm
selects a polynomial ¢, with degree d, = k, — 1, for
each node z in the access tree 7. Then, a random
s € Z, is selected and gg (0) is set to s for the root
node R. The ciphertext is computed as follows, in
which Y represents the set of leaf nodes in the access
tree T.

CT = (T,P,,C = Mw*,C = h*,
{Cy = g, C) = Hattr)* V) _)

The data owner uploads (CT, I;) to cloud storage.

5.3.4 Access Outsourced Data in Public
Cloud

To access the EHR of disease d;, a retriever of the pub-
lic domain, Upys, sends a request to the server Spyp.
First, Upyy gains a pseudonym list of data owners
from Spp. The Spyp sends the list of pseudonyms { P, :
P, € CT} of data owners according to the ciphertexts.
When the data retriever U,,; decides to retrieve an
outsourced data of a data owner with pseudonym
P,, he computes the query ¢; = e(P,, H(d;)). The re-
triever Up,, sends his attribute set S and ¢; to Spup.
Next, Spup compares g; with the values of I;’s received
from the data owners. Then, Sy, checks whether the
attribute set S satisfies the access policy and sends
the authorized ciphertext CT" to Upys, upon successful
verification. These steps can be described as follows.

(1) Upub — Spub: 87 qi
(2) Spub — Upub5 cT

It should be noted that a user of the public cloud
has only read permission to the outsourced data.

5.3.5 Access Outsourced Data in Private
Cloud

The following steps are executed between a retriever
of the private domain, Up;, and Sp,;. Similar to pro-
cedure in public domain, the retriever U,,; receives a
pseudonym list {P, : P, € CT} of data owners from
Spri- Then, he computes the query ¢; = e(P,, H(d;))
to retrieve the EHR of disease d; for access acc, where
acc denotes the request of read or write permission
to the outsourced data.

(1) Upri = Spri = S, g5, acc
(2) Spm' — Up”‘ :CT

Spri searches cloud storage according to ¢; and the
values of indicators I;’s received from the data owners.
If the attribute set S satisfies the access tree of the
corresponding ciphertext, then the retriever U,,; can
access acc to it.

5.3.6 Decryption

To decrypt an EHR, the retriever sends the cipher-
text CT and values {D;, D} to the proxy server.
The proxy server runs the decryption algorithm.
The decryption algorithm takes a ciphertext CT =
(T, C, C, {C,, C.;}er) to decrypt it with the pri-
vate key SK for a leaf node x from the access tree 7.
If the node z is a leaf node, then sets i = attr, and
computes the following value.

e(D;, Cp)  e(g".H(i)", %)

T T(O)
= =e(g.9)"™
e(Di, C7)  e(gre, H()™?)

If node x is not a leaf node, the decryption algorithm
is called for all children z of x and its output, F,, will
be stored. Let S, be a k. -sized set of children nodes
of z. The subtree rooted at x is satisfied if and only if
k, subtrees that are rooted at the node x are satisfied.
The proxy server computes as follows, where A is a
Lagrange coefficient.

S!index (z) : z € S,
F,, where
i = index,

AN
=TT (e(g.g) =)

z€S,

_ H (e(g g)T'Qparent(z)(indew(Z)))Ai’sét(o)
2ESy

= H e(gvg)n'q“’(i)'Ath(o> — e(g’g)rqz(o)
ZESy

From this recursive algorithm, the proxy server cal-
culates the masking factor essential to decrypt the
ciphertext, by calling decryption algorithm with in-
puts CT, SK and R and acquires A = e(g7g)TqR(0) =
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e(g,9)"”. Also, the proxy server sends A to the re-
triever. Then, the retriever restores the original EHR
by the following computation.

C . Mw?® _
(e D)/ A} [eligeeni)|
e(9.9)"
Me(g,9)"*

{e(g9s, glatn)/B) Je(g,9)"}

5.3.7 Policy Transformation

The policy transformation allows an access control
policy to be transformed from a private cloud to
a public cloud. When a sensitive record must be
accessed by different parties, it is essential to preserve
data privacy. For example, consider a researcher who
needs a record that can be accessed by the users
of the private domain. The policy transformation
allows the researcher to read-only access to the desired
record while he cannot delete or update it. The policy
transformation is performed as follows.

(1) Spub — Spri: qi
(2) Spri —U: CT

The user U requests from Sy, to send data about
disease d by sending ¢ = e(P,, H(d)) while its ci-
phertext is in the private cloud. Thus, Sy, forwards
request to the private cloud Sp,; to retrieve the corre-
sponding CT'. Sp,; retrieves C'I" and only gives read
permission to access it; this is due to the requester
user is in the public domain. Finally, S,,; sends the
CT to the user U.

5.4 Illustrative Example

For example, consider a data owner with identity D,
and with EHR about disease hepatitis determined by
dpep- He first receives the key Ay = H(ID1)*' from
TA where a random z; € Z,. Then, the data owner
selects b € Z,, and computes the parameter I, =
e(Ay, H(dhep)bl) and publishes his pseudonym P; =
A%, To access the EHR. of disease dhep, a retriever
of the public domain, U,,, sends a request to the
server Spup. Then, S, sends the list of pseudonyms
of data owners according to the ciphertexts. When the
data retriever Up,; decides to retrieve an outsourced
data of a data owner with a pseudonym P, he com-
putes the query gnep = €(Pr, H(dhep)). Upup sends
his attribute set S and gpep to Spup. Next, Spyp com-
pares gpep With the values of indicators I;’s received
from the data owners. Since gpep = e(Pr, H(dhep)) =
e(Ar" H(dnep)) = e(Ar, H(dnep)™) = Inep, Spup de-
termines whether the attribute set S satisfies the ac-
cess policy of gxp and sends the authorized ciphertext
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CT to Upyp-. Finally, Up,,, decrypts the ciphertext CT
according to the decryption algorithm described in
Section 5.3.6.

6 Security Analysis

In this section, we discuss how the proposed scheme
satisfies the following security goals.

6.1 Data Confidentiality

The confidentiality of the proposed scheme is de-
rived from the properties of the CP-ABE scheme [22].
The proposed scheme provides confidentiality of out-
sourced EHR against the cloud server, unauthorized
retrievers and the proxy server. If a cloud server or
a user such as a retriever has not enough attribute
set for satisfying the access policy, then he cannot
acquire the parameter D for decrypting the cipher-
texts. Also, since the data is in encrypted form, an
adversary cannot learn any information about the
outsourced EHR while he has access to the cloud
storage. On the other hand, the random value r € Z,
used in the private key generation algorithm is secret,
thus, the proxy server cannot find the secret value s
in the ciphertext although it acquires the parameter
A =¢e(g,9)"". So, the proxy server cannot obtain the
EHR in the decryption phase. Consequently, our pro-
posed scheme guarantees EHR confidentiality while
provides access control for the cloud-based systems.

Moreover, for data outsourcing, the data owner
with identity I D, and with EHR about disease speci-
fied by d;, randomly selects b € Z, and computes the
parameter I; = e(A,, H(d;)") as an indicator such
that a cloud server uses it to know whether a record
matches to the query of a retriever. In a pairing-based
cryptography, a pairing between elements of a cryp-
tographic group to other group with a mapping e :
G1 X G1 = G4 is used. Mapping e is a one-way func-
tion that is easy to compute but hard to invert. So,
the cloud server cannot obtain any information about
A, or d; from I;. Furthermore, the owner generates
pseudonym P, = A,° and publishes it. According
to the discrete logarithm problem (DLP), the cloud
server or the retrievers cannot compute the parameter
b.

6.2 User Anonymity

In the proposed scheme, a data owner publishes
his pseudonym instead of his identity. So, the pub-
lic/private cloud server requires to solve an instance
of the DLP to obtain the identity of the data owner.
Also, a data owner sends the value of e(A,, H(d;)®)
to the server and the server cannot obtain the key of
the data owner. Because of applying attribute-based
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encryption, the identities of retrievers are replaced
by the attribute sets which must satisfy the access
policy. Hence, retriever anonymity is also preserved
from the public/private cloud server. Furthermore,
values {D;, D’} sent from a retriever to a proxy server
contain hash values of the retriever attributes. Thus,
the proxy server only obtains the corresponding at-
tributes and the retriever identity is also preserved.

6.3 Collusion Resistance

Here, collusion resistance means that the retrievers
who have not the necessary attribute set to satisfy
the access tree, cannot retrieve any data by collud-
ing with each other. In the key generation phase, the
TA selects different values of the parameter r for dif-
ferent retrievers. Hence malicious retrievers cannot
collude to construct the value e(g, g)** and decrypt
the encrypted data. In more details, malicious retriev-
ers must use the parameters {Cy, Cy} and {D;, D}}
from the ciphertexts and their private keys, respec-
tively, for the attribute \;. However, to compute Fr
in the decryption algorithm, different values of r from
different retrievers cannot be integrated to generate
e(g,9)™". Moreover, if the proxy server and the pub-
lic/private cloud server collude with each other can-
not compute e(C, D)/ A for final decryption. Since,
D is an element of the private key of a retriever and
only the retriever and the TA know the value of D.

7 Performance Analysis

7.1 Computation Overhead

Regarding the computation cost, we count the number
of computational operations of each entity in our
system. Table 1 shows the computation overhead
of the proposed scheme and compares it with the
Rezaeibagha and Mu’s scheme [1] and recent research
of Zhang et al. [13]. In Table 1, we use exp; and exp,
to denote the modular exponentiation in group G;
and G, respectively, e for pairing operation, m; and
mg for multiplication in group G; and Gs and Enc for
encryption. Let |S| denotes the size of the attribute
set that a data owner uses in EHR encryption and
|U| denotes the number of users. In comparison with
the Rezaeibagha and Mu’s scheme [1], the attribute-
based re-encryption scheme [2|, by parameter n € Z,,
is considered; this scheme is consistent with the policy
transformation phase.

In the scheme of Rezaeibagha and Mu [1], an EHR
must be encrypted by the public keys of all users
and the computational cost of encryption phase is
multiplied by the number of users. In our scheme,
an ABE scheme is used which makes the data owner
no need to store the public keys of the retrievers. In
comparison with [1], the proposed scheme requires

additional computation to access the outsourced data
because their scheme does not support a method to
search for a disease-based record; they only provide
the encrypted data retrieval based on the identity
of an EHR. Also, Zhang et al. [13] have focused on
preserving the user’s privacy and hiding access policy.
The computation overhead of their scheme for the
decryption phase is more than ours. The scheme of
Zhang et al. [13] is a CP-ABE scheme with efficient
decryption and this scheme does not allow searching
on encrypted health records.

It should be mentioned that in our scheme one
hash, one exponentiation and two bilinear pairings
are computed for data outsourcing and retrieving.
These computations are efficient in comparison with
many attribute-based encryption schemes for cloud
storage such as the recent work [23] that used four
exponentiations, one hash and four bilinear pairings
for data outsourcing and data retrieval.

7.2 Storage Overhead

We analyze the storage overhead of the proposed
scheme and compare it with the Rezaeibagha and
Mu [1] and Zhang et al. [13] in Table 2. Let |CT| and
|7T| denotes the size of outsourced ciphertext of the
health record and the corresponding access policy,
respectively. Also, we assume that the user U; owns
|A;| attributes and |S| attributes exist in the access
policy of the ciphertext.

The key generation phase of our scheme has linear
overhead toward the attribute set of a retriever and it
is similar to [13], but the storage overhead of scheme
[1] for this phase is proportional to parameter n. The
size of ciphertext is important in terms of the scala-
bility for data retrieval and like [13] it is reasonable
to need one copy with essential attributes for encryp-
tion. Our scheme supports retrieving health records
corresponding to the desired disease while schemes
[1, 13] allow data retrieval over encrypted data by
record id. So, the proposed scheme has additional
overhead for the data access phase.

8 Conclusion

In Rezaeibagha and Mu’s scheme, the hybrid access
control for an EHR system uses the public and pri-
vate clouds. Their scheme is based on RBAC and
the data owner must determine an access policy for
any outsourced EHR. Their scheme only guarantees
EHR confidentiality and provides data retrieval based
on a record identity. We have used the ciphertext-
policy attribute-based encryption and suggested an
improved scheme by retrieval capability based on dis-
ease. Also, our scheme by utilizing the properties
of attribute-based encryption controls the access of
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Table 1. Analysis of computation overhead

Phases Proposed scheme

Rezaeibagha
Mu’s scheme [1] [13]

and Zhang et al.’s scheme

System setup 2exp1 + lexpa + le

(U] Ai] +2[U]) expr  +

Key generation
(U] A:[yma

E ti
ncryption lexps

Access outsourced
data in public cloud

Access  outsourced
data in private cloud

Decryption

Policy transformation 1Enc

1ma  +(2|S|+1)expr +1me

9nexp; + lexpa+1le

@n [U]+1) eaps

+

O(|S]+2)m2 +(2|S]+1)e (n+ 2)ma +(n+ 1)e

3exp1 + lexpa + le

(BIU+2|A4]|U|)exps +
@BIU + |U[[Ai[)ma

(n+3)expr +1le+(2|S|+2)expr + lexps +

BIS|+1)ym1 + 1mao

O(2|S|mz2) + O(2|S|exp2) +
2e

(2n + Dexpr + (n + _
1)ma 4+ nmy + ne

Table 2. Analysis of storage overhead

Phases Proposed scheme

Rezaeibagha
Mu’s scheme [1]

b

and Zhang et al.
scheme [13]

S

System setup 3|G1|+1|G2|+1|Zp|

Key generation (2|As]4+1) |G|
Ciphertext

Data access |Ga|+|As|+]|CT|

(91 + 2)|G1[+1|G2|
(2n + 1)|Gq|+|A4]

QISHDIG1]+|G2 |+ T 1Gz|+(n + 2)|G1 |+ T| (IS[+1)|G1|+|G2|+|T]
|Ai|+]CT|

5|G1|+1|Ga|+5|Zp|
(1A:1+2) |G|

|Ai+|CT|

an authorized user to outsource EHRs. Analysis has
shown that the proposed scheme effectively achieves
data confidentially, user anonymity and collusion re-
sistance. A research direction to explore is designing
EHR systems that are operated in a large-scale dis-
tributed environment and are managed by multiple
authorities who control the access to patient records.
In this case, a large amount of data from patients
can be hosted on a large-scale distributed system.
To provide this possibility, we recommend that the
multi-authority ABE [24] can be used in the proposed
scheme.
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